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PCI SSC QSA_New_V4 Exam Syllabus Topics:

Topic Details

Topic 1

Payment Brand Specific Requirements: This section of the exam measures the skills of Payment Security
Specialists and focuses on the unique security and compliance requirements set by different payment
brands, such as Visa, Mastercard, and American Express. Candidates must be familiar with the specific
mandates and expectations of each brand when handling cardholder data. One skill assessed is identifying
brand-specific compliance variations.

Topic 2

Real-World Case Studies: This section of the exam measures the skills of Cybersecurity Consultants and
involves analyzing real-world breaches, compliance failures, and best practices in PCI DSS
implementation. Candidates must review case studies to understand practical applications of security
standards and identify lessons learned. One key skill evaluated is applying PCI DSS principles to prevent
security breaches.

Topic 3

PCI DSS Testing Procedures: This section of the exam measures the skills of PCI Compliance Auditors
and covers the testing procedures required to assess compliance with the Payment Card Industry Data
Security Standard (PCI DSS). Candidates must understand how to evaluate security controls, identify
vulnerabilities, and ensure that organizations meet compliance requirements. One key skill evaluated is
assessing security measures against PCI DSS standards.

Topic 4

PCI Reporting Requirements: This section of the exam measures the skills of Risk Management
Professionals and covers the reporting obligations associated with PCI DSS compliance. Candidates must
be able to prepare and submit necessary documentation, such as Reports on Compliance (ROCs) and
Self-Assessment Questionnaires (SAQs). One critical skill assessed is compiling and submitting accurate
PCI compliance reports.
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Topic 5

PCI Validation Requirements: This section of the exam measures the skills of Compliance Analysts and
evaluates the processes involved in validating PCI DSS compliance. Candidates must understand the
different levels of merchant and service provider validation, including self-assessment questionnaires and
external audits. One essential skill tested is determining the appropriate validation method based on
business type.
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PCI SSC Qualified Security Assessor V4 Exam Sample Questions (Q15-Q20):
NEW QUESTION # 15 
If segmentation is being used to reduce the scope of a PCI DSS assessment, the assessor will?

A. Verify that approved devices and applications are used for the segmentation controls.
B. Verify the payment card brands have approved the segmentation.
C. Verify the controls used for segmentation are configured properly and functioning as intended.
D. Verify the segmentation controls allow only necessary traffic into the cardholder data environment.

Answer: C

Explanation:
PCI DSS clearly states inRequirement 11.4.5and in theScoping Guidancethat if segmentation is used, the assessor must verify
thesegmentation is effective- meaning it must be technically and operationally validated to ensure that it properly isolates the
Cardholder Data Environment (CDE) from out-of-scope networks.
* Option A:Too narrow. While allowing only necessary traffic is important, the verification involves more than that.
* Option B:Incorrect. Payment brands do not "approve" segmentation.
* Option C:Incorrect. PCI DSS focuses on effectiveness, not brand-specific device use.
* Option D:Correct. Assessor must ensure that segmentation controls areproperly configured and function as intended.

NEW QUESTION # 16 
What isthe intent of classifying media that contains cardholder data?

A. Ensuring that all media is consistently destroyed on the same schedule, regardless of the contents.
B. Ensuring that media is clearly and visibly labeled as "Confidential" so all personnel know that the media contains cardholder
data.
C. Ensuring that media containing cardholder data Is moved from secured areas an a quarterly basis.
D. Ensuring that media is properly protected according to the sensitivity of the data it contains.

Answer: D

Explanation:
Purpose of Classifying Media
* PCI DSS v4.0 emphasizes the need to classify media based on the sensitivity of the data it contains.
Media classification ensures appropriate handling, storage, and destruction processes.
Media Protection Requirements
* Media containing cardholder data must be securely stored, transferred, and destroyed when no longer needed.
* Classification informs the level of protection required, such as encryption, physical security, or controlled access.
Incorrect Options
* Option B: Moving media quarterly is not a requirement.
* Option C: Labeling as "Confidential" is insufficient without a comprehensive protection strategy.
* Option D: Destruction schedules should depend on retention requirements and data sensitivity, not a universal timeline.
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NEW QUESTION # 17 
What must be included in an organization's procedures for managing visitors?

A. Visitor log includes visitor name, address, and contact phone number.
B. Visitor badges are identical to badges used by onsite personnel.
C. Visitors retain their identification (for example, a visitor badge) for 30 days after completion of the visit.
D. Visitors are escorted at all times within areas where cardholder data is processed or maintained.

Answer: D

Explanation:
According toRequirement 9.4.2.2, visitors must beescorted at all timesin areas where cardholder data is stored or processed. This is
a key component of physical access control and is intended to prevent unauthorised access or tampering.
* Option A:#Correct. Escorts aremandatoryfor visitors in sensitive areas.
* Option B:#Incorrect. Visitor badgesmust be distinguishablefrom employee badges.
* Option C:#Incorrect. PCI DSS requires name and firm represented, butnot full address or phone.
* Option D:#Incorrect. Visitor badges must besurrendered or deactivatedimmediately after the visit ends.
References:
PCI DSS v4.0.1 - Requirements 9.4.2.1 to 9.4.2.3.

NEW QUESTION # 18 
What must be included in an organization's procedures for managing visitors?

A. Visitor log includes visitor name, address, and contact phone number.
B. Visitor badges are identical to badges used by onsite personnel.
C. Visitors retain their identification (for example, a visitor badge) for 30 days after completion of the visit.
D. Visitors are escorted at all times within areas where cardholder data is processed or maintained.

Answer: D

Explanation:
Visitor Management Requirements:
* PCI DSS Requirement 9.3 specifies that visitors must be escorted at all times in areas where cardholder data is present to prevent
unauthorized access or breaches.
Invalid Options:
* B:Visitor badges must be distinguishable from employee badges.
* C:Visitor logs are necessary but do not need detailed personal information like addresses.
* D:Retaining visitor identification for 30 days is not a requirement.

NEW QUESTION # 19 
According to Requirement 1, what is the purpose of "Network Security Controls"?

A. Control network traffic between two or more logical or physical network segments.
B. Encrypt PAN when stored.
C. Manage anti-malware throughout the CDE.
D. Discover vulnerabilities and rank them.

Answer: A

Explanation:
According toRequirement 1.2.1of PCI DSS v4.0.1, network security controls (NSCs), such as firewalls and segmentation controls,
are used torestrict and control trafficbetween trusted and untrusted networks. This includes logical or physical network segmentation.
* Option A:Incorrect. Anti-malware is addressed in Requirement 5.
* Option B:Correct. NSCs control and restrict inbound and outbound traffic between logical and physical network segments.
* Option C:Incorrect. Vulnerability management is under Requirement 6.
* Option D:Incorrect. PAN encryption is covered in Requirement 3.5.
Reference:PCI DSS v4.0.1 - Requirement 1.2.1.
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