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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic

Details

Topic 1

Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

Topic 2

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.

Topic 3

Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.

Topic 4

SD-WAN Configuration: This section of the exam measures the skills of network engmneers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.
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choice on the market today and is recognized by all candidates for a long time. If you don't believe what I say, you can know the
information by asking around. Somebody must have been using Prep4pass dumps. We assure Prep4pass provide you with the latest
and the best questions and answers which will let you pass the FCSS_SDW_AR-7.4 Exam at the first attempt.

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q10-Q15):

NEW QUESTION # 10
Refer to the exhibit.
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An administrator checks the status of an SD-WAN topology using the FortiManager SD-WAN monitor menus. All members are
configured with one or two SLAs.
‘Which two conclusions can you draw from the output shown? (Choose two.)

A. branch2_fgt establishes six tunnels to the hubs and they are all up.
B. One member of branch?_fgt is missing the SLAs.

C. This SD-WAN topology contains only two branch devices.

D. The template view should be used to see the hub devices.

Answer: B,C

NEW QUESTION # 11
Refer to the exhibits.
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Ping result
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4 PR [ Fdfws.facebook.com (157.240.19.35): icmp_seq=l ttl=5& time=33.4 ms

Gl bytes from edge-star-mini-shv-01-dfwS.facebook.com (157.240.19.35): icmp_seg=2 ttl=5{ time=32.5 ms
€4 bytes from sdge-star-mini-shv-01-dfws.facebook.com (157.240.19.35): icmp seg=) ttl=56 time=32.5 ms
64 bytes froam sdge-star-mini-shv-01-dfwS.facebook.com (157.240.15.35): icmp seqe=d ttl=56 time=32.6 ms

Diagnose output

branchl_fgt # diagnose firewall prouts list
list route policy info(vf=root):

id=1(0x01) descp_tag=Oxfc Oxfc flags=0x0 tos=0x00 tos_mask=0x00 protocol=0 port=arc(0->0):dst(0->0) 1if=0(any)
path(l): oif=21(HUB1-VPN2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l): 10.1.0.7/255.255.255.255%
hit_count=0 rule_last_used=2025-01-0€& 00:41:44

1d=2130903041 (0x7£030001) vwl_service~l(Critical-DIA) vwl mbr seq=l 2 dscp_tag=Oxfc Oxfc flage=0x0 tos=0x00
tos_mask=0x00 protocol=0 port=arc(0->0):dst (0->0) 1if=0(any)

path(2): olf=3(portl), olf=d(portl)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(1): 0.0.0.0/0.0.0.0

application control(2): Salesforce(16%20,0) Microsoft.Portal (4146%9,0)

hit_count=13 rule_last used=2025-01-0& 01:55:12

1d=2130903043(0x7£030003) wvwl_service=3(Corp) wwl mbr seq=4 5 € 1 dscp ! 0 Toa=0x00
tos_mask=0x00 protocol=0 portesrc(0- >01:d.|t.lo )D} 11f=-01(

path (€): oif=20(HUB1-VPN1), olf=21( 1), oif=24 (MUB2Z-VPN2),
oif=25 (HUB2-VPN])

source (1): 10.0.1.0-10.0.1.

destination(l): 10.0

service=5(Internet) vwl mbr_seq=3 2 1 dscp_tag=Oxfc Oxfc flags=0x0 tos=0x00

tos_mas pfotocol=0 port=arc(0-20):dat (0->0) Lif=0(any)
path(3) Eeif=€ (portd), olf=4(port2) path_last used=2025-01-06 02:12:08, oif=1(portl)
source (1 10.0.1.0-10.0.1.255

destination(l): 0.0.0.0-255.255.255,255
hit_count=27 rule_last_used=2025-01-06 02:12:08

Diagnose output

branchl_fgt # diagnose sys sdwan internet-service-app-ctrl-list
List App Ctrl Database Entry(IPvd) in Kernel:

Max _App_Ctrl Size=32768 Num App_Ctrl Entry=8
Facebook (15832 23): IP=157.240.19.35 & 443
Addicting.Games (30156 8): IP=172.64.80.1 € 443
Microsoft.Portal (41469 28): IP=-184.27.181.201 € 443
LinkedIn (16331 23): IP=13.107.42.14 € 443

MSN.Game (16135 8): IP=13.107.24€.35 € 442
Salesaforce (16520 29): IP=23.222.17.73 6 443
Salesforce (16920 29)1 1P=23.222.17.7€ € 443

Facebook (15832 23): IP=31.13.80,36 & 443
You connect to a device behind a branch FortiGate device and initiate a ping test. The device is part of the LAN subnet and its TP
address is 10.0.1.101.

Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?

e A portd
e B.HUBI-VPNI1
e C.portl
e D. port2

Answer: C



NEW QUESTION # 12
Which three factors about SLA targets and SD-WAN rules should you consider when configuring SD-WAN rules? (Choose three.)

A. SLA targets are used only by SD-WAN rules that are configured with a Lowest Cost (SLA) strategy.

B. When configuring an SD-WAN rule, you can select multiple SLA targets if they are from the same performance SLA.
C. Member metrics are measured only if a rule uses the SLA target.

D. SD-WAN rules can use SLA targets to check whether the preferred members meet the SLA requirements.

E. When configuring an SD-WAN rule, you can select multiple SLA targets from different performance SLAs.

Answer: A,D.E

Explanation:

The use of SLA targets is specific to certain SD-WAN strategies. The "Lowest Cost (SLA)" and "Maximize Bandwidth (SLA)"
strategies are explicitly designed to use the configired SLA targets to make routing decisions. The "Best Quality" strategy uses
performance metrics but does not necessarily require or reference SLA targets in the same way, while "Manual" does not use
metrics at all for path selection.

This is a core function of SD-WAN rules with SLA targets. The purpose of configuring an SLA target with specific thresholds for
latency, jitter, and packet loss is to define what is considered "acceptable” performance for an application. SD-WAN rules then use
these targets to check if the members (interfaces) meet these requirements before a flow is steered over them, ensuring that a
preferred path still offers a good user experience.

FortiGate allows for a single SD-WAN rule to reference multiple, different performance SLAs. This is crucial for complex
deployments where a single SD-WAN rule needs to handle traffic for multiple applications that have distinct performance
requirerents. For exanple, a single rule might direct VoIP traffic based on one performance SLA with strict latency/jitter targets,
while simultaneously handling general web traffic using another performance SLA with more lenient requirements.

NEW QUESTION # 13
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For your ZTP deployrmnt, you review the CSV file shown n exhlblt and note that it is mlssmg important information. Which two
elements must you change before you can import it into FortiManager? (Choose two.)

A. Younust define a value for each device and each metadata variable that defines an IP address.
B. You nust define a value for each device and each user-defined metadata variable.

C. You must define a name for each device

D. You must associate a device blueprint with each device

Answer: C,D

NEW QUESTION # 14

When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the MSSP usually keeps the
hub within its infrastructure for ease of management and to share costly resources.

In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The customer expects a large amount of VoIP traffic.

B. The customer requires SIA with centralized breakout.

C. The administrator expects a large volume of traffic between the branches.
D. The majority of the branch traffic is directed to a corporate data center.

Answer: C,.D

NEW QUESTION # 15
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