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Microsoft Security Operations Analyst Sample Questions (Q273-Q278):

NEW QUESTION # 273

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
TevView screen.

You are configuring Azure Sentinel.
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You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.
Solution: You create a hunting bookmark.
Does this meet the goal?

o A Yes
e B. No

Answer: B

Explanation:

A hunting bookmark is a manual tagging mechanism used during threat hunting to mark interesting results from ad hoc queries.
Bookmarks do not automatically create incidents or run on a schedule. They are used for investigation documentation, not alerting,
Therefore, using a hunting bookmark does not meet the requirement to automatically generate incidents when a malicious sign-in is
detected.

NEW QUESTION # 274
You have a Microsoft Sentinel workbook that contains the following KQL query.

let nonlnteractive = AADNonInteractivelisgrSigninlLogs

| extend Status = parse_json(Status);

union SigninLogs,nonlnteractive

| extend ErrorCode « tostring(Statids.errorCode)

| extend Falldrcﬁeagi tuihg(Status. failureReason)

| summarize crrfuunt MICI?OSO}. e, FailureReason, Catepory

You need to create a visual that will change the color of the errCount column based on the value returned.
How should you configure the visual? To answer, select the appropriate options in the answer area. NOTE:

Each correct selection is worth one point.
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NEW QUESTION # 275

Youneed to build a KQL query in a Microsoft Sentinel workspace. The query must return the SecurityEvent record for accounts
that have the last record with an EventID value 0f4624. How should you complete the query’ To answer, select the appropriate
options in the answer area.

NOTE: Each coned selection is worth one pomt

securityEvent

| where EventiD 4624
| summarize arg_man(TimeGenerated, *) by Account
| summarize make_list{Account) by EventlD

summarize make setlAccount) i EventlD

| summanzr aig_ o uTimeGenerated, *) by Account
| sugarizémdke_list(Account) by EventiD
ridh make_set{Account) by EventiD
q EventlD == 4624
\ | where EventiD == 4624
0 | summarize arg_max(TimeGenerated, *) by Account
| summarize make_list{Account) by EventiD

. M iﬁsumnWlmﬁm(cmin i EventD
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NEW QUESTION # 276

You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR and contains two users named User1 and User2.
Youneed to ensure that the users can perform searches by using the Microsoft Purview portal. The solution must meet the following
requirements:

* Ensure that User] can search the Microsoft Purview Audit service logs and review the Microsoft Purview Audit service
configuration.

* Ensure that User2 can search Microsoft Exchange Online mailboxes.



* Follow the principle of least privilege.

To which Microsoft Purview role group should you add each user? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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NEW QUESTION # 277

You have an Azire DevOps organization that contains an Azure Repos respository named Repol and is onboarded to Microsoft

Defender for DevOps.

You create infrastructure as code (laC) files and store themin Repol. The laC files are formatted as Bicep files and Helm charts.
Youneed to configure Defender for DevOps to identify misconfigurations in the laC files.
‘Which scanning tool should you use for each type of files? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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In Microsoft Defender for DevOps, 1aC misconfiguration scanning uses purpose-built analyzers per template type. For Azure
Resource Manager (ARM) and Bicep templates, Defender leverages Template Analyzer, which evaluates security best practices
and policy compliance specific to Azure resource definitions.

Template Analyzer parses Bicep (and ARM JSON) and flags insecure defaults such as overly permissive network rules, missing
encryption settings, insecure identity assignments, and more-making it the correct choice for Bicep files.

For contaner and Kubernetes ecosystem artifacts, including Helm charts, Defender integrates Terrascan, an open-source static
analysis tool that scans HelnvKubernetes manifests (and Terraform) against hundreds of policies. Terrascan inspects rendered Helm
templates to detect issues like privileged containers, hostPath mounts, missing resource limits, and insecure service exposures.

By contrast, CredScan (Credential Scanner) is aimed at finding embedded secrets (keys/passwords) in code and isn't the primary
[aC misconfiguration engine for either Bicep or Helm in Defender for DevOps.

Therefore, to detect laC misconfigurations: use Template Analyzer for Bicep and Terrascan for Helm charts.

NEW QUESTION # 278
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