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Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q25-Q30):

NEW QUESTION # 25

Task 4: Create a Certificate Authority (CA)

Create a certificate authority, where:

CA name: PBT-CERT-CA-01-<username>

For example, if your username is 99008677-lab.user01, then the certificate authority name should be PBT- CERT-CA-
01990086771abuser01 Ensure you eliminate special characters from the user name.

Common name: PBT-CERT-OCICA-01

Master Encryption Key: PBT-CERT-MEK-01 (created in the previous task)
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Answer:

Explanation:

See the solution below in Explanation.

Task 4: Create a Certificate Authority (CA)

Step 1: Access the OCI Vault

* Log in to the OCI Console.

* Navigate toldentity & Security>Vaullt.

* Select the root compartment.

* Locate and click on the vault named PBI_Vault SP.

Step 2: Create the Certificate Authority

* Inthe PBI_Vault SP vault details page, underResources, clickCertificate Authorities.

* ClickCreate Certificate Authority.

* Enter the following details:

* Name: Replace <username> with your usernane (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 9900867 7labuser01, then use PBT-CERT-CA-

019900867 7labuser01).

* Common Name: Enter PBT-CERT-OCICA-01.

* Master Encryption Key: Select the PBT-CERT-MEK-01<username> key created in Task 3 (e.
g., PBT-CERT-MEK-0199008677labuser01).

* Subject: Leave as default or adjust (e.g., Organization, Country) if required by your setup.

* Validity Period: Set as needed (e.g., 10 years), or use the default.

* Compartment: Ensure it's set to the root compartment.

* ClickCreate Certificate Authorityand wait for the CA to be provisioned.

Step 3: Verify the Certificate Authority

* After creation, go to theCertificate Authoritiessection under PBI Vault SP.

* Confirm the CA PBT-CERT-CA-01<username> (e.g., PBT-CERT-CA-0199008677labuser01) is listed and its status is active.

NEW QUESTION # 26
When trying to encrypt plaintext using Command Line Interface (CLI), the developer gets a Service Error.
This is the command the developer tried to run:

‘What is the reason for this error?

A. The developer has the wrong endpoint.

B. The developer forgot to specify the region.

C. The user should pass the key version OCID instead of the key OCID.
D. The plaintext needs to be in JSON form

Answer: C

NEW QUESTION # 27

Challenge 2 -Task 1

In deploying a new application, a cloud customer needs to reflect different security postures. Ifa security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirement, the customer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:
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Preconfigured
To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task3: Create and configure a Virtual Cloud Network and Private Subnet

Createand configure virtual cloud Network (VCN) named IAD SP-PBT-VCN-01, with an internet Gateway and configure
appropriate route rules to allow external connectivity.

Enter the OCID ofthe created VCN in the text box below.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

To create and configure a Virtual Cloud Network (VCN) named IAD-SP-PBT-VCN-01 with an Internet Gateway and
appropriate route rules for external connectivity, follow these steps based on the Oracle Cloud Infrastructure (OCI) Networking
documentation.

Step-by-Step Solution for Task 3: Create and Configure a VCN and Private Subnet

* Log into the OCI Console:

* Use your OCI credentials to log in to the OCI Console (httpsz/console.us-ashburn- 1.oraclecloud.

com).

* Ensure you have access to the assigned compartment.

* Navigate to Virtual Cloud Networks:

* From the OCI Console, click the navigation menu (hamburger icon) on the top left.

* UnderNetworking, selectVirtual Cloud Networks.

* Create a New VCN:



* ClickStart VCN Wizardand selectCreate VCN with Internet Connectivity.

* VCN Name:Enter [AD-SP-PBT-VCN-01.

* Compartment:Select the assigned compartment.

* VCN CIDR Block:Enter 10.0.0.0/16 (matches the diagram's VCN CIDR).

* Public Subnet CIDR Block:Enter 10.0.10.0/24 (matches the diagram's public subnet).
* Accept the default settingsfor the public subnet and Internet Gateway creation.
* ClickCreateto provision the VCN, Internet Gateway, and public subnet.

* Verify the Internet Gateway:

* After creation, go to the VCN details page for [AD-SP-PBT-VCN-01.

* UnderResources, selectInternet Gateways.

* Ensure the Internet Gateway is attached and enabled.

* Configure Route Rules:

* Inthe VCN details page, underResources, selectRoute Tables.

* Select the default route table associated with the public subnet (10.0.10.0/24).
* ClickAdd Route Rules.

* Target Type:SelectInternet Gateway.

* Destination CIDR Block:Enter 0.0.0.0/0.

* Target Internet Gateway:Select the Internet Gateway created with the VCN.

* ClickAdd Route Ruleto save.

* Update Security List (if needed):

* UnderResources, selectSecurity Lists.

* Edit the default security list for the public subnet.

* Add an ingress rule:

* Source CIDR:0.0.0.0/0

* [P Protocol. TCP

* Source Port Range:All

* Destination Port Range:22 (for SSH) or as required by your application.

* Add an egress rule:

* Destination CIDR:0.0.0.0/0

* IP Protocol:All

* Save the changes.

* Note the VCN OCID:

* Return to the VCN details page for [AD-SP-PBT-VCN-01.

* Copy theOCIDdisplayed (e.g., ocidl.ven.ocl..<unique_string>).

OCID of the Created VCN

* Enter the OCID of'the created VCN (IAD-SP-PBT-VCN-01) into the text box. The exact OCID will be available after Step 3
(e.g, ocidl.ven.ocl..<unique_string>).

NEW QUESTION # 28
Based on the provided diagram, you have a group of critical compute instances in a private subnet that require vulnerability using the
Oracle Cloud Infrastructure(OCI) Vulnerability Scanning Service (VSS).



"What additional configuration is required to enable VSS to scan instances in the private subnet

A. Use an OCI Bastion session to establish connectivity and forward scan results from the private instances."

B. No additional configuration is needed. VSS can access private instances by default.

C. VSS cannot scan private instances. You need to move themto a public subnet for vulnerability scanning,

D. Configure a service gateway in the VCN and a route rule to direct traffic for the VSS service through the gateway.

Answer: D

NEW QUESTION # 29

"You are part of the security operations of an organization with thousands of users accessing Oracle Cloud Infrastructure (OCI). It is
reported that an unknown user action was executed resulting in configuration errors.

You are tasked with identifying the details of all users who were active in the last six hours along with any REST API calls that were
executed.

Which OCI feature should you use?

A. Management Agent Log Ingestion
B. Object Collection Rule

C. Service Connector Hub"

D. Audit Analysis Dashboard

Answer: D

NEW QUESTION # 30
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