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Fortinet FCSS_CDS_AR-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud
networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.

Topic 2

Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on
diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.

Topic 3

Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on
deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
(IaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.

Topic 4

Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as
Terraform and Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform-
specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and
scalable security implementations.
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Fortinet FCSS - Public Cloud Security 7.6 Architect Sample Questions (Q48-
Q53):
NEW QUESTION # 48 
An administrator is planning to use FortiDevSec to detect vulnerabilities in container images and is researching any platform
limitations that they must take into account when using that tool. What is a limitation of FortiDevSec container security scanning?
Response:

A. It can detect vulnerabilities in containerized applications in Amazon Web Services (AWS) environments only.
B. It is limited to dynamic application testing of container images.
C. It does not support scanning private images that require Docker login.
D. It focuses on scanning for encrypted secrets in containerized applications.

Answer: C

NEW QUESTION # 49 
Refer to the exhibit.

Refer to the exhibit.
You deployed a FortiGate HA active-passive cluster in Microsoft Azure.
Which two statements regarding this particular deployment are true? (Choose two.)

A. During a failover, all existing sessions are transferred to the new active FortiGate.
B. There is no SLA for API calls from Microsoft Azure.
C. The configuration does not synchronize between the primary and secondary devices.
D. You can use the vim-exception command to synchronize the configuration.

Answer: A,B

NEW QUESTION # 50 
An administrator is trying to implement FortiCNP with Microsoft Azure Security integration. However, FortiCNP is not able to
extract any cloud integration data from Azure; therefore, real-time cloud security monitoring is not possible.
What is causing this issue?

A. The organization is using a free Azure AD license.
B. The FortiCNP account in Azure has the Storage Blob Data Reader role.
C. The Azure account doesn't have the Global Administrator role.
D. The administrator enabled the wrong Defender plan for servers.
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Answer: B

NEW QUESTION # 51 
You are using Ansible to modify the configuration of several FortiGate VMs.
What is the minimum number of files you need to create, and in which file should you configure the target FortiGate IP addresses?

A. One .yaml file with the target IP addresses, and one playbook file with the tasks.
B. One inventory file for each target device, and one playbook file.
C. One playbook file for each target and the required tasks, and one inventory file.
D. One text file for all target devices, and one playbook file.

Answer: A

NEW QUESTION # 52 
Refer to the exhibit.

Refer to the exhibit.
An experienced AWS administrator is creating a new Virtual Private Cloud (VPC) flow log with the settings shown in the exhibit.
What is the purpose of this configuration?

A. To maximize the number of logs saved



B. To retain logs for a long term
C. To troubleshoot a log flow issue
D. To monitor logs in real time

Answer: B

NEW QUESTION # 53
......
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