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NEW QUESTION # 174 
An AWS Lambda function generates a 3MB JSON file and then uploads it to an Amazon S3 bucket daily. The file contains
sensitive information, so the Developer must ensure that it is encrypted before uploading to the bucket.
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Which of the following modifications should the Developer make to ensure that the data is encrypted before uploading it to the
bucket?

A. Use the S3 managed key and call the GenerateDataKey API to encrypt the file.
B. Use a custom KMS customer master key created for S3 in the Lambda function code.
C. Use the GenerateDateKey API, then use that data key to encrypt the file in the Lambda function code.
D. Use the default AWS KMS customer master key for S3 in the Lambda function code.

Answer: B

NEW QUESTION # 175 
A company needs to ingest terabytes of data each hour from thousands of sources that are delivered almost continually throughout
the day. The volume of messages generated varies over the course of the day.
Messages must be delivered in real time for fraud detection and live operational dashboards.
Which approach will meet these requirements?

A. Send the messages to an Amazon SQS queue, then process the messages by using a fleet of Amazon EC2 instances
B. Use the Amazon S3 API to write messages to an S3 bucket, then process the messages by using Amazon Redshift
C. Use Amazon Kinesis Data Streams with Kinesis Client Library to ingest and deliver messages
D. Use AWS Data Pipeline to automate the movement and transformation of data

Answer: C

Explanation:
Explanation/Reference: https://noise.getoto.net/tag/amazon-kinesis-analytics/

NEW QUESTION # 176 
An application under development is required to store hundreds of video files. The data must be encrypted within the application
prior to storage, with a unique key for each video file.
How should the Developer code the application?

A. Use a cryptography library to generate an encryption key for the application. Use the encryption key to encrypt the data.
Store the encrypted data.
B. Upload the data to an S3 bucket using server side-encryption with an AWS KMS key.
C. Use the KMS GenerateDataKey API to get a data key. Encrypt the data with the data key. Store the encrypted data key
and data.
D. Use the KMS Encrypt API to encrypt the data. Store the encrypted data key and data.

Answer: C

Explanation:
Explanation
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html

NEW QUESTION # 177 
A developer is creating an application that will give users the ability to store photos from their cellphones in the cloud. The
application needs to support tens of thousands of users. The application uses an Amazon API Gateway REST API that is integrated
with AWS Lambda functions to process the photos. The application stores details about the photos in Amazon DynamoDB.
Users need to create an account to access the application. In the application, users must be able to upload photos and retrieve
previously uploaded photos. The photos will range in size from 300 KB to 5 MB.
Which solution will meet these requirements with the LEAST operational overhead?

A. Create an IAM user for each user of the application during the sign-up process. Use IAM authentication to access the API
Gateway API. Use the Lambda function to store the photos in Amazon S3. Store the object's S3 key as part of the photo
details in the DynamoDB table. Retrieve previously uploaded photos by querying DynamoDB for the S3 key.
B. Create a users table in DynamoDB. Use the table to manage user accounts. Create a Lambda authorizer that validates user
credentials against the users table. Integrate the Lambda authorizer with API Gateway to control access to the API. Use the
Lambda function to store the photos in Amazon S3. Store the object's S3 key as par of the photo details in the DynamoDB



table. Retrieve previously uploaded photos by querying DynamoDB for the S3 key.
C. Use Amazon Cognito user pools to manage user accounts. Create an Amazon Cognito user pool authorizer in API
Gateway to control access to the API. Use the Lambda function to store the photos in Amazon S3. Store the object's S3 key
as part of the photo details in the DynamoDB table. Retrieve previously uploaded photos by querying DynamoDB for the S3
key.
D. Use Amazon Cognito user pools to manage user accounts. Create an Amazon Cognito user pool authorizer in API
Gateway to control access to the API. Use the Lambda function to store the photos and details in the DynamoDB table.
Retrieve previously uploaded photos directly from the DynamoDB table.

Answer: C

NEW QUESTION # 178 
A website's page load times are gradually increasing as more users access the system at the same time.
Analysis indicates that a user profile is being loaded from a database in all the web pages being visited by each user and this is
increasing the database load and the page load latency. To address this issue the Developer decides to cache the user profile data.
Which caching strategy will address this situation MOST efficiently?

A. Create a new Amazon EC2 Instance and run a NoSQL database on it. Cache the profile data within this database using
the write-through caching strategy.
B. Use a dedicated Amazon RDS instance for caching profile data. Use a write-through caching strategy.
C. Create an Amazon ElastiCache cluster to cache the user profile data. Use a cache-aside caching strategy.
D. Create an ElastiCache cluster to cache the user profile data. Use a write-through caching strategy.

Answer: C

Explanation:
Explanation
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/Strategies.html
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