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CompTIA Network+ Certification Exam Sample Questions (Q117-Q122):
NEW QUESTION # 117 
Which of the following devices functions mainly at the data link layer of the OSI model and is used to connect a fiber-optic cable to
a network interface?

A. SFP transceiver
B. Twinaxial cable
C. DAC
D. SC

Answer: A

Explanation:
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An SFP (Small Form-factor Pluggable) transceiver is a modular device that provides the interface between fiber-optic or copper
cabling and the networking equipment (e.g., switch or router). It operates primarily at Layer 2 (Data Link), converting optical or
electrical signals into frames usable by the network device.
A). SC is a fiber connector type, not the transceiver.
B). DAC (Direct Attach Copper) is a passive copper cable assembly with fixed transceivers, not a general- purpose module.
D). Twinaxial cable is a copper medium, not an interface device.
References (CompTIA Network+ N10-009):
Domain: Networking Concepts - Transceivers (SFP, GBIC, QSFP), fiber connectivity, OSI model mapping.

NEW QUESTION # 118 
What type of attack occurs when attackers send fraudulent text messages pretending to be a trusted source, tricking the victim into
giving up sensitive credentials?

A. ARP spoofing
B. Vishing
C. Smishing
D. DNS poisoning

Answer: C

Explanation:
Smishing (SMS phishing) occurs when attackers send fraudulent text messages pretending to be a trusted source, tricking the victim
into giving up sensitive credentials. Since this came via text message, it qualifies as smishing.
* A. DNS poisoning corrupts name resolution.
* B. ARP spoofing manipulates MAC-to-IP mappings.
* C. Vishing is phishing via voice calls, not text.
References (CompTIA Network+ N10-009):
* Domain: Network Security - Social engineering, phishing types (smishing, vishing, spear phishing).

NEW QUESTION # 119 
A network engineer configures the network settings in a new server as follows:
IP address = 192.163.1.15
Subnet mask = 255.255.255.0
Gateway = 192.163.1.255
The server can reach other hosts on the same subnet successfully, but it cannot reach hosts on different subnets. Which of the
following is most likely configured incorrectly?

A. Gateway
B. Default route
C. Subnet mask
D. IP address

Answer: A

Explanation:
The default gateway for a network should be an IP address within the subnet, but not the broadcast address. In this case:
IP: 192.163.1.15
Subnet Mask: 255.255.255.0
This means the network range is: 192.163.1.0 - 192.163.1.255
192.163.1.255 is the broadcast address for this subnet, so it cannot be used as a gateway.
Hence, the device fails to communicate outside its subnet because it's trying to use a broadcast address as its gateway.
� The issue is clearly with the gateway configuration.

NEW QUESTION # 120 
A network technician is adding a new switch to increase capacity on the network. The technician connects the two switches using a
single cable. Several hosts are moved to the new switch, but none of the hosts can access the network or internet. Which of the
following should the technician do to resolve the issue?



A. Install STP cables between the switches
B. Set up link aggregation on the uplink ports
C. Configure the connecting ports as trunk ports
D. Increase the PoE budget for the switches

Answer: C

Explanation:
The correct solution is to configure the connecting ports as trunk ports. When connecting switches, the uplink ports must be
configured to carry traffic for multiple VLANs (trunking), not just a single access VLAN. Without trunking, VLAN tags may be
dropped, and traffic from hosts will not reach the rest of the network or internet.
B . STP cables is a misnomer - STP refers to Spanning Tree Protocol or Shielded Twisted Pair cables, neither of which solves this
logical configuration issue.
C . PoE budget is irrelevant because switches and hosts in this context don't require PoE.
D . Link aggregation (LACP, EtherChannel) is for increasing bandwidth/redundancy across multiple links, not required with a single
cable.
By enabling trunking on the uplink ports, the switches can pass VLAN-tagged traffic, ensuring hosts connected to the new switch
have access to the same resources as those on the existing switch.

NEW QUESTION # 121 
A network administrator installed anew VLANto the network after a company added an additional floor to the office. Users
areunable to obtain an IP addresson the new VLAN, but ports on existing VLANs are working properly. Which of the following
configurations should the administrator update?

A. Scope size
B. Address reservations
C. Lease time
D. IP helper

Answer: D

Explanation:
Comprehensive and Detailed Explanation:
When anew VLAN is created, it typically exists on a different subnet. IfDHCP servers are on a different VLAN, the networkneeds
an IP helper addressto forward DHCP requests correctly. Without it, clients in the new VLANwon't receive an IP address.
Breakdown of Options:
* A. Scope size- Increasing the DHCP scope would not resolve the issue if requestsaren't reaching the server.
* B. Address reservations- Reservations only assign specific addresses to devices; they do not fix DHCP communication issues.
* C. Lease time- Changing the lease timedoes not impact DHCP functionality across VLANs.
* D. IP helper-Correct answer.This forwardsDHCP requestsacross VLANs to the DHCP server.

NEW QUESTION # 122
......
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