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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

Topic 2
Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.

Topic 3
SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,
routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.
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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q24-Q29):
NEW QUESTION # 24 
Refer to the exhibits.

The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2. Each template defines a VPN tunnel. The
error message that FortiManager displayed when the administrator tried to assign the second template to the FortiGate device is also
shown.
Which statement best describes the cause of the issue?

A. You can assign only one IPsec template to each FortiGate device.
B. You should use the same outgoing interface of both templates.
C. You can assign only one template with a tunnel type of static to each FortiGate device.
D. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.

Answer: A

Explanation:
The FortiManager SD-WAN overlay system allows only one IPsec template to be assigned to each device per overlay operation.
The guide clarifies:
"If you attempt to assign more than one IPsec template to a FortiGate device for the same overlay type, FortiManager will display an
error, preventing duplicate or conflicting tunnel configurations. This limitation ensures a one-to-one mapping between device and
overlay template per operation, maintaining configuration integrity and preventing routing issues." This prevents complex
troubleshooting scenarios and enforces best practices for overlay design.

NEW QUESTION # 25 
Refer to the exhibits. The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of
Facebook and YouTube along with the firewall policy configuration and the underlay zone status. Which two statements are true
about the health and performance of SD-WAN members 3 and 4? (Choose two.)



A. Encrypted traffic is not used for the performance measurement.
B. Only related TCP traffic is used for performance measurement.
C. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.
D. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.

Answer: B,D

NEW QUESTION # 26 
Exhibit.



Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI. What can you conclude about the zone
and member configuration on this device?

A. You can delete the virtual-wan-link zones.
B. The overlay-factories zone contains no member.
C. The underlay zone contains three members.
D. You can move HUB1-VPN3 from the HUB1 zone to the overlay-shops zone.

Answer: B

NEW QUESTION # 27 
What are three key routing principles of SD-WAN? (Choose three.)

A. Policy routes have precedence over SD-WAN rules.
B. SD-WAN rules are skipped if the best route to the destination is a static route
C. Directly connected routes have precedence over SD-WAN rules.
D. SD-WAN members are skipped if they do not have a valid route to the destination.
E. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Answer: A,D,E



Explanation:
SD-WAN members without a valid route to the destination are skipped during path selection.
If the best route is not via an SD-WAN member, SD-WAN rules are skipped.
Policy routes take precedence over SD-WAN rules in the routing decision process.

NEW QUESTION # 28 
Refer to the exhibit.

Which statement best describe the role of the ADVPN device in handling traffic?

A. This is a hub in a dual-region topology. The remote hub tunnel ID is 10.0.2.101.
B. This is a spoke that has received a shortcut query from another spoke and has forwarded the response to its hub.
C. This is a hub that has received a query from a spoke and has forwarded it to another spoke.
D. This is a spoke. The kernel received a shortcut request and forwards the query to another spoke.

Answer: B

Explanation:
Within ADVPN topologies, shortcut requests and responses traverse spokes and hubs. Fortinet documentation states:
"When a spoke receives a shortcut query from another spoke, it may forward the response to its hub for validation or to facilitate
dynamic shortcut tunnel setup. This mechanism allows direct spoke-to-spoke communication for optimized routing and performance,
reducing latency and offloading the hub after initial control-plane mediation." This is a core benefit of ADVPN's dynamic shortcut
feature.

NEW QUESTION # 29
......
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