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Examine the sections of the configuration shown in the output
What action will FortiGate take when verifying the student certificate through OCSP?

A. Consider the student certificate status as valid if the OCSP server is unreachable
B. Use the OCSP URL included in the student certificate to verify the student certificate
C. Reject the student certificate if the OCSP server replies that the student certificate status is unknown
D. Not verify the OCSP server certificate

Answer: C

NEW QUESTION # 35 
You are setting up an SSID (VAP) to perform RADlUS-authenticated dynamic VLAN allocation Which three RADIUS attributes
must be supplied by the RADIUS server to enable successful VLAN allocation'' (Choose three.)

A. Tunnel-Private-Group-ID
B. Tunnel-Medium-Type
C. Tunnel-Type
D. Tunnel-Pvt-Group-ID
E. Tunnel-Preference

Answer: B,C,D

NEW QUESTION # 36 
Which EAP method requires the use of a digital certificate on both the server end and the client end?

A. EAP-TTLS
B. EAP-GTC
C. EAP-TLS
D. PEAP

Answer: C

Explanation:
EAP-TLS is the most secure EAP method. It requires a digital certificate on both the server end and the client end. The server and
client authenticate each other using their certificates.

NEW QUESTION # 37 
Refer to the exhibits.



Firewall Policy

Examine the firewall policy configuration and SSID settings
An administrator has configured a guest wireless network on FortiGate using the external captive portal The administrator has
verified that the external captive portal URL is correct However wireless users are not able to see the captive portal login page
Given the configuration shown in the exhibit and the SSID settings which configuration change should the administrator make to fix
the problem?

A. Enable the captivs-portal-exempt option in the firewall policy with the ID 11.
B. Disable the user group from the SSID configuration
C. Apply a guest.portal user group in the firewall policy with the ID 11.
D. Include the wireless client subnet range in the Exempt Source section

Answer: C

Explanation:
Explanation
According to the FortiGate Administration Guide, "To use an external captive portal, you must configure a user group that uses the
external captive portal as the authentication method and apply it to a firewall policy." Therefore, option C is true because it will allow
the wireless users to be redirected to the external captive portal URL when they try to access the Internet. Option A is false because
disabling the user group from the SSID configuration will prevent the wireless users from being authenticated by the FortiGate
device. Option B is false because enabling the captive-portal-exempt option in the firewall policy will bypass the captive portal
authentication for the wireless users, which is not the desired outcome. Option D is false because including the wireless client subnet
range in the Exempt Source section will also bypass the captive portal authentication for the wireless users, which is not the desired



outcome.

NEW QUESTION # 38 
Refer to the exhibit

Examine the FortiGate RSSO configuration shown in the exhibit
FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind
port3 and the internet link is connected to port1 FortiGate is processing incoming RADIUS accounting messages successfully and
RSSO users are getting associated with the RSSO Group user group However all the users are able to access the internet, and the
administrator wants to restrict internet access to RSSO users only Which configuration change should the administrator make to fix
the problem?

A. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership
information of the RSSO users
B. Add RSSO Group to the firewall policy
C. Create a second firewall policy from port3 lo port1 and select the target destination subnets
D. Enable Security Fabric Connection on port3

Answer: B

Explanation:
Explanation
According to the exhibit, the firewall policy from port3 to port1 has no user group specified, which means that it allows all users to
access the internet. Therefore, option B is true because adding RSSO Group to the firewall policy will restrict internet access to
RSSO users only. Option A is false because changing the RADIUS Attribute Value setting will not affect the firewall policy, but
rather the RSSO user group membership. Option C is false because enabling Security Fabric Connection on port3 will not affect the
firewall policy, but rather the communication between FortiGate and other Security Fabric devices. Option D is false because
creating a second firewall policy from port3 to port1 will not affect the existing firewall policy, but rather create a redundant or
conflicting policy.

NEW QUESTION # 39
......
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