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GIAC Red Team Professional Sample Questions (Q101-Q106):

NEW QUESTION # 101

What are significant characteristics to consider when setting up a C2 infrastructure?
Multiple Correct Answers

Response:

e A. Geographical diversity of server locations

¢ B. High bandwidth to accommodate large data exfiltration

e (. Stealth to avoid detection by network defense mechanisms
e D. Redundancy to ensure persistent access
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Answer: A,C,D

NEW QUESTION # 102

Which aspects are crucial in the planning phase of a red team engagement?
Multiple Correct Answers

Response:

A. Ensuring there is a robust plan for data exfiltration

B. Understanding the target environment's normal behaviors and patterns
C. Selecting team members based solely on their hacking skills

D. Securing legal authorization and clear rules of engagement

Answer: B,.D

NEW QUESTION # 103
For privilege escalation, why is it important for an attacker to enumerate running processes and services on a target system?
Response:

A. To identify potential network configuration issues

B. To assess the system's compliance with security standards
C. To prepare for data exfiltration activities

D. To find processes running as root that might be exploitable

Answer: D

NEW QUESTION # 104
In the context of privilege escalation on a Linux system, what is the significance of the SUID bit?
Response:

A. Tt encrypts the file contents automatically.

B. It logs the execution details for security auditing,

C. It sets the script or programto execute as the owner with the owner's privileges.
D. It makes the file visible to other users.

Answer: C

NEW QUESTION # 105
Which tool is commonly used to enumerate user privileges in a Linux environment?
Response:

A. Hydra

B. LnPEAS

C. Metasploit
D. BloodHound

Answer: B

NEW QUESTION # 106
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