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GIAC Defensible Security Architect Sample Questions (Q72-Q77):
NEW QUESTION # 72 
What is a foundational principle of Zero Trust Architecture?
Response:

A. Always verify, never trust
B. Trust is based on network location
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C. Network perimeter security is sufficient
D. Trust but verify

Answer: A

NEW QUESTION # 73 
Which of the following are common tunneling mechanisms used in IPv6 networks?
(Choose two)
Response:

A. ISATAP
B. GRE tunneling
C. TLS tunneling
D. 6to4 tunneling

Answer: A,D

NEW QUESTION # 74 
Which of the following best describes the Diamond Model of Intrusion Analysis?
Response:

A. A framework used to classify attacks based on their severity
B. A technique for mitigating malware infections on endpoint devices
C. A model used to visualize adversary behaviors and tactics
D. A model focusing on incident response and recovery after an attack

Answer: C

NEW QUESTION # 75 
Zero Trust fundamentals include measures against insider threats, such as:
Response:

A. Decreasing the use of encryption
B. Ignoring abnormal access patterns
C. Allowing unrestricted data access
D. Conducting regular user activity reviews

Answer: D

NEW QUESTION # 76 
What is an IPv6 router advertisement attack?
Response:

A. An attack that only affects dual-stack systems, leaving IPv6-only networks secure
B. An attack where an unauthorized node sends router advertisements to redirect IPv6 traffic
C. A type of network scan to discover hidden IPv6 routers
D. An attack that targets the routing table of IPv4 routers exclusively

Answer: B

NEW QUESTION # 77
......
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