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Fortinet NSE7 _SDW-7.2 Exam Syllabus Topics:

Topic

Details

Topic 1

SD-WAN Troubleshooting: Troubleshooting SD-WAN issues, including rules, routing, and ADVPN, is
vital for maintaining network reliability. This section of the Fortinet NSE 7 - SD-WAN 7.2 exam tests the
ability to diagnose and resolve SD-WAN problens using diagnostic commands and monitoring tools,
ensuring robust and uninterrupted network operations.

Topic 2

SD-WAN Configuration: This topic assesses skills of Fortinet network and security professionals in setting
up basic SD-WAN environments, including configuring Direct Internet Access (DIA), SD-WAN
Members, and Performance Service Level Agreements (SLAs). Proficiency here ensures the ability to
design efficient and resilient SD-WAN configurations.

Topic 3

Centralized Management: This area focuses on deploying and managing SD-WAN through FortiManager,
including using IPsec tenplates and SD-WAN Overlay Tenplates. Mastery here demonstrates the abilities
of Fortinet network and security professionals to streamline SD-WAN configuration, enhance security, and
maintain consistent policies across multiple sites.

Topic 4

Rules and Routing; Understanding SD-WAN Rules and Routing is crucial for directing traffic effectively.
This topic of the NSE7_SDW-7.2 Exam evaluates the capabilities of Fortinet network and security
professionals to configure SD-WAN rules and routing.
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¢ SD-WAN Overlay Design and Best Practices: It focuses on the deployment of hub-and-spoke IPsec
topologies and configuring ADVPN. Proficiency in this topic ensures that Fortinet network and security

Topic 5
opL professionals can implement effective and reliable SD-WAN overlays tailored to organizational needs.
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Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q93-Q98):

NEW QUESTION # 93
Refer to the exhibit.
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Which statement explains the output shown in the exhibit?

A. FortiGate used 192.2.0.1 as the gateway for the original direction of the traffic.
B. FortiGate performed standard FIB routing on the session.

C. FortiGate will not re-evaluate the session following a firewall policy change.

D. FortiGate nust re-evaluate the session due to routing change.

Answer: D

Explanation:
The snat-route-change option is enabled by default. This option enables FortiGate to re-evaluate the routing table and select a new
egress interface if the next hop IP address changes. This option only applies to sessions in the dirty state. Sessions in the log state are

not affected by routing changes.

NEW QUESTION # 94
Which statement about using BGP for ADVPN is true?
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A. You must use BGP to route traffic for both overlay and underlay links.

B. IBGP is preferred over EBGP, because IBGP preserves next hop information.
C. You must configure AS path prepending.

D. You must configure BGP commumities.

Answer: B

Explanation:

ADVPN is a technology that allows dynamic creation of [Psec tunnels between branch sites without requiring pre-configured
policies or keys. BGP is a routing protocol that can be used to exchange routes between ADVPN peers. IBGP is a type of BGP
that runs between routers in the same autonomous system (AS), while EBGP is a type of BGP that runs between routers in different
ASes. IBGP is preferred over EBGP for ADVPN, because IBGP preserves the next hop information of the routes, which is needed
to establish the [Psec tunnels. EBGP changes the next hop information to the EBGP peer address, which may not be reachable by
the ADVPN peers. Therefore, using IBGP for ADVPN avoids the need to configure additional static routes or redistribute routes
between BGP and another routing protocol. Reference = ADVPN with BGP as the routing protocol, ADVPN, SD-WAN self
healing with BGP, Technical Tip: ADVPN with BGP as the routing protocol The statement that IBGP is preferred over EBGP for
ADVPN because IBGP preserves next hop information (D) is true. In a typical ADVPN deployment, it's beneficial to maintain next
hop information across the network to ensure proper routing and optimal path selection. Reference: This understanding comes from
my knowledge of Fortinet's SD-WAN and ADVPN configurations, where BGP's behavior in terms of next hop preservation is a
key consideration.

NEW QUESTION # 95
Which two performance SLA protocols enable you to verify that the server response contains a specific value?
(Choose two.)

A http
B. icnmp
C. twanmp
D. dns

Answer: A,D

Explanation:

Performance SLA (Service Level Agreement) protocols are used in SD-WAN to monitor the quality and performance of various
network services. The two protocols that specifically allow for verifying a specific value in the server response are:

* HTTP (Hypertext Transfer Protocol): HTTP is the foundation of data commumication on the World Wide Web. It allows for
fetching resources, such as HTML documents. You can configure an HTTP performance SLA to send specific requests (e.g., GET
or POST) and then check if the response body contains a particular string or value. This is useful for validating web server
functionality and content delivery.

* DNS (Domain Name System): DNS is responsible for translating domain names into IP addresses. A DNS performance SLA can
be set up to query a specific domain and verify that the returned IP address or other DNS record values match what is expected.
This helps ensure proper name resolution and accessibility of resources.

NEW QUESTION # 96
Refer to the exhibits.



Exhibit A

config duplication
edit 1
set srcaddr "10.0.1.0/24"
set dstaddr *10.1.0.0/24"
set srcintf “port5”
set dstintf “overlay"
set service “ALL"
set packet-duplication force
next
end

branchl_fgt # diagnose sys sdwan zone
Zone SASE index=2
members (0) :
Zone overlay index=4
members(3): 19(T_INET_0_0) 20(T_INET 1 _0) 21(T_MPLS_0)
Zone underlay index=3
members(2): 3(portl) 4(port2)
Zone virtual-wan-link index=1
members (0) :

1.274665 port5 in 10.0.1.101 => 10.1.0.7: icmp: echo request
1.275788 T_INET 0_0 out 10.0,1:,101 -> 10.1.0.7: icmp: echo request
1.275790 T_INET 1 0 out 10:0.1.101 -> 10.1.0.7: icmp: echo request
1.275801 T_MPLS_0 out 10.0.1,101 -> 10.1.0.7: icmp: echo request
1.278365 T_INET 1_0 inm 10.1.0.7 -> 10.0.1.101: icmp: echo reply
1.278553 port5 out 10.1.0.7 =-> 10.0.1.101: icmp: echo reply

Exhibit B

3.874431 T_INET 1_0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request
3.874630 portS5 out 10.0.1.101 -> 10.1.0.7: imp: echo request
3.8746895 T_INET 0 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request
3.875125 T HPLS 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo requeat

: 1

3.875054 portS in 10.1.0.7 -> 10.0.1.1
3.875308 T_INET 1 0 out 10.1.0.7 -> 1#
Exhibit A shows the packet duplication rule configuration, the SD-WAN zone status output, and the sniffer output on FortiGate
acting as the sender. Exhibit B shows the sniffer output on a FortiGate acting as the receiver.

The administrator configured packet duplication on both FortiGate devices. The sniffer output on the sender FortiGate shows that
FortiGate forwards an ICMP echo request packet over three overlays, but it only receives one reply packet through T INET 1 0.
Based on the output shown in the exhibits, which two reasons can cause the observed behavior? (Choose two.)

A. On the receiver FortiGate, packet-de-duplication is enabled.

B. The ICMP echo request packets received over T INET 0 0 and T MPLS 0 were offloaded to NPU.
C. On the sender FortiGate, duplication-max-numis set to 3.

D. The ICMP echo request packets sent over T INET 0 0 and T MPLS 0 were dropped along the way.

Answer: A,C

NEW QUESTION # 97
Refer to the exhibit.



config system sdwan
set fail-detect enable
set fail-alert-interfaces "port5"
config health-check
edit "Level3 DNS"
set update-cascafde=-interface enable
set members JI\2
next
edit "HQZ
set - update-cascade-interface enable
set members 3
next
end

end F: F?1'IF1EET'

Based on the exhibit, which action does FortiGate take?

A. FortiGate brings down port5 afier it detects all SD-WAN members as dead.

B. FortiGate bounces port5 after it detects all SD-WAN members as dead.

C. FortiGate brings up port5 affer it detects all SD-WAN members as alive.

D. FortiGate fails over to the secondary device after it detects all SD-WAN members as dead.

Answer: B

NEW QUESTION # 98
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