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(Q264-Q269):
NEW QUESTION # 264 
What is the main purpose of Annex A 7.1 Physical security perimeters of ISO/IEC 27001?

A. To maintain the confidentiality of information that is accessible by personnel or external parties
B. To ensure access to information and other associated assets is defined and authorized
C. To prevent unauthorized physical access, damage, and interference to the organization's information and other associated
assets

Answer: C

Explanation:
Annex A 7.1 of ISO/IEC 27001 : 2022 is a control that requires an organization to define and implement security perimeters and
use them to protect areas that contain information and other associated assets. Information and information security assets can
include data, infrastructure, software, hardware, and personnel. The main purpose of this control is to prevent unauthorized physical
access, damage, and interference to these assets, which could compromise the confidentiality, integrity, and availability of the
information. Physical security perimeters can include fences, walls, gates, locks, alarms, cameras, and other barriers or devices that
restrict or monitor access to the facility or area. The organization should also consider the environmental and fire protection of the
assets, as well as the disposal of any waste or media that could contain sensitive information.
Reference:
ISO/IEC 27001 : 2022 Lead Implementer Study Guide, Section 5.3.1.7, page 101 ISO/IEC 27001 : 2022 Lead Implementer Info
Kit, page 17 ISO/IEC 27002 : 2022, Control 7.1 - Physical Security Perimeters123

NEW QUESTION # 265 
Scenario 8: SecureLynx is one Of the largest cybersecurity advisory and consulting companies that helps private sector organizations
prevent security threats. improve security systems. and achieve business SecureLynr is committed to complying with national and
international standards to enhance the company'S resilience and credibility_ SecureLynx has Started implementing an ISMS based
on ISO/IEC 27001 as part of its relentless pursuit of security.
As part of the internal audit activities. the top management reviewed and approved the audit objectives to assess the effectiveness of
SecureLynx*s ISMS During the audit, the internal auditor evaluated whether top management Supports activities associated with the
ISMS and if the toles and responsibilities Of relevant parties are Clearly defined. This rigorous examination is a testament to
SecureLynx'S commitment to continuous improvernent and alignment of security measures with organizational goals.
SecureLynx employs an innovative dashboard that visually represents implemented processes and controls to ensure transparency
and accountability within the Organization. This tool Offers stakeholders a real- time overview of security measures. empowering
them to make informed decisions and swiftly respond to emerging threats. As part of this initiative, Paula was appointed to a new
position entrusted with the responsibility Of collecting, recordlng, and Stoting data to measure the effectiveness Of the ISMS-
Furthermore, SecureLynx conducts management reviews every six months to ensure its Systems are robust and continually
improving. These reviews serve as a crucial mechanism for assessing the efficacy Of security measures and identifying areas for
enhancement. SecureLynx's dedication to implementing and maintaining a robust ISMS exemplifies its commitment to innovation and
Client satisfaction.
Based on the scenario above, answer the following question.
Based on scenario 8, which internal audit activity is the internal auditor at SecureLynx performing?

A. Evaluation of the information security objectives
B. Evaluation of the ISMS governance
C. Evaluation of the risk management process

Answer: B

NEW QUESTION # 266 
Scenario 6: Skyver offers worldwide shipping of electronic products, including gaming consoles, flat-screen TVs. computers, and
printers. In order to ensure information security, the company has decided to implement an information security management system
(ISMS) based on the requirements of ISO/IEC 27001.
Colin, the company's best information security expert, decided to hold a training and awareness session for the personnel of the
company regarding the information security challenges and other information security-related controls. The session included topics
such as Skyver's information security approaches and techniques for mitigating phishing and malware.
One of the participants in the session is Lisa, who works in the HR Department. Although Colin explains the existing Skyver's



information security policies and procedures in an honest and fair manner, she finds some of the issues being discussed too technical
and does not fully understand the session. Therefore, in a lot of cases, she requests additional help from the trainer and her
colleagues Based on the last paragraph of scenario 6, which principles of an effective communication strategy did Colin NOT
follow?

A. Credibility and responsiveness
B. Transparency and credibility
C. Appropriateness and clarity

Answer: C

Explanation:
According to ISO/IEC 27001 : 2022 Lead Implementer, an effective communication strategy should follow some principles, such as
transparency, credibility, appropriateness, clarity, responsiveness, and consistency. These principles help to ensure that the
communication is relevant, accurate, understandable, timely, and coherent. Based on the last paragraph of scenario 6, it seems that
Colin did not follow the principles of appropriateness and clarity. Appropriateness means that the communication should be tailored
to the needs, expectations, and level of understanding of the audience. Clarity means that the communication should be simple,
concise, and precise, avoiding ambiguity and jargon. However, Colin explained the information security issues in a too technical
manner, which made Lisa confused and unable to comprehend the session. Therefore, Colin should have adapted his communication
style and content to suit the HR personnel, who may not have the same technical background as him.
Reference:
ISO/IEC 27001 : 2022 Lead Implementer Study guide and documents, section 7.4 Communication ISO/IEC 27001 : 2022 Lead
Implementer Info Kit, page 12, Information security communication
1, ISO 27001 Communication Plan - How to create a good one
2, ISO 27001 Clause 7.4 - Ultimate Certification Guide

NEW QUESTION # 267 
Which security controls must be implemented to comply with ISO/IEC 27001?

A. Those listed in Annex A of ISO/IEC 27001, without any exception
B. Those included in the risk treatment plan
C. Those designed by the organization only

Answer: B

Explanation:
ISO/IEC 27001:2022 does not prescribe a specific set of security controls that must be implemented by all organizations. Instead, it
allows organizations to select and implement the controls that are appropriate for their context, based on the results of a risk
assessment and a risk treatment plan. Therisk treatment plan is a document that specifies the actions to be taken to address the
identified risks, including the selection of controls from Annex A or other sources, the allocation of responsibilities, the expected
outcomes, the priorities and the resources. Therefore, the security controls that must be implemented to comply with ISO/IEC
27001 are those that are included in the risk treatment plan, which may vary from one organization to another.
References:
* ISO/IEC 27001:2022, clause 6.1.3
* PECB ISO/IEC 27001 Lead Implementer Course, Module 5, slide 18

NEW QUESTION # 268 
Invalid Electric, a manufacturer of electrical components, is preparing for its upcoming ISO 27001 certification audit. This is the first
time the company has undergone such an audit, and many of its employees are not familiar with the process. The management team
is concerned that employees may not be adequately prepared for interviews and the scrutiny of documentation during the audit.
To ensure that employees are ready for the audit, the management team is considering several options to help them understand what
to expect and how to handle the auditor's questions confidently.
Based on scenario 10. did invalid Electric provide a valid reason for requesting the replacement of the audit learn leader?

A. No, because Issuing a recommendation for certification lo a main competitor is not a conflict of interest situation
B. No, because the auditee can request the replacement of an auditor only if the auditor has worked for the auditee
C. Yes, because the auditee can request to replace an auditor that has worked for one of its major competitors

Answer: C



NEW QUESTION # 269
......
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