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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

Topic 1

CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

Topic 2

CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.

Topic 3

CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative
skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.
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Topic 4

CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.
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CMMC-CCP Torrent - Demo CMMC-CCP Test
I believe that people want to have good prospects of career whatever industry they work in. Of course, there is no exception in the
competitive IT industry. IT Professionals working in the IT area also want to have good opportunities for promotion of job and
salary. A lot of IT professional know that Cyber AB Certification CMMC-CCP Exam can help you meet these aspirations.
PassReview is a website which help you successfully pass Cyber AB CMMC-CCP.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q166-Q171):
NEW QUESTION # 166 
Exercising due care to ensure the information gathered during the assessment is protected even after the engagement has ended
meets which code of conduct requirement?

A. Respect for Intellectual Property
B. Confidentiality
C. Information Integrity
D. Availability

Answer: B

Explanation:
The requirement to exercise due care in protecting information gathered during an assessment aligns with the principle
ofConfidentialityunder theCMMC Code of Professional Conduct (CoPC). This ensures that sensitive assessment data, findings, and
any Controlled Unclassified Information (CUI) remain protected even after the engagement concludes.
* Definition of Confidentiality in CMMC Context:
* Confidentiality refers to protecting sensitive information from unauthorized disclosure.
* In the context of a CMMC assessment, it includes safeguarding assessment artifacts, findings, and other sensitive data collected
during the evaluation process.
* CMMC Code of Professional Conduct (CoPC) References:
* TheCMMC Code of Professional Conductstates that assessors and organizations must handle all collected information with
discretion andensure its protection post-engagement.
* Clause on"Maintaining Confidentiality"specifies that assessors must:
* Not disclose sensitive information to unauthorized parties.
* Secure data in storage and transmission.
* Retain and dispose of data securely in accordance with federal regulations.
* Alignment with NIST 800-171 & CMMC Practices:
* CMMC Level 2 incorporates NIST SP 800-171 controls, which include:
* Requirement 3.1.3:"Control CUI at rest and in transit" to ensure unauthorized individuals do not gain access.
* Requirement 3.1.4:"Separate the duties of individuals to reduce risk" ensures that assessment findings are only shared with
authorized personnel.
* These requirements align with the duty toexercise due carein protecting assessment-related information.
* Why the Other Options Are Incorrect:
* (A) Availability:This refers to ensuring data is accessible when needed but does not directly relate to protecting gathered
information post-assessment.
* (C) Information Integrity:This focuses on preventing unauthorized modifications rather than restricting disclosure.
* (D) Respect for Intellectual Property:While related to ethical handling of proprietary data, it does not directly cover post-
engagement confidentiality requirements.
* TheCMMC Code of Professional ConductandNIST SP 800-171control requirements confirm thatConfidentialityis the correct
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answer, as it directly pertains to protecting information post-assessment.
Step-by-Step Breakdown:Final Validation from CMMC Documentation:Thus, the correct answer isB.
Confidentiality.

NEW QUESTION # 167 
A company is working with a CCP from a contracted CMMC consulting company. The CCP is asked where the Host Unit is
required to document FCI and CUI for a CMMC Assessment. How should the CCP respond?

A. "Within the hardware inventory, data (low diagram, and in the network diagram"
B. "In the network diagram, in the SSP. within the base inventory, and in the proposal response'"
C. "Within the asset inventory, in the proposal response, and in the network diagram"
D. "In the SSP. within the asset inventory, and in the network diagranY'

Answer: D

Explanation:
ACertified CMMC Professional (CCP)advising anOrganization Seeking Certification (OSC)must ensure thatFederal Contract
Information (FCI)andControlled Unclassified Information (CUI)are properly documented within required security documents.
Step-by-Step Breakdown:#1. System Security Plan (SSP)
CMMC Level 2requires anSSPto documenthow CUI is protected, including:
Security controlsimplemented
Asset categorization(CUI Assets, Security Protection Assets, etc.)
Policies and proceduresfor handling CUI
#2. Asset Inventory
Anasset inventorylistsall relevant IT systems, applications, and hardwarethat store, process, or transmitCUI or FCI.
TheCMMC Scoping Guiderequires OSCs to identifyCUI-relevant assetsas part of their compliance.
#3. Network Diagram
Anetwork diagramvisually representshow data flows across systems, showing:
WhereCUI is transmitted and stored
Security boundaries protectingCUI Assets
Connectivity betweenCUI Assets and Security Protection Assets
#4. Why the Other Answer Choices Are Incorrect:
(B) Within the hardware inventory, data flow diagram, and in the network diagram# While adata flow diagramis useful,hardware
inventory alone is insufficientto document CUI.
(C) Within the asset inventory, in the proposal response, and in the network diagram# Aproposal responseis not a required
document for CMMC assessments.
(D) In the network diagram, in the SSP, within the base inventory, and in the proposal response# Base inventoryis not a specific
CMMC documentation requirement.
TheCMMC Assessment Guideconfirms that FCI and CUI must be documented in:
The SSP
The asset inventory
The network diagram
Final Validation from CMMC Documentation:Thus, the correct answer is:
#A. "In the SSP, within the asset inventory, and in the network diagram."

NEW QUESTION # 168 
An Assessment Team is conducting a Level 2 Assessment at the request of an OSC. The team has begun to score practices based
on the evidence provided. At a MINIMUM what is required of the Assessment Team to determine if a practice is scored as MET?

A. Complete two of the following: examine one artifact, either observe a satisfactory demonstration of one control or receive
one affirmation from the OSC personnel.
B. Examine and accept evidence from one of the three evidence types.
C. Complete one of the following; examine two artifacts, either observe a satisfactory demonstration of one control or receive
one affirmation from the OSC personnel.
D. All three types of evidence are documented for every control.

Answer: A

Explanation:



This question pertains to theminimum evidence requirementsneeded by a CMMCAssessment Teamto score a practice asMETduring
aLevel 2 Assessment.
The CMMC Level 2 assessment must align withNIST SP 800-171and follow the procedures outlined in theCMMC Assessment
Process (CAP) Guide v1.0, particularly aroundevidence collection and scoring methodology.
#Step 1: Refer to the CMMC Assessment Process (CAP) Guide v1.0CAP v1.0 - Section 3.5.4: Evaluate Evidence and Score
Practices"To assign a MET determination, the Assessment Team must collect and corroborate at least two types of objective
evidence: either through examination of artifacts, interviews (affirmation), or testing (demonstration)." This meansat least two typesof
the following evidence are required:
* Examine(documentation/artifacts),
* Interview(affirmation from personnel),
* Test(demonstration of implementation).
#Step 2: Clarify the Official Minimum Standard for a Practice to be Scored METThe CAP explicitly states:
"A practice can only be scored MET when a minimum oftwo types of evidencefrom the E-I-T (Examine, Interview, Test) triad are
successfully collected and evaluated."
* Theevidence types must come from two different categories, for example:
* An artifact(Examine)+ an interview affirmation(Interview),
* A demonstration(Test)+ an interview(Interview),
* Etc.
This cross-validation ensures that the control isimplemented, documented, and understoodby personnel - a core principle in
assessing effective cybersecurity implementation.
#Why the Other Options Are IncorrectA. All three types of evidence are documented for every control#Incorrect:While collecting
all three types (E-I-T) strengthens the assessment, theminimum requirementis onlytwo. Collecting all three isnot requiredfor a
practice to be scoredMET.
B: Examine and accept evidence from one of the three evidence types#Incorrect:This fails to meet theminimum two-evidence-type
requirementset by the CAP. Single-source evidence is not sufficient to score a practice as MET.
C: Complete one of the following; examine two artifacts, observe one demonstration, or receive one affirmation#Incorrect:Even if
two artifacts are examined,this is still only one type of evidence(Examine). The CAP requires twotypes- not two instances of the
same type.
#Why D is CorrectD. Complete two of the following: examine one artifact, either observe a satisfactory demonstration of one
control or receive one affirmation from the OSC personnel.
# This directly reflects theCAP's requirement for collecting two different types of objective evidenceto determine a practice is MET.
BLUF (Bottom Line Up Front):To score a CMMC Level 2 practice asMET, the Assessment Team must collecta minimum of two
distinct types of evidence- from theExamine, Interview, Test (E-I-T)categories.
This requirement is clearly stated in the CMMC Assessment Process (CAP) v1.0.

NEW QUESTION # 169 
The facilities manager for a company has procured a Wi-Fi enabled, mobile application-controlled thermostat for the server room,
citing concerns over the inability to remotely gauge and control the temperature of the room. Because the thermostat is connected to
the company's FCI network, should it be assessed as partof the CMMC Level 1 Self-Assessment Scope?

A. Yes. because it is a restricted IS
B. No, because it is OT
C. Yes, because it is government property
D. No, because it is an loT device

Answer: A

NEW QUESTION # 170 
The IT manager is scoping the company's CMMC Level 1 Self-Assessment. The manager considers which servers, laptops.
databases, and applications are used to store, process, or transmit FCI. Which asset type is being considered by the IT manager?

A. ESP
B. Technology
C. People
D. Facilities

Answer: B

Explanation:



Understanding Asset Types in CMMC 2.0In CMMC 2.0, assets are categorized based on their role in handlingFederal Contract
Information (FCI)orControlled Unclassified Information (CUI). TheCybersecurity Maturity Model Certification (CMMC) Scoping
GuidanceforLevel 1andLevel 2provides asset definitions to help organizations identify what needs protection.
According toCMMC Scoping Guidance, there are five primary asset types:
Security Protection Assets (ESP - External Service Providers & Security Systems) People (Personnel who interact with FCI/CUI)
Facilities (Physical locations housing FCI/CUI) Technology (Hardware, software, and networks that store, process, or transmit
FCI/CUI) CUI Assets (For Level 2 assessments, assets specifically storing CUI) Why "Technology" Is the Correct AnswerThe IT
manager is evaluatingservers, laptops, databases, and applications-all of which aretechnology assetsused to store, process, or
transmit FCI.
According toCMMC Scoping Guidance,Technology assetsinclude:
#Endpoints(Laptops, Workstations, Mobile Devices)
#Servers(On-premise or cloud-based)
#Networking Devices(Routers, Firewalls, Switches)
#Applications(Software, Cloud-based tools)
#Databases(Storage of FCI or CUI)
Since the IT manager is focusing on these components, the correct asset category isTechnology (Option D).
A). ESP (Security Protection Assets)#Incorrect. ESPs refer tosecurity-related assets(e.g., firewalls, monitoring tools, managed
security services) thathelp protectFCI/CUI but do notstore, process, or transmitit directly.
B). People#Incorrect. While employees play a role in handling FCI, the question focuses onhardware and software-which falls
underTechnology, not People.
C). Facilities#Incorrect. Facilities refer tophysical buildingsor secured areas where FCI/CUI is stored or processed. The question
explicitly mentionsservers, laptops, and applications, which arenot physical facilities.
Why the Other Answers Are Incorrect
CMMC Level 1 Scoping Guide (CMMC-AB)- Defines asset categories, including Technology.
CMMC 2.0 Scoping Guidance for Assessors- Provides clarification on FCI assets.
CMMC Official ReferencesThus,option D (Technology) is the most correct choiceas per official CMMC 2.0 guidance.

NEW QUESTION # 171
......

As the labor market becomes more competitive, a lot of people, of course including students, company employees, etc., and all want
to get CMMC-CCP authentication in a very short time, this has developed into an inevitable trend. Each of them is eager to have a
strong proof to highlight their abilities, so they have the opportunity to change their current status, including getting a better job, have
higher pay, and get a higher quality of material, etc. It is not easy to qualify for a qualifying exam in such a short period of time. Our
company's CMMC-CCP learning material is very good at helping customers pass the exam and obtain a certificate in a short time,
and now I'm going to show you our CMMC-CCP Learning materials.
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