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Madia is a hacktivist who targets oil refining companies. She
primarily focuses on deleting important client information, as well
as human resources records. While Nadia acknowledges that her
actions do hurt some people, she justifies it by stating that itis
for the greater good.

Which theory best exemplifies Nadia's reasoning? &
Utilitarianism - The most good for the most people

Deron breaks a video game controller in a fit of rage. To aveid
making his reommate angry with him, Deron claims the dog
knocked it out of his hands and down some stairs.

What best describes Deron's actions? [ Unethical/Legal

Francis, a software engineer for a database management
company, discovers a security flaw in an upcoming release. A
colleague encourages Francis to keep this discovery quiet, as it
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WGU Ethics In Technology QCO1 Sample Questions (Q20-Q25):

NEW QUESTION # 20

An organization creating a new consumer-profiling software tool has concerns about the software's ability to accurately capture and
process data. The team decides to use an iterative approach to write the code, allowing for continuous testing and adjustment of
requirenments. The organization believes this will help ensure the software's data collection capabilities are both efficient and accurate.
‘Which methodology has the organization employed?

A. Agile development

B. Total quality management
C. Waterfall development
D. Quality assurance

Answer: A

Explanation:

Agile development is a flexible, iterative approach to software development that allows continuous testing, feedback, and
adjustments. In this scenario, the organization is developing a consumer-profiling tool and has concerns about its ability to accurately
capture and process data. By using an iterative approach, the team ensures that the software is continuously refined and improved.
This contrasts with Waterfall development (which follows a linear, step-by-step approach without iteration) and quality assurance
(which is a process within development, not a methodology itself).

* Agile Manifesto (2001) - Emphasizes iterative development, collaboration, and continuous improvement.

* Ethical Software Development (IEEE/ACM Standards) - Encourages adaptive methodologies to ensure fairness, accuracy, and
responsible Al

* Privacy by Design (GDPR, Cavoukian, 1995) - Agile allows real-time testing and mitigation of data privacy risks.

* Utilitarian Ethics in Software Engineering - Agile development maximizes benefits by improving software accuracy and efficiency.
Relevant Ethical References in Technology:Thus, the correct answer is D. Agile development, as it supports continuous testing and
adjustment of software capabilities.

NEW QUESTION # 21
What is a Gramm-Leach-Bliley Act (GLBA) financial privacy rule that presents a threat to data privacy?

A. Safeguard
B. Opt-out
C. Opt-in

D. Pretexting

Answer: B

NEW QUESTION # 22

A company notices a drift in model performance due to suspicious alterations of the source data. It hires a specialist to test the
security of its information systens and look for vulnerabilities attackers might have exploited.

Which name describes this specialist?

A. Hacktivist

B. While hat hacker
C. Industrial spy

D. Black hat hacker

Answer: B


https://www.testkingpdf.com/Ethics-In-Technology-testking-pdf-torrent.html

NEW QUESTION # 23
How can organizations differentiate between ethical decision-making and legal decision-making frameworks?

¢ A Fthical decision-making frameworks help an organization uphold a code of behavior generally agreed upon by the
members of the larger society which the organization operates in. Legal decision-making frameworks help an organization to
navigate a set of rules that convey what people can and cannot do.

¢ B. Legal decision-making frameworks provide a complete guide to ethical decision-making but go beyond to encompass
decision-making tools to employ in situations where the ethical code is not clearly defined or easily applied.

¢ (. Ethical decision-making frameworks provide a complete guide to legal decision-making but go beyond to encompass
decision-making tools to employ in situations where the law is not clearly defined or easily applied.

¢ D. Ethical decision-making frameworks help an organization navigate a set of rules that convey what people can and cannot
do. Legal decisionmaking frameworks help an organization uphold a code of behavior generally agreed upon by members of
the larger society which the organization operates in.

Answer: A

Explanation:

Organizations must understand the distinction between ethical and legal decision-making frameworks to ensure responsible
governance.

* Ethical Decision-Making Frameworks:

* Quide organizations in upholding moral standards and values.

* Help navigate moral dilemmas where laws may not provide clear guidance.

* Are based on societal values and professional codes of ethics (e.g., ACM Code of Ethics, IEEE Code of Conduct).

* Legal Decision-Making Frameworks:

* Provide a set of enforceable rules that dictate what is permissible and impermissible.

* Help organizations comply with laws and regulations (e.g., GDPR, HIPAA, and consumer protection laws).

* Ensure legal liability is minimized.

* A & D: These options incorrectly suggest that legal and ethical frameworks are comprehensive guides for each other, which is
false. Ethics go beyond legal rules, and legal decisions do not always ensure ethical behavior.

* C: This reverses the correct roles of ethical and legal frameworks.

Why Not the Other Options?Thus, the best answer is B, as it correctly distinguishes the role of ethics and law in decision-making,
* Moor, J. (1985). "What is Computer Ethics?" Metaphilosophy, 16(4), 266-275.

* Floridi, L. (2013). The Ethics of Information. Oxford University Press.

* IEEE Code of Ethics (2020).

* General Data Protection Regulation (GDPR) (2018).

References in Ethics in Technology:

NEW QUESTION # 24

A tech worker's computer acts abnormally shortly after the worker starts their shift. The computer is up-to- date on all relevant
patches and updates. The installed antivirus software has not identified any malicious code. During the nvestigation, the worker
discovers that an attacker compromised the system, even though the worker did not engage in any behavior that could have
introduced a virus or other external malicious software into the computer.

Which method of attack was used to compromise the worker's machine?

A. Trojan horse

B. Spear phishing
C. Zero-day exploit
D. Blended threat

Answer: C

NEW QUESTION # 25
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