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WGU Network-and-Security-Foundation Sample Questions (Q36-Q41):
NEW QUESTION # 36 
A start-up company wants to build its computer network by starting with the base-level resources offered by a cloud service. In this
way, the company won't have to buy physical hardware but canstill have complete control over operating systems and other
software.
Which cloud service model should be used?

A. Function as a Service (FaaS)
B. Infrastructure as a Service (IaaS)
C. Software as a Service (SaaS)
D. Platform as a Service (PaaS)

Answer: B

Explanation:
Infrastructure as a Service (IaaS)provides virtualized computing resources, including virtual machines, storage, and networking, while
allowing users full control over operating systems and applications. Examples include AWS EC2 and Google Compute Engine.
* SaaSprovides ready-to-use applications (e.g., Google Docs).
* FaaSruns code in response to events (e.g., AWS Lambda).
* PaaSprovides development environments but not full infrastructure control.

NEW QUESTION # 37 
A developer is using shared functions for software code in order to reduce complexity, knowing that greater complexity and volume
of code are harder to defend against attacks.
Which security principle is demonstrated in this scenario?

A. Least privilege
B. Least common mechanism
C. Economy of mechanism
D. Zero-trust model

Answer: C

Explanation:
Theeconomy of mechanismprinciple states that security systems should beas simple and small as possible.
Reducing complexity makes security mechanisms easier to understand, audit, and defend against attacks.
* Least common mechanismreduces shared resources to limit security risks.
* Least privilegerestricts access based on necessity.
* Zero-trust modelassumes no implicit trust in users or devices.

NEW QUESTION # 38 
An organization has experienced a series of data breaches and needs to ensure that data remains protected even if intercepted.
Which security measure should be implemented?

A. Patch management
B. Data encryption
C. Two-factor authentication (2FA)
D. Role-based access control (RBAC)
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Answer: B

Explanation:
Data encryptionprotects sensitive information by encoding it into an unreadable format, ensuring that even if attackers intercept the
data, they cannot decipher it without the proper decryption key. This is crucial for protecting stored and transmitted data.
* RBACcontrols user access but does not secure data in transit.
* 2FAstrengthens authentication but does not secure stored or transmitted data.
* Patch managementfixes software vulnerabilities but does not directly protect intercepted data.

NEW QUESTION # 39 
An attacker uses a poisoned domain name on the domain name server to navigate users to the attacker's site.
Which malicious attack strategy is represented in the scenario?

A. Pharming
B. IP address spoofing
C. Session hijacking
D. Brute-force attack

Answer: A

Explanation:
Pharmingis an attack that manipulates theDomain Name System (DNS)to redirect users to fraudulent websites without their
knowledge. Attackers poison DNS records or compromise routers to reroute traffic to malicious sites designed to steal information.
* Brute-force attackinvolves password guessing, not domain manipulation.
* IP address spoofingdisguises a device's identity but does not alter DNS records.
* Session hijackingtakes over active user sessions but does not redirect websites.

NEW QUESTION # 40 
A person is troubleshooting a network issue and needs to see details about network adapters and their settings.
Which Windows command should be used?

A. ipconfig
B. traceroute
C. nslookup
D. netstat

Answer: A

Explanation:
Theipconfigcommand in Windows provides details about a computer's network adapters, including IP addresses, subnet masks,
default gateways, and DNS settings. It is particularly useful for troubleshooting connectivity issues.
* traceroute(or tracert in Windows) is used to trace the path packets take to a destination.
* nslookupis used for querying DNS records.
* netstatprovides details about active network connections and listening ports, but not adapter configurations.

NEW QUESTION # 41
......
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