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Topic Details
¢ Security Fabric integration: The topic focuses on Security Fabric integration with FortiClient EMS,
Topic 1 automatic quarantine of compromised endpoints, ZTNA solution, and IP
e MAC ZTNA filtering.
¢ Diagnostics: It analyzes diagnostic information to troubleshoot issues related FortiClient EMS and
Topic 2 FortiClient. Moreover, it focuses on resolving common FortiClient deployment and implementation issues.
¢ FortiClient EMS setup: This topic discusses the initial configuration of FortiClient EMS, the configuration of]
Topic 3 Chromebooks, and configuration of FortiClient EMS features.
¢ FortiClient provisioning and deployment: It discusses deployment of FortiClient on Windows, macOS,
Topic 4 i0S, and Android endpoints, and configuration of endpoint profiles.

Fortinet FCP—FortiClient EMS 7.2 Administrator Sample Questions (Q10-
Q15):

NEW QUESTION # 10
Refer to the exhibit.
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Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user is trying to download an
infected file?

A. Blocks the infected files as it is downloading

B. Allows the infected file to download without scan

C. Sends the infected file to FortiGuard for analysis

D. Quarantines the infected files and logs all access attempts

Answer: B

Explanation:

Block Malicious Website has nothing to do with infected files. Since Realtime Protection is OFF, it will be allowed without being
scanned.

Based on the settings shown in the exhibit:

* Realtime ProtectionOFF

* Dynamic Threat DetectionOFF

* Block malicious websites:ON

* Threats Detected:75

The "Realtime Protection" setting is crucial for preventing infected files from being downloaded and executed.

Since "Realtime Protection” is OFF, FortiClient will not actively scan files being downloaded. The setting

"Block malicious websites" is intended to prevent access to known malicious websites but does not scan files for infections.
Therefore, when a user tries to download an infected file, FortiClient will allow the file to download without scanning it due to the
Realtime Protection being OFF.



References
* FortiClient EMS 7.2 Study Guide, Antivirus Protection Section
* Fortinet Documentation on FortiClient Real-time Protection Settings

NEW QUESTION # 11
‘Which component or device shares ZTNA tag information through Security Fabric integration?

¢ A FortiGate Access Proxy
¢ B. FortiClient
¢ C. FortiGate

Answer: C

Explanation:

FortiClient EMS is the component that shares ZTNA tag information through Security Fabric integration.

ZTNA tags are synchronized from FortiClient EMS as inputs for the FortiGate application gateway. They can be used in ZTNA
policies as security posturechecks to ensure certain security criteria are met. FortiClient EMS can share ZTNA tags across multiple
devices in the Fabric, such as FortiGate, FortiManager, and FortiAnalyzer. FortiClient EMS can also share ZTNA tags across
multiple VDOMs on the same FortiGate device. FortiClient EMS can be configured to control the ZTNA tag sharing behavior in the
Fabric Devices settings1.

FortiGate is the device that enforces ZTNA policies using ZINA tags. FortiGate can receive ZINA tags from FortiClient EMS via
Fabric Comnector. FortiGate can also publish ZTNA services through the ZTNA portal, which allows users to access applications
without installing FortiClient. FortiGate can also provide ZTNA mline CASB for SaaS application access control2.

FortiGate Access Proxy is a feature that enables FortiGate to act as a proxy for ZINA traffic. FortiGate Access Proxy can be
deployed in front of the application servers to provide ZTNA protection. FortiGate Access Proxy can also be deployed behind the
application servers to provide ZTNA visibility. FortiGate Access Proxy can use ZTNA tags to identify and authenticate users and
devices2.

FortiClient is the endpoint software that connects to ZTNA services. FortiClient can register ZTNA tags with FortiClient EMS
based on the endpoint security posture. FortiClient can also use ZTNA tags to access ZTNA services published by FortiGate.
FortiClient can also use ZTNA tags to access SaaS applications with ZTNA inlne CASB2.

References =

* Technical Tip: Behavior of ZTNA Tags shared across multiple vdoms or multiple FortiGate firewalls in the Security Fabric
connected to the same FortiClient EMS Server

* Synchronizing FortiClient ZTNA tags

* Zero Trust Network Access (ZTNA) to Control Application Access

NEW QUESTION # 12
When site categories are disabled in FortiClient web filter, which feature can be used to protect the endpoint from malicious web
access?

A. Real-time protection list

B. Web exclusion list

C. FortiSandbox URL list

D. Block malicious websites on antivirus

Answer: B

NEW QUESTION # 13
An administrator is required to maintain a software vulnerability on the endpoints, without showing the feature on the FortiClient.
What nmust the administrator do to achieve this requirement?

A. Click the hide icon on the vulnerability scan profile assigned to endpoint

B. Disable select the vulnerability scan feature in the deployment package

C. Use the default endpoint profile

D. Select the vulnerability scan feature in the deployment package, but disable the feature on the endpoint profile

Answer: A



NEW QUESTION # 14
‘Which security fabric component sends a notification io quarantine an endpoint after [OC detection "n the automation process?

A. FortiClient

B. FortiAnalyzer
C. FortiClient EMS
D. FortiGate

Answer: C

Explanation:

* Understanding the Autormation Process:

* In the Security Fabric, automation processes can include actions such as quarantining an endpoint after an IOC (Indicator of
Compromise) detection.

* Evaluating Responsibilities:

* FortiClient EMS plays a crucial role in endpoint management and can send notifications to quarantine endpoints.

* Conclusion:

* The correct security fabric component that sends a notification to quarantine an endpoint after [OC detection is FortiClient EMS.
References:

* FortiClient EMS and automation process documentation from the study guides.

NEW QUESTION # 15
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