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Topic 1

CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

Topic 2

Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying
and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-
scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments

Topic 3

CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 4

CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.

Topic 5

CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC v2.0, including self-assessments and
certification levels.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q104-Q109):
NEW QUESTION # 104 
What is the primary intent of the verify evidence and record gaps activity?

A. Determine the one-to-one relationship between a practice and an assessment object.
B. Map test and demonstration responses to CMMC practices.
C. Conduct interviews to test process implementation knowledge.
D. Identify and describe differences between what the Assessment Team required and the evidence collected.

Answer: D

NEW QUESTION # 105 
In CMMC High-Level scoping, which definition BEST describes an HQ organization?

A. The entity that carries out the tasks under a contract
B. The unit to which a CMMC Level is applied for each contract
C. The entity legally responsible for the delivery of products or services under a contract
D. The teams, services, and technologies that provide support to a Host Unit

Answer: C

Explanation:
In CMMC scoping terminology, an HQ Organization is the entity legally responsible for contract performance and delivery of
products or services.
Supporting Extracts from Official Content:
* CMMC Scoping Guide: "HQ Organization is the legal entity responsible for the performance and delivery of contract



requirements." Why Option D is Correct:
* The HQ Org is legally accountable, while Host Units (option A/B) are subordinate entities.
* Option C refers to shared services, not the HQ.
References (Official CMMC v2.0 Content):
* CMMC Scoping Guide, High-Level Scoping Definitions.

NEW QUESTION # 106 
The Assessment Team has completed Phase 2 of the Assessment Process. In conducting Phase 3 of the Assessment Process, the
Assessment Team is reviewing evidence to address Limited Practice Deficiency Corrections. How should the team score practices
in which the evidence shows the deficiencies have been corrected?

A. NOT APPLICABLE
B. POA&M
C. NOT MET
D. MET

Answer: D

NEW QUESTION # 107 
Which phase of the CMMC Assessment Process includes developing the assessment plan?

A. Phase 2
B. Phase 3
C. Phase 4
D. Phase 1

Answer: D

Explanation:
Understanding the Phases of the CMMC Assessment ProcessTheCMMC Assessment Process (CAP) consists of multiple phases,
with each phase focusing on a different aspect of the assessment.Developing the assessment planoccurs inPhase 1, which is thePre-
Assessment Phase.
* Engagement Agreement: TheOSC (Organization Seeking Certification)and theCertified Third-Party Assessment Organization
(C3PAO)formalize the assessment contract.
* Developing the Assessment Plan: TheLead Assessorand the assessment team create anAssessment Plan, which outlines:
* Scope of the assessment
* CMMC Level requirements
* Assessment methodology
* Timeline and logistics
* Initial Data Collection: Review of system documentation, policies, and relevant security controls.
Key Activities in Phase 1 - Pre-Assessment Phase
* A. Phase 1 # Correct
* Phase 1 is where the assessment plan is developed.
* It ensuresclarity on scope, methodology, and logistics before the assessment begins.
* B. Phase 2 # Incorrect
* Phase 2 is theAssessment Conduct Phase, where assessorsexecutethe plan by examining evidence and interviewing personnel.
* C. Phase 3 # Incorrect
* Phase 3 is thePost-Assessment Phase, which involvesfinalizing findings and submitting reports, not developing the plan.
* D. Phase (Incomplete Answer) # Incorrect
* The question requires a specific phase, and the correct one isPhase 1.
Why is the Correct Answer "Phase 1" (A)?
* CMMC Assessment Process (CAP) Document
* DefinesPhase 1as the stage where the assessment plan is developed.
* CMMC Accreditation Body (CMMC-AB) Guidelines
* Specifies thatplanning and pre-assessment activities occur in Phase 1.
* CMMC 2.0 Certification Workflow
* Outlines the assessment planning process as part of theinitial engagementbetween theC3PAO and the OSC.
CMMC 2.0 References Supporting this answer:



NEW QUESTION # 108 
An assessment is being conducted at a remote client site. For the duration of the assessment, the client has provided a designated
hoteling space in their secure facility which consists of a desk with access to a shared printer. After noticing that the desk does not
lock, a locked cabinet is requested but the client does not have one available. At the end of the day, the client provides a printout
copy of an important network diagram. The diagram is clearly marked and contains CUI. What should be done NEXT to protect
the document?

A. Leave it on the desk for review the following day.
B. Take a picture with the personal phone before securely shredding it.
C. Put it in the unlocked desk drawer for review the following morning.
D. Take it with them to review in the evening.

Answer: B

NEW QUESTION # 109
......
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