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NEW QUESTION # 13
A firewall receives an out-of-order packet in a TCP session after the FIN/ACK and the packet is dropped as expected. What
parameter can be changed to prevent such drops?
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A. TCP close-watt timer
B. Enable TCP option
C. TCPMSS

D. TCP time-wait timer

Answer: D

Explanation:

Out-of-order packets after FIN/ACK indicate a packet arriving in the TIME WAIT state, where the session is closing. The TCP
time-wait timer controls how long the firewall keeps the session in the TIME WAIT state to handle late packets. Increasing this
timer allows the firewall to accept such packets instead of dropping them. Close-wait timer relates to a different state, TCPMSS
affects packet size, and "Enable TCP option" is not a standard parameter. Exact extract: '"The TCP time-wait timer determines how
long a session remains in the TIME_WAIT state to handle out-of-order or retransmitted packets after FIN/ACK... Adjusting this
timer can prevent drops of late-arriving packets."

NEW QUESTION # 14
Which of the below technology(ies) could reduce CPU load and memory utilization used by an IPS engine?

e A, IPS does not compare traffic to each signature individually. Instead it compiles them into a decision tree

¢ B. Using multiple engines, aligned with load balancing technologies like Turbo that uses round robin algorithirs to dispatch
traffic up to specific IPS engine

e (. Using IPS sensors and IPS filter to determine which traffic should be examined for which signatures, instead of examine
network traffic for all signatures

e D. All of the above

¢ E. Using regular instead of extended database, to reduce memory footprint

Answer: A,C,E

Explanation:

IPS efficiency is improved by: A) Compiling signatures into a decision tree to reduce comparison overhead; B) Using IPS
sensors/filters to selectively apply signatures to relevant traffic, reducing unnecessary processing; D) Using a regular database instead
of an extended one to lower memory usage. Option C's

"Turbo" and round-robin load balancing is not a standard Fortinet IPS feature. Option E is incorrect as C is not valid. Exact extract:
"[PS efficiency is improved by compiling signatures into decision trees to minimize CPU usage... IPS sensors and filters allow
selective signature application to reduce processing... Using the regular signature database instead of extended reduces memory
footprint."”

NEW QUESTION # 15
Which of'the following are request methods in HTTP?

A. GET
B. RETR
C. HEAD
D. LIST

Answer: A,C

Explanation:

HTTP defines standard request methods, including GET (retrieve a resource) and HEAD (retrieve headers only). LIST and RETR
are not standard HTTP methods; RETR is used in FTP, and LIST is not a recognized method in either protocol. The original
document incorrectly lists only A, omitting C. Exact extract: "HTTP supports several request methods, including GET, HEAD,
POST, PUT, DELETE, etc... GET retrieves a resource, while HEAD retrieves only the headers without the body content."

NEW QUESTION # 16
‘Which protocols are used by an email client to retrieve emails?

e A SMTP
e B. SNMP



e C.POP3
e D.IMAP4

Answer: C,D

Explanation:

Emnail clients use POP3 (Post Office Protocol) and IMAP4 (Internet Message Access Protocol) to retrieve emails froma server.
POP3 downloads emails and typically removes them from the server, while IMAP4 allows synchronized access. SMTP is used for
sending emails, and SNMP is for network monitoring, not email retrieval. Exact extract: "Email clients use POP3 or IMAP to
retrieve email messages from a mail server... IMAP allows users to access and manage email directly on the server, while POP3
typically downloads messages to the client.”

NEW QUESTION # 17
‘What happens when a router receives a packet for forwarding with a TTL value of 1?7

A. The TTL is decreased to 0, the packet is dropped and an ICMP message is sent to the transmitting [P
B. The packet is only forwarded through the router to a locally attached network

C. It decreases the value to 0 and then forwards it

D. It increments it and passes it on to the next router

Answer: A

Explanation:

When a router, such as a FortiGate, receives a packet with a TTL (Time to Live) of 1, it decrements the TTL to 0, drops the
packet, and sends an ICMP Time Exceeded message to the source IP. This prevents infinite loops in routing, Option A is incorrect
as TTL is decremented, not incremented; B and D are incorrect as the packet is not forwarded when TTL reaches 0. Exact extract:
"When a packet's TTL reaches 1, the router decrements it to 0, drops the packet, and sends an ICMP Time Exceeded message to
the source IP address to prevent routing loops."

NEW QUESTION # 18
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