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Fortinet NSE 7 - LAN Edge 7.0 Sample Questions (Q58-Q63):

NEW QUESTION # 58
Where can FortiGate learn the FortiManager IP address or FQDN for zero-touch provisioning'?

A. Froma DHCP server using options 240 and 241

B. Froma TFTP server

C. Froma DNS server using A or AAAA records

D. From an LDAP server using a simple bind operation

Answer: A

Explanation:

https7/docs.fortinet.conYdocument/fortigate/6.2. 16/cookbook/86 1490/zero-touch-provisioning-with- fortimanager "A DHCP server
includes option 240 and 241 which records FortiManager IP and domain name.

FortiGate has an interface with the default DHCP client mode that is connected to the DHCP server in the intranet."
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NEW QUESTION # 59
Refer to the exhibit. Examine the sections of the configuration shown in the output.
‘What action will FortiGate take when verifying the student certificate through OCSP?

config vpn certificate ocsp-server
edit "FAC"
set url "http://10.0.1.150:2560"
set cert "CA Cert 1"
set unavail-action revoke
next
end
config vpn certificate setting
set ocsp-status enable
set ocsp-option server
set ocsp-default-server "FAC"
== B¢E 18 dict-ocsp-check enable
end
config user peer
edit "student”
set ca "CA Cert_ 1"
next
end

B. Not verify the OCSP server certificate

Answer: C

Explanation:

A. Use the OCSP URL included in the student certificate to verify the student certificate

C. Reject the student certificate if the OCSP server replies that the student certificate status is unknown
D. Consider the student certificate status as valid if the OCSP server is unreachable
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Configuring the OCSP Servers to Use

config vpn certificate settings
set ocsp-status enable
set ocsp-default-server <ocsp server name>
strict-ocsp-check [disable | enable]
chack-ca-cart [enable | disabhle]
check-ca-chain [disable | enable]
confilg crl-werification
Iset expiry [ignore | revoke] ]
cnd
config user peer

end
edit <user name>

Iset ocsp-override-server <ocsp T _name>
next
end \0
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be the default server hecking revocation status. You can override that setting per user using the
ocsp-override-ssrver setting under config user pessr.

Under config wvpn :&*ﬁca:e s=ttings, you select which OCSP server (from the previous list) will
us

If strict-ocsp-check is enabled, the certificate is rejected if the OCSP server responds with a certificate
unknown state.

If you are using a CRL list instead of OCSP, the =xpirv seftingunder config crl-verification
defines the action to take when the CRL has expired.
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Examine the FortiManager configuration and FortiGate CLI output shown in the exhibit An administrator is testing the NAC feature
The test device is connected to a managed FortiSwitch device

{S224EPTF19"53C7)onpOrt2

After applying the NAC policy on port2 and generating traffic on the test device the test device is not matching the NAC policy
therefore the test device remains m the onboarding VLAN Based on the information shown in the exhibit which two scenarios are



likely to cause this issue? (Choose two.)

A. The MAC address configured on the NAC policy is incorrect

B. Management communication between FortiGate and FortiSwitch is down
C. Device detection is not enabled on VLAN 4089

D. The device operating system detected by FortiGate is not Linux

Answer: A.B

Explanation:

Explanation

According to the FortiManager configuration, the NAC policy is set to match devices with the MAC address of 00:0c29:6a:2b33¢
and the operating system of Linux. However, according to the FortiGate CLI output, the test device has a difterent MAC address of
00:0c29:6a:2b:3d. Therefore, option B is true. Option A is also true because the FortiSwitch device status is shown as down, which
means that the management commumnication between FortiGate and FortiSwitch is not working properly. This could prevent the
NAC policy frombeing applied correctly. Option C is false because the device operating system detected by FortiGate is Linux,
which matches the NAC policy. Option D is false because device detection is enabled on VLAN 4089, as shown by the command
"config switch-controller vian".

NEW QUESTION # 61
Which FortiSwitch VLANS are automatically created on FortGate when the first FortiSwitch device is discovered1?

A. default quarantine, rspan voice video onboarding and nac _segment
B. default quarantine rspan voice video and nac_segment

C. fortilink. quarantine erspan voice video and onboarding

D. access, quarantine, rspan. voice, video, and onboarding

Answer: C

Explanation:

Explanation

According to the FortiGate Administration Guide, "When you add a FortiSwitch device to the Security Fabric, FortiGate
automatically creates the following VLLANs on theFortiSwitch device: fortilink, quarantine, erspan, voice, video, and onboarding,"
Therefore, option D is true because 1t lists the FortiSwitch VLLANSs that are automatically created on FortiGate when the first
FortiSwitch device is discovered. Option A is false because default and nac_segment are not among the automatically created
VLANS. Option B is false because access and rspan are not among the automatically created VLANs. Option C is false because
default and nac_segment are not among the automatically created VLLANS.

NEW QUESTION # 62

An admmnistrator has deployed muiltiple dual-band wireless APs in a wireless network. APs are installed at measured distances to
ensure fast roaming for the clients. Multiple 2.4 GHz-only wireless clients are connecting to the network, and subsequent monitoring
shows that individual AP 2.4 GHz interfaces are being overloaded with wireless connections.

Which configuration change would best resolve the overloading issue?

A. Configure load balancing frequency handoff on both AP interfaces.

B. Configure load balancing AP handoff on both AP mterfaces on all Aps.

C. Configure load balancing AP handoff on only the 2.4 GHz interfaces of all APs.
D. Configure a client limit on all AP 2.4 GHz interfaces.

Answer: D

NEW QUESTION # 63

Time is very important for everyone. As the saying goes, time is life so spend it wisely. We believe that you also don’t want to spend
much time on preparing for your Fortinet NSE 7 - LAN Edge 7.0 exam. How can you pass your exam and get your certificate in a
short time? Our NSE7_LED-7.0 exam torrent will be your best choice to help you achieve your aim According to customers’
needs, our product was revised by a lot of experts; the most functions of our Fortinet NSE 7 - LAN Edge 7.0 exam dumps are to



help customers save more time, and make customers relaxed. If you choose to use our NSE7_LED-7.0 Test Quiz, you will find it is
very easy for you to pass your exam in a short time. You just need to spend 20-30 hours on studying; you will have more free time
to do other things.
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