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network security team is concerned about this direct connection and wants to begin implementing a Zero Trust approach in the flat
network.
Which solution provides cost-effective network segmentation and security enforcement in this scenario?

A. Configure separate zones to isolate the imaging trailer's traffic and apply enforcement using the existing campus core
firewalls.
B. Deploy edge firewalls at each campus entry point to monitor and control various traffic types through direct connection
with the trailers.
C. Manually inspect large images like holograms and MRIs, but permit smaller images to pass freely through the campus core
firewalls.
D. Configure access control lists on the campus core switches to control and inspect traffic based on image size, type, and
frequency.

Answer: A

NEW QUESTION # 17 
How does Panorama improve reporting capabilities of an organization's next-generation firewall deployment?

A. By aggregating and analyzing logs from multiple firewalls
B. By automating all Security policy creations for multiple firewalls
C. By pushing out all firewall policies from a single physical appliance
D. By replacing the need for individual firewall deployment

Answer: A

Explanation:
Panorama is Palo Alto Networks' centralized management platform for Next-Generation Firewalls (NGFWs). One of its key
functions is to aggregate and analyze logs from multiple firewalls, which significantly enhances reporting and visibility across an
organization's security infrastructure.
How Panorama Improves Reporting Capabilities:
Centralized Log Collection - Panorama collects logs from multiple firewalls, allowing administrators to analyze security events
holistically.
Advanced Data Analytics - It provides rich visual reports, dashboards, and event correlation for security trends, network traffic, and
threat intelligence.
Automated Log Forwarding - Logs can be forwarded to SIEM solutions or stored for long-term compliance auditing.
Enhanced Threat Intelligence - Integrated with Threat Prevention and WildFire, Panorama correlates logs to detect malware,
intrusions, and suspicious activity across multiple locations.
Why Other Options Are Incorrect?
B . By automating all Security policy creations for multiple firewalls. � Incorrect, because while Panorama enables centralized policy
management, it does not fully automate policy creation-administrators must still define and configure policies.
C . By pushing out all firewall policies from a single physical appliance. � Incorrect, because Panorama is available as a virtual
appliance as well, not just a physical one.
While it pushes security policies, its primary enhancement to reporting is log aggregation and analysis.
D . By replacing the need for individual firewall deployment. �
Incorrect, because firewalls are still required for traffic enforcement and threat prevention.
Panorama does not replace firewalls; it centralizes their management and reporting.
Reference to Firewall Deployment and Security Features:
Firewall Deployment - Panorama provides centralized log analysis for distributed NGFWs.
Security Policies - Supports policy-based logging and compliance reporting.
VPN Configurations - Provides visibility into IPsec and GlobalProtect VPN logs.
Threat Prevention - Enhances reporting for malware, intrusion attempts, and exploit detection.
WildFire Integration - Stores WildFire malware detection logs for forensic analysis.
Zero Trust Architectures - Supports log-based risk assessment for Zero Trust implementations.
Thus, the correct answer is:
� A. By aggregating and analyzing logs from multiple firewalls.

NEW QUESTION # 18 
A company has an ongoing initiative to monitor and control IT-sanctioned SaaS applications. To be successful, it will require
configuration of decryption policies, along with data filtering and URL Filtering Profiles used in Security policies.



Based on the need to decrypt SaaS applications, which two steps are appropriate to ensure success? (Choose two.)

A. Validate which certificates will be used to establish trust.
B. Create new self-signed certificates to use for decryption.
C. Configure SSL Inbound Inspection.
D. Configure SSL Forward Proxy.

Answer: A,D

Explanation:
To successfully monitor and control IT-sanctioned SaaS applications, decryption policies must be configured, along with Data
Filtering and URL Filtering Profiles in Security Policies.
Why These Two Steps Are Necessary?
Validate which certificates will be used to establish trust (✔� Correct) When configuring SSL decryption, the firewall must establish
trust between endpoints and the proxy certificate.
This involves deploying a trusted root certificate to internal user devices to avoid SSL/TLS warnings.
Configure SSL Forward Proxy (✔� Correct)
SSL Forward Proxy is required for decrypting outbound HTTPS traffic to SaaS applications.
It allows policy enforcement on SaaS-bound traffic, including URL filtering, data filtering, and application control.
Why Other Options Are Incorrect?
C . Create new self-signed certificates to use for decryption. �
Incorrect, because self-signed certificates are not recommended for large-scale deployments.
Enterprise deployments should use an internal CA or a trusted third-party CA.
D . Configure SSL Inbound Inspection. �
Incorrect, because SSL Inbound Inspection is used for decrypting traffic destined for internal servers, not SaaS application traffic.
SaaS applications are external services, so SSL Forward Proxy is required instead.
Reference to Firewall Deployment and Security Features:
Firewall Deployment - Enforces SSL decryption policies on SaaS traffic.
Security Policies - Applies URL filtering, threat prevention, and data filtering on decrypted traffic.
VPN Configurations - Ensures GlobalProtect users' traffic is inspected securely.
Threat Prevention - Detects malware, credential theft, and unauthorized data exfiltration in SaaS traffic.
WildFire Integration - Analyzes decrypted files for malware threats.
Panorama - Provides centralized management of SaaS decryption policies.
Zero Trust Architectures - Ensures only approved SaaS applications are accessed securely.
Thus, the correct answers are:
� A. Validate which certificates will be used to establish trust.
� B. Configure SSL Forward Proxy.

NEW QUESTION # 19 
A security administrator is adding a new sanctioned cloud application to SaaS Data Security.
After authentication, how does the tool gain API access for monitoring?

A. It generates a certificate and sends it to the cloud application for TLS decryption and inspection.
B. It transmits the configured SAML user profile to the cloud application for security event attribution.
C. It receives a token from the cloud application for establishing and maintaining a secure connection.
D. It establishes an encrypted key pair with the cloud application to safely transmit user data.

Answer: C

Explanation:
When adding a new sanctioned cloud application to SaaS Data Security, the tool establishes API access by receiving an OAuth
token or a similar type of token from the cloud application.
API Integration: The token allows the SaaS Data Security solution to authenticate itself with the cloud application, enabling secure
monitoring and management of user activity, data flow, and security events.
Token Usage: The token maintains the connection between the SaaS application and the security tool, ensuring seamless
communication while enforcing access policies and monitoring for anomalies.
Security: This method ensures that API access is secure and prevents unauthorized access to the cloud application.
Reference:
Palo Alto Networks SaaS Security API Documentation
OAuth Authentication and API Access



NEW QUESTION # 20 
An administrator has imported a pair of firewalls to Panorama under the same template stack. As a part of the template stack, the
administrator wants to create a high availability (HA) template to be shared by the firewalls.
Which dynamic component should the administrator use when setting the Peer HA1 IP address?

A. Dynamic Address Group
B. Template variable
C. Template stack
D. Address object

Answer: B

Explanation:
When configuring High Availability (HA) settings in Panorama, administrators need to ensure that each firewall in the HA pair has a
unique Peer HA1 IP address while using a shared template stack. This is achieved using Template Variables, which allow dynamic
configurations per firewall.
Why Template Variable is the Correct Answer?
Ensures Unique HA1 IP Addresses
HA pairs require two separate HA1 IP addresses (one per firewall).
Using template variables, the administrator can assign different values to each firewall without creating separate templates.
Template Variables Provide Flexibility
Instead of hardcoding HA1 IP addresses in the template, variables allow different firewalls to dynamically inherit unique values.
This avoids duplication and ensures configuration scalability when managing multiple firewalls.
Other Answer Choices Analysis
(A) Template Stack - Defines the overall configuration hierarchy but does not provide dynamic IP assignment.
(C) Address Object - Used for security policies and NAT rules, not for HA configurations.
(D) Dynamic Address Group - Primarily used for automated security policies, not HA settings.
Reference and Justification:
Firewall Deployment - HA configurations require unique peer IPs, and template variables provide dynamic assignment.
Panorama - Template variables enhance scalability and simplify HA configurations across multiple devices.
Thus, Template Variable (B) is the correct answer, as it allows dynamic peer HA1 IP assignment while using a shared template
stack in Panorama.
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