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Cisco Securing Networks with Cisco Firepower Sample Questions (Q221-
Q226):

NEW QUESTION # 221

An administrator configures the iterfaces ofa Cisco Secure Firewall Threat Defence device in an inline IPS deployment. The
administrator completes these actions:

* identifies the device and the interfaces

* sets the mterface mode to inline

* enables the interlaces

‘Which configuration step must the administrator take next to complete the implementation?

A. Set the interface to routed mode.

B. Enable spanning-tree PortFast on the interfaces.
C. Configure an mline set

D. Set the mterface to Transparent mode.

Answer: C

Explanation:

After setting the interface mode to inline and enabling the interfaces on a Cisco Secure Firewall Threat Defense (FTD) device in an
mline IPS deployment, the next step is to configure an inline set. An inline set groups two interfaces that work together to inspect
traffic passing between them

Steps to configure an inline set:

* In FMC, navigate to Devices > Device Management.

* Select the FTD device and configure the interfaces.

* Create a new inline set, adding the relevant nterfaces that have been set to inline mode.

* Deploy the configuration to the FTD device.

Configuring an mline set ensures that the traffic between the specified interfaces is inspected and processed according to the IPS
policies, conpleting the implementation of the inline IPS deployment.

References: Cisco Secure Firewall Management Center Configuration Guide, Chapter on Inline Sets.

NEW QUESTION # 222
After deploying a network-monitoring tool to manage and monitor networking devices in your organization, you realize that you need
to manually upload an MIB for the Cisco FMC. In which folder should you upload the MIB file?

A. system/etc/DCEALERT.MIB
B. /etc/sf DCEALERT.MIB

C. /etc/sfDCMIB.ALERT

D. /sfletc/DCEALERT.MIB

Answer: B

Explanation:

Section: Management and Troubleshooting

Explanation/Reference: https//www.cisco.conmvc/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa- firepower-
module-user-guide-v54 1/Intrusion- External- Responses.pdf

NEW QUESTION # 223
An admmnistrator is adding a QoS policy to a Cisco FTD deployment. When a new rule is added to the policy and QoS is applied
on 'Interfaces in Destination Interface Objects", no interface objects are available What is the problem?

A. The FTD is out of available resources lor use. so QoS cannot be added

B. A contflict exists between the destination interface types that is preventing QoS from being added
C. The network segments that the interfaces are on do not have contiguous IP space

D. QoS is available only on routed interfaces, and this device is in transparent mode.

Answer: D

Explanation:



https//www.cisco.comv'c/en/us/td/docs/security/firepower/640/configuration/guide/fpme-config- guide-
vo4/quality of service qos__for firepower threat defense.html

NEW QUESTION # 224
What is a behavior of a Cisco FMC database purge?

A. User login and history data are removed from the database if the User Activity check box is selected.
B. Data can be recovered from the device.

C. The appropriate process is restarted.

D. The specified data is removed from Cisco FMC and kept for two weeks.

Answer: C

NEW QUESTION # 225
Upon detecting a flagrant threat on an endpoint, which two technologies instruct Cisco Identity Services Engine to contain the
infected endpoint either manually or automatically? (Choose two.)

A. Cisco FMC

B. Cisco ASA 5500 Series
C. Cisco AMP

D. Cisco Stealthwatch

E. Cisco ASR 7200 Series

Answer: D,E

NEW QUESTION # 226
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