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RUCKUS Certified Networking Implementer Sample Questions (Q17-Q22):

NEW QUESTION # 17
Which three conditions allow an ARP request or response to pass a Dynamic ARP Inspection (DAI) check? (Choose three.)

A. Client authenticated using MAC authentication.

B. There is a static reservation for the IP/MAC pair in the DHCP pool.

C. Client authenticated using RADIUS on an 802.1X enabled port.

D. The IP/MAC pair appear in the DHCP binding database.

E. A static ARP entry exists for the IP/MAC pair with the inspection flag set.
F. Request originated on a trusted port.

Answer: A,D,F

NEW QUESTION # 18
‘Which two commands can be used to display the IP address of a device attached to a switch port? (Choose two.)
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A. show arp

B. show mac-address all

C. show nterface brief wide
D. show lldp neighbor detail
E. show mterface

Answer: AD

Explanation:

To determine the [P address of a device connected to a specific switch port on a RUCKUS ICX switch, the following commands
can be utilized:

* show Ildp neighbor detail

This command provides detailed information about devices connected via LLDP, including their IP addresses.

Command Usage:

show lidp neighbor detail

Output Example:

Local Port: 1/1/2

Neighbor MAC: 60d0.2c1c.1cd0

System Name: RuckusAP

Management Address: 192.168.0.3

In this example, the Management Address field displays the IP address of the connected device on port 1/1/2.

Ruckus Wireless Community

* show arp

The Address Resolution Protocol (ARP) table maps IP addresses to MAC addresses. By examining the ARP table, you can identify
the [P address associated with a device's MAC address.

Command Usage:

show arp

Output Example:

IP Address MAC Address Type Age Port

192.168.0.3 60d0.2c1c.1cd0 Dynamic 0 1/1/2

Here, the IP address 192.168.0.3 is associated with the MAC address 60d0.2c1c.1c¢d0 on port 1/1/2.

Ruckus Wireless Commumnity

Note: For the show lldp neighbor detail command to provide IP addresses, LLDP must be enabled on both the switch and the
connected devices. Additionally, the devices should support LLDP and be configured to advertise their management addresses.

NEW QUESTION # 19
‘When using zero-touch stacking, which two prerequisites must be in place to ensure all devices join the stack?
(Choose two.)

A. issue stack disable on intended member devices

B. configure each unit's management IP, VLLANS, and tagging
C. enable stacking on all devices

D. enable stacking on the active controller

E. ensure units have clean configurations

Answer: C,E

Explanation:

Zero-touch stacking sinplifies the process of forming a stack by automating the configuration. To ensure all devices join the stack
seamlessly, the following prerequisites must be met:

* Enable Stacking on All Devices:

* Access each switch's CLL

* Enter global configuration mode: configure terminal.

* Enable stacking by executing: stack enable.

* Save the configuration with: write memory.

* Ensure Units Have Clean Configurations:

*It's crucial that switches have default configurations to prevent conflicts during the stacking process.
* To reset a switch to its default settings:

* Enter global configuration mode: configure terminal.

* Execute the command: write erase.



* Reload the switch to apply the default configuration: reload.

* Additional Considerations:

* Ensure all switches are running compatible firmware versions to prevent software mismatches.

* Verify that stacking cables are correctly connected to facilitate proper communication between units.

References:

* For a comprehensive guide on building an ICX stack using zero-touch provisioning, consult the RUCKUS Community Forums.

NEW QUESTION # 20
Review the following configuration.

aaa authentication web-server default local
aaa authentication login default radius local

enable aaa console
radius-server host 194.60.90.55 autip=m jpopprciNeG 'ort 1813 default key 2 $XThVXCVuzZFVuvVg==

Nl hovaoss o smeoue weon 1w caen
A RADIUS server is connected and working, However, a switch technician has forgotten the RADIUS username/password for the
ICX. When RADIUS is not functioning, they expect to be able to plug into the console port and use the local username/password as
a backup.

The ICX does not accept the local password.

Why can't the technician log in?

A. Based on the AAA login command, local password will only be used if the RADIUS server is unavailable.
B. Local username/password is only used for SSH and web access.

C. The AAA web-server configuration is missing the radius keyword.

D. Based on the AAA login command, local should be in front of radius for correct backup operation.

Answer: A

Explanation:

* Understanding the Configuration:

* The command aaa authentication login default radius local specifies that the switch will attempt RADIUS authentication first. If the
RADIUS server is unavailable, it will fallback to the local username/password.

* Ifthe RADIUS server is operational, the local credentials will not be accepted, even over the console port.

* Why Can't the Technician Log In?

* The local username/password will only work if the RADIUS server is unreachable. In this scenario, the RADIUS server is
functional, so the switch continues to authenticate through it and does not fall back to the local credentials.

* This behavior is by design, as dictated by the configuration.

* Solution:

* Ifaccess to the console port using local credentials is a critical requirement, consider adjusting the configuration to prioritize local
credentials. For example, use:

aaa authentication login default local radius

This configuration ensures that local credentials are tried first, with RADIUS as a secondary option.

References:

* JCX Switch Command Reference Guide (AAA Configuration Section): RUCKUS Support

NEW QUESTION # 21
What is the maximum distance between ICX devices in a stack?

A. 40 kilometers
B. 1 kilometer
C. 3 meters

D. 9 meters

Answer: A

Explanation:

RUCKUS ICX switches support stacking over both copper and fiber connections, allowing for flexible deployment across various
distances:

* Copper Stacking Cables:

* Maximum Distance:



* Up to 5 meters using active direct-attach copper (DAC) cables.

* Use Case:

* Suitable for stacking switches within the same rack or in close proximity.

* Fiber-Optic Stacking Cables:

* Maximum Distance:

* Up to 40 kilometers using appropriate optical transceivers and single-mode fiber.

* Use Case:

* Ideal for stacking switches located in different buildings or across a campus environment.

References:

* For detailed information on stacking distances and supported optics, refer to the Fastlron stacking distances and optics guide:
Fastlron stacking distances and optics by device By utilizing fiber-optic connections with appropriate transceivers, [CX switches can
be stacked over substantial distances, providing flexibility in network design and deployment.
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