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Amazon AWS Certified Security - Specialty Sample Questions (Q307-Q312):

NEW QUESTION # 307

A company is using IAM Organizations. The company wants to restrict IAM usage to the eu-west-1 Region for all accounts under
an OU that is named "development." The solution must persist restrictions to existing and new IAM accounts under the development
ou.

A Include the following SCP on the development OU
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Answer: B

NEW QUESTION # 308

A company needs a solution to protect critical data from being permanently deleted. The data is stored in Amazon S3 buckets.

The company needs to replicate the S3 objects from the company's primary AWS Region to a secondary Region to meet disaster
recovery requirements. The company must also ensure that users who have administrator access cannot permanently delete the data
in the secondary Region.

‘Which solution will meet these requirements?

¢ A Implement S3 Object Lock in compliance mode in the primary Region. Configure S3 replication to replicate the objects to
an S3 bucket in the secondary Region.

¢ B. Configure S3 replication to replicate the objects to an S3 bucket in the secondary Region. Configure S3 object versioning
on the S3 bucket in the secondary Regjon.

e C. Configure AWS Backup to perform cross-Region S3 backups. Select a backup vault in the secondary Region. Enable
AWS Backup Vault Lock in governance mode for the backups in the secondary Region

¢ D. Configure S3 replication to replicate the objects to an S3 bucket in the secondary Regjon. Create an S3 bucket policy to
deny the s3:ReplicateDelete action on the S3 bucket in the secondary Region

Answer: A

Explanation:

Implementing S3 Object Lock in compliance mode on the primary Region and configuring S3 replication to a secondary Region
ensures the immutability of S3 objects, preventing them from being deleted or altered. This setup meets the requirement of protecting
critical data from permanent deletion, even by users with administrative access. The replicated objects in the secondary Region
mherit the Object Lock from the primary, ensuring consistent protection across Regions and aligning with disaster recovery
requirements.

NEW QUESTION # 309

A web application gives users the ability to log in verify their membership's validity and browse artifacts that are stored in an Amazon
S3 bucket. When a user attempts to download an object, the application must verify the permission to access the object and allow
the user to download the object from a custom domain name such as example com

What is the MOST secure way for a security engineer to implement this functionality?

¢ A. Create an Amazon CloudFront signed URL. Provide the CloudFront signed URL to the user through the application.



¢ B. Create an S3 presigned URL Provide the S3 presigned URL to the user through the application.
e C. Implement an [AM policy to give the user read access to the S3 bucket.
¢ D. Configure read-only access to the object by using a bucket ACL. Remove the access after a set time has elapsed.

Answer: A

Explanation:

For this scenario you would need to set up static website hosting because a custom domain name is listed as a requirement.
"Amazon S3 website endpoints do not support HTTPS or access points. If you want to use HTTPS, you can use Amazon
CloudFront to serve a static website hosted on Amazon S3." This is not secure.

httpsz//docs.aws.amazon.cony AmazonS3/latest/userguide/website- hosting-custom-domain-walkthrough. html CloudFront signed
URLs allow much more fine-grained control as well as HTTPS access with custom domain names:

httpsz/docs.aws.amazon.com’ AmazonCloudFront/latest/DeveloperGuide/private-content-signed-urls. html

NEW QUESTION # 310

A company is building an application on IAM that will store sensitive Information. The company has a support team with access to
the IT infrastructure, including databases. The company's security engineer must introduce measures to protect the sensitive data
against any data breach while minimizing management overhead. The credentials must be regularly rotated.

What should the security engineer recommend?

¢ A Enable Amazon RDS encryption to encrypt the database and snapshots. Enable Amazon Elastic Block Store (Amazon
EBS) encryption on Amazon EC2 instances. Include the database credential in the EC2 user data field. Use an IAM Lambda
function to rotate database credentials. Set up TLS for the connection to the database.

¢ B. Install a database on an Amazon EC2 Instance. Enable third-party disk encryption to encrypt the Amazon Elastic Block
Store (Amazon EBS) volume. Store the database credentials in JAM CloudHSM with automatic rotation. Set up TLS for the
connection to the database.

¢ C. Enable Amazon RDS encryption to encrypt the database and snapshots. Enable Amazon Elastic Block Store (Amazon
EBS) encryption on Amazon EC2 instances. Store the database credentials in JAM Secrets Manager with automatic rotation.
Set up TLS for the connection to the RDS hosted database.

e D. Set up an IAM CloudHSM cluster with IAM Key Management Service (IAM KMS) to store KMS keys.Set up Amazon
RDS encryption using JAM KMS to encrypt the database. Store database credentials in the IAM Systems Manager
Parameter Store with automatic rotation. Set up TLS for the connection to the RDS hosted database.

Answer: C

Explanation:

Explanation

To protect the sensitive data against any data breach and minimize management overhead, the security engineer should recommend
the following solution:

Enable Amazon RDS encryption to encrypt the database and snapshots. This allows the security engineer to use AWS Key
Management Service (AWS KMS) to encrypt data at rest for the database and any backups or replicas.

Enable Amazon Elastic Block Store (Amazon EBS) encryption on Amazon EC2 instances. This allows the security engineer to use
AWS KMS to encrypt data at rest for the EC2 instances and any snapshots or volumes.

Store the database credentials n AWS Secrets Manager with automatic rotation. This allows the security engineer to encrypt and
manage secrets centrally, and to configure automatic rotation schedules for them.

Set up TLS for the connection to the RDS hosted database. This allows the security engineer to encrypt data in transit between the
EC2 mstances and the database.

NEW QUESTION # 311

A company is implementing a customized notification solution to detect repeated unauthorized authentication attempts to bastion
hosts. The company's security engineer needs to implement a solution that will provide notification when 5 failed attempts occur
within a 5-minute period. The solution must use native AWS services and must notify only the designated system administrator who
is assigned to the specific bastion host.

‘Which solution will meet these requirements?

e A. Use AWS Systems Manager Agent to collect operating system logs. Use the Systems Manager Run Command AWS-
ConfigureCloudWatch document to configure an Amazon EventBridge event based on a metric filter for failed login attermpts.
Send an alert to Amazon Simple Notification Service (Amazon SNS) when the defined threshold for the alarm is exceeded.
Use SNS messaging filters to control who receives notifications.



¢ B. Use the Amazon CloudWatch agent to collect operating system logs. Use Amazon EventBridge to configure an alarm
based on a metric filter for failed login attempts. Send an alert to Amazon Simple Notification Service (Amazon SNS) when
the defined threshold for the alarm is exceeded. Use Amazon EC2 instance tags to determine which SNSS topics receive
notifications.

e (. Use AWS Systems Manager Agent to collect operating system logs. Use the Systems Manager Run Command AWS-
ConfigureCloudWatch document to configure an Amazon CloudWatch alarm based on a metric filter for failed login attempts.
Send an alert to Amazon Simple Notification Service (Amazon SNS) when the defined threshold for the alarm is exceeded.
Use EC2 instance tags to determine which SNS topics receive notifications.

¢ D. Use the Amazon CloudWatch agent to collect operating system logs Create a CloudWatch alarm based on a metric filter
for failed login attempts. Send an alert to Amazon Simple Notification Service (Amazon SNS) when the defined threshold for
the alarm is exceeded. Use SNS messaging filters to control who receives notifications.

Answer: D

Explanation:

* Collect Operating System Logs:

* Install the Amazon CloudWatch agent on the bastion hosts to collect logs, including failed login attempts from/var/log/auth.logor
equivalent files.

* Create a Metric Filter:

* Use CloudWatch Logs to create a metric filter for failed login attempts by identifying log patterns (e.g.,Failed password).

* Set Up a CloudWatch Alarm:

* Define an alarm in CloudWatch to trigger when the metric exceeds a threshold of 5 failed attempts within a 5-minute period.
* Configure SNS for Notifications:

* Use Amazon SNS to send alerts to system administrators.

* Use SN'S message filtering to ensure only the designated administrator for the specific bastion host receives the notification.
Monitoring CloudWatch Logs

SNS Message Filtering

NEW QUESTION # 312
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