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Kubernetes is an open-source system for automating depleyment, scaling, and
management of containerized applications. The CNCE/Linux Foundation offers this
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The pressure is not terrible, and what is terrible is that you choose to evade it. You clearly have seen your own shortcomings, and
you know that you really should change. Then, be determined to act! Buying our CKAD exam questions is the first step you need to
take. And as long as you study with our CK AD Practice Guide, you will find that the exam is just a piece of cake and the
certification is easy to get. With the certification, you will find your fiture is much brighter.

The CKAD Exam is aimed at developers who are already familliar with Kuberetes and have experience working with it. CKAD
exam consists of a series of performance-based tasks that are designed to test the candidate's ability to use Kubernetes to deploy,
manage, and scale containerized applications. The tasks are designed to simulate real-world scenarios that developers may
encounter when working with Kubernetes. CKAD Exam s conducted online, and candidates have two hours to complete it. Upon
successful completion of the exam, the candidate is awarded the CKAD certification, which is recognized by the industry as a
standard for Kubernetes application development.

>> Reliable CKAD Dumps Ebook <<
Free PDF Quiz First-grade Linux Foundation CKAD - Reliable Linux
Foundation Certified Kubernetes Application Developer Exam Dumps Ebook

Nowadays, using computer-aided software to pass the CKAD exam has become a new trend. Because the new technology enjoys
a distinct advantage, that is convenient and comprehensive. In order to follow this trend, our company product such a CKAD exam
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questions that can bring you the combination of traditional and novel ways of studying. The passing rate of our study material is up to
99%. If you are not fortune enough to acquire the CKAD Certification at once, you can unlimitedly use our product at different
discounts until you reach your goal and let your dream comes true.

Linux Foundation CK AD certification exam is an online, proctored exam that can be taken from anywhere in the world. CKAD
exam consists of a set of performance-based tasks that are designed to test the candidate's ability to use Kubernetes to deploy,
manage and troubleshoot containerized applications. CKAD Examis timed and candidates have 2 hours to complete the exam. To
pass the exam, candidates must score 66% or higher.

Linux Foundation Certified Kubernetes Application Developer Exam Sample
Questions (Q132-Q137):

NEW QUESTION # 132

You are running a web application that requires high availability and resilience. You have implemented a deployment using a
Deployment object in Kubernetes, but you want to ensure that your application can automatically recover from pod failures. Design
a strategy using annotations that will enable automatic pod restarts in case of application failures.

Answer:

Explanation:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Define an Annotation: Add an annotation called ' kubernetes-io/restart-policy' to your Deployment's 'spec-tenplate-metadata’
section, setting its value to 'Always'.
apiVersion: apps/v1
kind: Deployment
metadata:
name: web-app-deployment
spec:
replicas: 3
selector:
matchLabels:
app: web-app
template:
metadata:

LlLmgex

annotations:
kubernetes.io/restart-policy: Always
spec:
containers:
- name: web-app
image: example/web-app:latest
# ... other container configuration ...
2. Trigger Application Failures: You can intentionally trigger failures in your pods to test the restart policy You can use 'kubectl exec'
to run commands inside a pod and simulate an application failure using 'Pkill -f's. For example, you can run a command like 'Pkill -f
web-app' to terminate the web app process. 3. Monitor Pod Restarts: Observe the pods in your deployment using 'kubectl get pods
-lapp=web-app' . You will see that Kubernetes automatically restarts pods where the application has failed, ensuring your
application remains available. 4. Confirm Automatic Restart Verify the 'restartCount of the affected pods using 'kubectl describe pod
This will show the number of times the pod has been restarted due to the application failure. 5. Alternative Restart Policies: While
'Always' is the default policy, you can also use other restart policies like 'onFailure' (restarts only it the pod exits due to an error) or
"Never' (doesn't restart tne pod regardless of the reason for failure). Use the ' kubernetes. wrestart-policy' annotation to set these
alternative policies as needed for specific applications. ,

NEW QUESTION # 133
You have a web application that requires a specific sidecar container to perform certain tasks like logging and monitoring. You need
to ensure that this sidecar container iS always running alongside your application pod, even it the main application pod restarts or iS
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deleted and recreated. How would you achieve this using a DaemonSet in Kubernetes?
Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

I). Define the DaemonSet YAML: Create a YAML file that defines the DaemonSet configuration. This file will include the following
key sections:

- Metadata Includes the name and labels for the DaemonSet.

- Spec: Defines the deployment details:

- Selector: Matches the labels of the pods that the DaemonSet should manage.

- Template: Contains the pod definition:

- Containers: Defines the main application container and the sidecar container.

- Ensure the sidecar container has appropriate resources and environment variables.

- Include any necessary ports or volume mounts for the sidecar container.

- UpdateStrategy. You might want to control the update stratepay (RollingUpdate or Recreate) if you have multiple nodes.

apiversion: apps/vl

kind: DaemonSet
metadata:

name: my-app-daemonset — A ¢
spec: LN S | LM A
selector:
matchLabels:
app: my-app
template:
metadata:
labels:
app: my-app
spec:
containers:
- name: main-app
image: your-main-app-image:latest
ports:
- containerPort: 8080
# Add any specific resources, environment wvariables, or volume mounts for main app container.
- name: sidecar-logger
image: sidecar-logging-image:latest
# Add any specific resources, environment variables, or volume mounts for the sidecar container.
updateStrategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable: 1

2. Create the Daemonset Apply the Daemonset YAML file to your Kubernetes cluster using 'kubectl apply -f daemonset.yamr. This
will create the DaemonSet and stan deploying tne pods on each node. 3. Verify Deployment: Use 'kubectl get daemonsetS to check
the status of the DaemonSet. Verify that the pods are running on each node. 4. Testing and Monitoring: - Restart or Delete the Main
App Pod: Observe how the sidecar container continues running alongside the main app pod, even when the main pod is restarted or
deleted and recreated. - Check Logs If your sidecar container is responsible for logging, use 'kubectl logs to check the logs from the
sidecar container This approach ensures that the sidecar container remains in a ready state on each node and is always available to

support your application pod, fulfilling the requirements for logging and monitoring even when the main pod restarts or is recreated.

NEW QUESTION # 134
Exhibit:

Set configuration context:

leed ] kubectl

config use<context :
LINUX

Context
A web application requires a specific version of redis to be used as a cache.
Task



Create a pod with the following characteristics, and leave it running when complete:

* The pod must run in the web namespace.
The namespace has already been created

* The name of the pod should be cache

* Use the Ifcencfredis image with the 3.2 tag
* Expose port 6379

e A. Solution:

BB Readme >_Web Tent L
student@ncode-1:~5 kubect® n cache --image=lfccncf/redigg3 2

pod/cache created
student@nc =

-n web
RESTARTS

1 get pods
NAME

cache

student e-1:~5
NAME 1 AGE
cache Running 0 85
student@node-1:~% [

erCreating

kubectl -n Web

STATUS

e B. Solution:

B Readme >_ Web Terminal

Answer: A

NEW QUESTION #135
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Task:
Create a Deployment named expose in the existing ckad00014 namespace running 6 replicas of a Pod. Specify a single container
using the ifcencfnginx: 1.13.7 image Add an environment variable named NGINX PORT with the value 8001 to the container then
expose port
8001

Answer:

Explanation:

xt. Failure
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See the solution below.
Explanation
Slution:
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containers
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containerPort
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NEW QUESTION # 136

You are tasked with setting up a secure Kubernetes cluster for a web application. The application has sensitive data that must be
protected. You need to configure a mecnanism to restrict access to the application's pods based on user identities. Describe a
method to achieve this using Kubernetes RBAC and Service Accounts, ensuring that only authorized users can access specific pods.

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a Service Account

- Create a Service Account for the application:

apiversion: vl

kind: §§ry§qgig¢bﬂnt

metatata:ic
béme - webapp-=a

- Apply the Service Account configuratiom basn kubectl apply -f webapp-sa.yaml 2. Create a Role: - Define a Role that grants
access to the specific pods:

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: webapp-pod-reader

namespace:

rules:

- apiGroups: [“apps"]
resources: [“deployments"]
verbs: ["get", "list", "watch"]

- apiGroups: [“apps"]
resources: [“deployments/finalizers"]
verbs: ["update"]

- apiGroups: [“apps”]
resources: [“statefulsets®]
verbs: ["get", "list", "watch"]

- apiGroups: [“apps”]
resources: ["statefulsets/finalizers"]
verbs: [“update"]

- apiGroups: [“extensions"]
resources: ["ingresses™]
verbs: ["get", "list", "watch"]

- apiGroups: ["extensions"]
resources: [“ingresses/finalizers"]
verbs: ["update"]

- apiGroups: [“extensions™]
resources: [“"daemonsets"]
verbs: ["get®, "list", “"watch"]

- apiGroups: [“extensions"]
resources: [“daemonsets/finalizers"]
verbs: ["update"]

- apiGroups: [“batch"]
resources: ["jobs"]
verbs: ["get", "list", "watch"]

- apiGroups: ["batch"]
resources: ["jobs/finalizers"]
verbs: [“"update”]

- apiGroups: [“"batch”]
resources: [“cronjobs"]
verbs: ["get", "list", “"watch®]

- apiGroups: [“batch”]
resources: ["cronjobs/fihalizers™])
verbs: ["update™]

- apiGroups: ["policy"]
resources: [“podsecuritypolicies™]
verbs: [“use®]



- apiGroups: JJTadmissionregistration.k8s.io”]
resolrces: [“walidatingwebhookconfigurations™)
verbs: ["get", "list", "watch"]

- #piGroups: ["admissionregistration.k8s.io"]
resources: [“"mutatingwebhookconfigurations”]
verbs: ["get", "list", "watch"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: [“roles”, “rolebindings"]
verbs: ["get", "list", "watch"]

- apiGroups: ["", "apps", "extensions", "batch"]
resources: [“pods"]
verbs: ["get", “list", "watch"]

- apiGroups: ["", "apps", "extensions", "batch"]
resources: [“pods/loe"1
verbs: ["get", "list", "watch"]

- apiGroups: ["apps”, "extensions”, "batch"]
resources: ["pods/exec"]
verbs: ["create”]

- apiGroups: [“apps"”, "extensions", "batch"]
resources: [“pods/portforward”]
verbs: ["create"]

- apiGroups: [“apps", "extensions", "batch"]
resources: ["pods/proxy”]
verbs: ["get", "list", "watch"]

- apiGroups: [“apps"”, "extensions", "batch"]
resources: [“pods/attach"]
verbs: ["create”]

- apiGroups: [“apps", "extensions", "batch"]
resources: [“pods/status”]
verbs: [“"get®, “"list", "watch"]

- apiGroups: [“apps", "extensions", "batch"]
resources: ["pods/binding"]
verbs: ["get", "list", "watch"]

- apiGroups: [“apps"”, "extensions", “"batch"]
resources: [“pods/eviction”]
verbs: ["create"]

- apiGroups: [“apps", "extensions", "batch"]
resources: ["pods/delete”]

verbs: [“"delete"] LI N Ux

- Apply the Role configuratiom bash kubectl apply -f webapp-pod-reader.yaml 3. Create a RoleBinding: - Bind the Role to the
Service Account

apiVersion: rbac.authorization.k8s.io/vi
kind: RoleBinding
metadata:
name: webapp-pod-reader- blﬂd;pg
namespace:

ﬁ&uxa§ aq‘tgtﬁ:ifatmn k8s.io

kind: Role

name : me%ﬁﬁp-pﬁd -reader
subjects:
- kind: ServiceAccount
name: webapp-sa
namespace:

- Apply the RoleBinding configuration: bash kubectl apply -f webapp-pod-reader-binding_yaml 4. Configure the Application: -
When deploying the application, specify the Service Account:




apiVersion: apps/vl
kind: Deployment
metadata:

name: webapp-deployment
spec:

replicas: 2

selector:

matchLabels:
app: webapp

template:
metadata:
labels:
app: webapp

spec:
serviceAccountName: webapp-sa
containers:
- name: webapp
image:

5. Verify Access: - Use the 'kubectr command with the Service Account's credentials to verify that only authorized users can access
the application's pods: bash kubectl -service-account=webapp-sa get pods -n This setup utilizes Kubernetes RBAC to control
access to the application's pods. - The Service Account acts as an identity for the application. - The Role defines the permissions
granted to the Service Account, specifically allowing access to the pods. - The RoleBinding associates the Role with the Service
Account, linking the permissions to the identity. - When the application is deployed witn tne specified Service Account, it inherits the
permissions defined in the RoleBinding, This ensures that only users with the necessary credentials (associated with the Service
Account) can access and interact with the application's pods, safeguarding sensitive data.

NEW QUESTION # 137
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