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NEW QUESTION # 208 
In order to quarantine files on the host, what prevention policy settings must be enabled?

A. Enable Next-Gen Antivirus Prevention sliders and "Quarantine & Security Center Registration
B. Enable Behavior-Based Threat Prevention sliders and Advanced Remediation Actions
C. Enable Malware Protection and Custom Execution Blocking
D. Enable Malware Protection and Windows Anti-Malware Execution Blocking

Answer: A

Explanation:
The option that will enable Next-Gen Antivirus Prevention sliders and "Quarantine & Security Center Registration" is to enable
Malware Protection and Windows Anti-Malware Execution Blocking. Malware Protection is a feature that enables the Next-Gen
Antivirus Prevention sliders, which allow you to adjust the level of sensitivity and aggressiveness of the Falcon sensor's machine
learning engine, which uses artificial intelligence to identify and stop unknown threats.
Windows Anti- Malware Execution Blocking is a feature that enables the "Quarantine & Security Center Registration" setting, which
allows you to quarantine malicious files and register them in the Windows Security Center.

NEW QUESTION # 209 
You have been asked by your Server management team to provide a list of all Servers that have a "TIER3" Sensor grouping tag.
What method will allow you to export a .csv file with the results?

A. On the Host dashboard select the OS platform - Server, and the Tag - SensorGroupingTags/ TIER3, then export the
results
B. On the Host management page filter by OS Version - Server, and Tags - SensorGroupingTags/ TIER3, then export the
results
C. On the Host management page filter by Type - Server, and Tags - SensorGroupingTags/ TIER3, then export the results
D. On the Host management page filter by Platform - Server, then export the results

Answer: C

NEW QUESTION # 210 
What is the purpose of precedence with respect to the Sensor Update policy?

A. Hosts assigned to multiple policies will assume the lowest ranked policy in the list (policy with the highest number)
B. Hosts assigned to multiple policies will assume the highest ranked policy in the list (policy with the lowest number)
C. Precedence applies to the Prevention policy and not to the Sensor Update policy
D. Precedence ensures that conflicting policy settings are not set in the same policy

Answer: B

Explanation:
The purpose of precedence with respect to the Sensor Update policy is that hosts assigned to multiple policies will assume the
highest ranked policy in the list (policy with the lowest number).
This means that if a host belongs to more than one group that has different Sensor Update policies assigned, it will use the policy that
has the highest precedence (lowest number) among them. The other options are either incorrect or not related to precedence.

NEW QUESTION # 211 
What are custom alerts based on?

A. Custom workflows
B. Custom event based triggers
C. User defined Splunk queries
D. Predefined alert templates

Answer: D

Explanation:



Scheduling a Custom Alert for your environment consists of three steps: choosing the template you'd like to configure, previewing the
search results, then scheduling the alert. Use Custom Alerts to configure email alerts using predefined templates so you're notified
about specific activity in your environment. When an alert runs and finds results, it sends an email to specified recipients instead of
generating a new detection. Custom Alerts let you set up email alerts based on predefined templates that cover a wide range of
topics including Real Time Response session initiation, host containment, OS security settings, and more that are not yet covered by
notification workflows.

NEW QUESTION # 212 
The Falcon sensor uses certificate pinning to defend against man-in-the-middle attacks. What must you ensure is disabled for the
sensor to communicate with the CrowdStrike Cloud?

A. Deep packet inspection
B. NMAP scanning
C. TCP inspection
D. Proxy information

Answer: A
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