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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q143-Q148):

NEW QUESTION # 143

Acnre Inc. has engaged a third party vendor to provide 99.999% up-time for their online web presence and had them contractually
agree to this service level agreement.

‘What type of risk tolerance is Acme exhibiting?

A. low risk-tolerance

B. high risk-tolerance

C. medium high risk-tolerance
D. moderate risk-tolerance

Answer: A
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NEW QUESTION # 144

You are the CISO of a commercial social media organization. The leadership wants to rapidly create new methods of sharing
customer data through creative linkages with mobile devices. You have voiced concern about privacy regulations but the velocity of
the business is given priority. Which of the following BEST describes this organization?

A. Risk averse

B. Risk tolerant

C. Risk conditional
D. Risk minimal

Answer: B

Explanation:

* A risk-tolerant organization is willing to accept higher levels of risk to achieve strategic objectives, such as rapid innovation or
aggressive market positioning.

* In this scenario, the organization prioritizes business velocity and innovation over concerns about compliance with privacy
regulations, demonstrating a tolerance for potential risks.

Why Other Options Are Incorrect:

* A. Risk averse: A risk-averse organization would avoid actions that increase exposure to privacy regulations.

* C. Risk conditional: This would apply if the organization only accepted risks under specific conditions or constraints, which is not
evident here.

* D. Risk minimal: A risk-minimal organization would take steps to limit risks significantly, contrary to prioritizing business velocity
over privacy.

EC-Council CISO Reference:The program enphasizes understanding an organization's risk tolerance as part of effective risk
management and decision-making processes.

NEW QUESTION # 145
From an information security perspective, information that no longer supports the main purpose of the business should be:

A. assessed by a business impact analysis.

B. analyzed under the data ownership policy

C. analyzed under the retention policy.

D. protected under the information classification policy

Answer: C

Explanation:
Explanation

NEW QUESTION # 146
An organization licenses and uses personal information for business operations, and a server containing that information has been
compromised. What kind of law would require notifying the owner or licensee of this incident?

A. Security incident disclosure

B. Special circunstance disclosure
C. Data breach disclosure

D. Consumrer right disclosure

Answer: C

Explanation:

Data Breach Notification Laws:

* Many jurisdictions mandate disclosure of data breaches to affected parties, including licensees and owners of personal information.
Exanples include GDPR, HIPAA, and state-level laws like the California Consurer Privacy Act (CCPA).

Purpose of Notification Laws:

* These laws aimto ensure transparency, protect consumer rights, and enable affected parties to take preventive actions.
Supporting Reference:

* The CCISO framework highlights the importance of compliance with breach notification laws to avoid legal penalties and maintain



organizational trust.

NEW QUESTION # 147
The PRIMARY objective of security awareness is to:

A. Meet legal and regulatory requirements.

B. Ensure that security policies are read.

C. Put employees on notice in case follow-up action for noncompliance is necessary
D. Encourage security-conscious employee behavior.

Answer: D

NEW QUESTION # 148
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