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NEW QUESTION # 26
Refer to the exhibit.
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What is the Group: FortiSIEM Analysts value referring to?

e A LDAP user group

¢ B. FortiSIEM organization group

¢ C. Windows Active Directory user group
e D. CMDB user group

Answer: D
Explanation:

In FortiSIEM, the value Group: FortiSIEM Analysts under the User attribute refers to a CMDB user group. These groups are
defined within FortiSIEM's CMDB and used to logically organize users for analytics, correlation rules, and reporting,

NEW QUESTION # 27
Refer to the exhibit.
Source IP | Reporting IReMﬂEE I EeEE I ‘User | Application
Device IP Type Category
15.2.34 FWO01 10.1.1.1 .. Logon Mike DB
21.34.5 FWO02 10.1.1:2 | Logon Bob WebApp
14.12.3.1 FWO01 10.1.1.1 Logon Alice SSH
192.168.1.5 FWO3 10.1.1.3 Logon Alice DB
10.1.1.1 FWO1 10.1.1.1 Logon Bob DB
123.123.1.1 FW04 10.1.1.4 Logon Mike SSH
If'you group the events by Reporting Device, Reporting IP, and Application Category, how many results will FortiSIEM display?
e A Six
e B. Five
e C.Two
e D. Four
e E Orne
Answer: B

Explanation:



Grouping by Reporting Device, Reporting IP, and Application Category yields five unique tuples: (FWO01, 10.1.1.1, DB), (FW02,
10.1.1.2, WebApp), (FWO01, 10.1.1.1, SSH), (FW03, 10.1.1.3, DB), and (FW04, 10.1.1.4, SSH).

NEW QUESTION # 28

Refer to the exhibit.

Incident Details

Incident ID :
Incident Title :
Rule Name :

Event Type :
Severity Category :
First Occurred :
Last Occurred :
Category :
Subcategory :
Tactics :

Technique :
Organization :
Reporting :
Reporting IP :
Reporting Device Status :

Target ¢

Count :
Incident Status :
Cleared Reason :

Cieared Time :

A Server Disk Latency C:\ Critical on THREATSOCDC

1984

Server Disk Latency C:\ Critical on THREATSOCDC
Server Disk Latency Critical
PH_RULE_SERVER_DISK_LATENCY_CRIT
ok

33 Mminutes ago (Jan 15 2025, 08:07:15 AM)

33 Minutes ago (Jan 15 2025, 08:07:15 AM)
Performance

Impact

Impact

Endpoint Denial@f Service: OS Exhaustion Flood
Super

&) WIN-RAQBSNWBOVY

€D 1014433

Pending

€D 10.1.1.33
THREATSOCDC

: Disk Name: C:\

Disk Read Latency ms: 100.03ms

Disk Write Latency ms: 1ms
1
Auto Cleared

Rule has not been triggered for 20 minutes

How was this incident cleared?

A. The endpoint was rebooted and sent an all-clear signal to FortiSIEM.

B. The incident was cleared automatically by the rule.
C. The analyst manually cleared the incident from the incident table.
D. FortiSIEM cleared the incident automatically after 24 hours.

Answer: B

Explanation:
The Incident Status shows "Auto Cleared", and the Cleared Reason states: "Rule has not been triggered for 20 minutes." This
indicates that the incident was automatically cleared by the rule logic after a defined period of inactivity.



NEW QUESTION # 29
Refer to the exhibit.
Incident generator window

Generate Incident for: Logon Failure x
Incident Attributes: Event Attribute Subpattern Filter Attribute Row
Source IP - Logon_Fail v Source IP b [+] -]
Destination IP =  Logon_Fail ~ __Destination IP - 0 @
User = Logon_Fail - User w o [-]

Insert Attribute: Destination [P v 4

Incident Title: Suser from SsrcipAddr failed to logon td SdestipAddr

Triggered Attributes: Available: Search. 733 » Selected:
WLAHN Interface Interefence Index - Event Receive Time
Execute ThreadPeak Event Type
Session Process Time ms ¢ Reporting IP
Tomcat'manager Check Frequency - Raw Event Log

Printer Current Supply Level

Printer Supply HName

An analyst is trying to generate an incident with a title that includes the Source IP, Destination IP, User, and Destination Host Name.
They are unable to add a Destination Host Name as an incident attribute.

‘What must be changed to allow the analyst to select Destination Host Name as an attribute?

A. The Destination Host Name must be selected as a Triggered Attribute.

B. The Destination IP Event Attribute must be removed.

C. The Destination Host Name must be added as an Event type in the FortiSIEM.
D. The Destination Host Name must be set as an aggregate item in a subpattern.

Answer: A

Explanation:
For an attribute like Destination Host Name to be used in the incident title, it must first be included in the Triggered Attributes list.
Only attributes listed there are available for substitution in the title template (e.g., $destlpAddr, $srclpAddr).

NEW QUESTION # 30
Refer to the exhibit.



Source IP Reporting | Reporting

RTINETe | *

15.2.3.4 FWO1 101141
21.34.5 FWO01 104.1.1
14.12.3.1 EWQO1 10.1.1.1
192.168.1.5 FWO01 10:71.1.1
10.3:1. FWO01 10:1.1.1
123.123:1.1 FWO01 10:1.4.1

If you group the events by User, Source IP, and Count attributes, how many results will FortiSIEM display?

A. Three
B. Five
C. Two
D. Six
E. Four

Answer: D

Explanation:
Grouping by User, Source IP, and Count means that each unique combination of those three attributes will be treated as a separate
result. In the table, all six rows have distinct combinations of User, Source IP, and Count - so FortiSIEM will display 6 results.

NEW QUESTION # 31
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