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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Topic 2

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Topic 3

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 4

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 5

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q12-Q17):
NEW QUESTION # 12 
Refer to the exhibit. Which two statements are true about the routing entries in this database table? (Choose two.)
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A. All of the entries in the routing database table are installed in the FortiGate routing table.
B. Both default routes have different administrative distances.
C. The port2 interface is marked as inactive.
D. The default route on port2 is marked as the standby route.

Answer: B,D

Explanation:
The default route via port2 has the same prefix as the route via port1 but a higher administrative distance [20/0]vs[10/0] and is not
marked with ">" or "*". This indicates it is kept as a standby/backup route, to be used only if the better route via port1 fails.
The two static default routes clearly show different administrative distances in the brackets: [20/0] for port2 and [10/0] for port1,
confirming that their administrative distances are different.

NEW QUESTION # 13 
Refer to the exhibit.



The exhibit shows the FortiGuard Category Based Filter section of a corporate web filter profile.
An administrator must block access to download.com, which belongs to the Freeware and Software Downloads category. The
administrator must also allow other websites in the same category.
What are two solutions for satisfying the requirement? (Choose two.)

A. Configure a separate firewall policy with action Deny and an FQDN address object for*.download.com as destination
address.
B. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.
C. Set the Freeware and Software Downloads category Action to Warning.
D. Configure a web override rating for download.com and select Malicious Websites as the subcategory.

Answer: A,B

Explanation:



Creating a static URL filter to block download.com specifically allows blocking that site without affecting the entire category.
Using a separate firewall policy with a Deny action for an FQDN address object matching download.com can also block the site
while allowing others in the same category.

NEW QUESTION # 14 
Refer to the exhibit.

As an administrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown
in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

A. There is a no firewall policy configured with an IPS security profile.
B. Administrator entered the command diagnose test application ipsmonitor 99.
C. Administrator entered the command diagnose test application ipsmonitor 5.
D. FortiGate entered into IPS fail open state.

Answer: A

Explanation:
The output shows the IPS engine count as 0, indicating no active IPS engines are running. This typically means no firewall policy is
referencing the IPS security profile, so the IPS profile is not being applied or triggered.

NEW QUESTION # 15 
Refer to the exhibits. Based on the current HA status, an administrator updates the override and priority parameters on HQ-
NGFW-1 and HQ-NGFW-2 as shown in the exhibit.



What would be the expected outcome in the HA cluster?

A. HQ-NGFW-2 will take over as the primary because it has the override enable setting and higher priority than HQ-
NGFW-1.
B. HQ-NGFW-1 will synchronize the override disable setting with HQ-NGFW-2.
C. The HA cluster will become out of sync because the override setting must match on all HA members.
D. HQ-NGFW-1 will remain the primary because HQ-NGFW-2 has lower priority.

Answer: A

Explanation:
With override enabled on HQ-NGFW-2 and its higher priority (110 vs. 90), HQ-NGFW-2 will become the primary device,
preempting HQ-NGFW-1 despite the current primary status.

NEW QUESTION # 16 
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.



Based on the exhibit, which statement is true?

A. The d-wan zone cannot be deleted.
B. The virtual-wan-link zone contains no member.
C. The d-wan zone contains no member.
D. The underlay zone contains port1 and port2.

Answer: C

Explanation:
The "d-wan" zone in FortiGate SD-WAN configuration is the default SD-WAN zone created when SD- WAN is enabled. This
zone contains all the interfaces assigned to SD-WAN and is essential for the functionality of the SD-WAN feature. The "d-wan"
zone cannot be deleted because it is required for SD-WAN operations. Option A is incorrect because the underlay zone does not
contain port1.

NEW QUESTION # 17
......
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