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Broad network access - Angwer-Thend should never be network Dindwidth botlkenecks
On-demand services - Answer-Refers (o the model thal allows customers (o scale their
compule andior storage neads with little or no intervention from or prior communécation
with the provider

Resowrca pooling - Answer-Charactoristic that afiows the cloud provider lo meet various
demands from cuslomers whie remalning financially visble.

megsured/malared sendcs - Answer-The customer s chamged for only what they usse
and nothing mone

Businass Impact Analysis (BIA) - Answer-An assessment of the priorities given to each
assel and process within the organization

persanally identifiable information (PI) - Answer-Under cumrent laws, no cloud cusiomer
can transfar risk or Habdity associated with the inadvertent or maliciows disclosure of
<blank>

Elmsticity - Answer-This is the flaxibsity of allocating resources as needed for immediate
usage, nstead of purchasing resources according to olher vanables

Simplicity - Answar-Usage and administration of cioud senvices ought to be transparent
to cloud customers and ysers; from thelr parspective, 8 digital dala senvice is paid for
and can be usad, with very litthe additional inpul ather than what I3 necessary o perform
ther dulies

Scalabildy - Answer-The organization's computing neads won't remain stalic: there will
be new (and hopefully morej users, customens, and data as (he organization conlinually
mafures

Infrastructure 85 a Sarvice (laaS) - Answar-The most basic of cloud servica offarings,

<blank> allows the cusiomer (o install all software, including operating systems (OSs)
on hardware housed and connected by the cloud wendor,

Platlorm as a Sesvice (Paas) - Answer-<Blank> conlaing everylhing included In 1aas,
with the addition of OSs,

Software as a Service (Saa5) - Answer-The cloud vendor bacomes responsibla for
administering, patching, and updating software as well
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WGU Managing Cloud Security (JY02) Sample Questions (Q33-Q38):

NEW QUESTION # 33

An organization is implementing a new hybrid cloud deployment and wants all employees to provide a username, password, and
security token before accessing any of the cloud resources. Which type of security control is the organization leveraging for its
employees?

A. Access control list (ACL)

B. Web application firewall (WAF)
C. Authorization

D. Authentication

Answer: D

Explanation:

The requirement for a username, password, and security token describesauthentication-the process of verifying the identity of a user.
By requiring multiple factors (something you know + something you have), the organization is implementing multifactor authentication
(MFA).

Authorization defines what resources a user can access after authentication. WAF's protect web applications, and ACLs specify
rules for allowed or denied traffic, but neither validate user identity.

Authentication ensures that only legitimate users gain access to cloud resources. In hybrid environments, MFA is a strong safeguard
against credential theft and phishing attacks, providing assurance that identities are genuine before authorization decisions are made.

NEW QUESTION # 34

An organization is considering using vendor-specific application programming interfaces (APIs) and internal tools to set up a new
service. However, the engineers are against this plan and are advocating for a new policy to prevent issues that could arise. Which
common concern in cloud applications are the engineers concerned about?

A. Availability
B. Portability
C. Reliability
D. Scalability

Answer: B

Explanation:

The engineers are concerned aboutportability. Vendor-specific APIs and tools create a dependency on a single provider, leading to
vendor lock-in. This limits the ability to migrate services or workloads to another provider without significant rework.

Reliability and availability refer to service uptime and continuity, while scalability addresses performance under demand. Although
important, none of these directly relate to cross-platform flexibility. Portability ensures that services, data, and applications can be
easily moved or integrated across environments.

By adopting portable solutions-such as open standards, containerization, and multi-cloud strategies- organizations reduce long-term
risks, increase negotiation power with providers, and enhance resilience.

NEW QUESTION # 35
Which tool provides a dedicated environment to contain and analyze malware?

A. Controller
B. Gateway
C. Encryption
D. Sandbox

Answer: D

Explanation:
Asandboxis a controlled, isolated environment used to safely run, observe, and analyze potentially malicious code. In cybersecurity,



sandboxes allow analysts to execute malware samples without risking contamination of production systens. This enables
identification of malware behavior, persistence techniques, and indicators of compromise.

Encryption protects confidentiality, but does not allow safe execution. Gateways control traffic flow, and controllers manage devices
or workloads. Only a sandbox provides the dedicated containment required for malware analysis.

In cloud environments, sandboxing is often implemented at scale to analyze suspicious files or traffic automatically. This practice
enhances defenses against zero-day exploits, advanced persistent threats, and polymorphic malware. By preventing malware from
escaping, sandboxes provide essential forensic and detection insights without endangering the wider environment.

NEW QUESTION # 36
A security analyst is tasked with compiling a report of all people who used a system between two dates. The thorough report must
include information about how long and how often the system was used. Which information should the analyst ensure is in the report?

A. Environmental errors and 802.1x logs
B. User identifications and access timestamps
C. User commands and error timestamps
D. Informational logs and message of the day

Answer: B

Explanation:

To provide a comprehensive report of system usage, the most important elements are user identifications (IDs) and access
timestamps. These data points record who accessed the system, at what time, and for how long. Together, they allow the analyst to
determine frequency and duration of use, which is essential for both operational auditing and security oversight.

Other options, such as nformational logs or error logs, may provide context but do not directly answer the requirement of identifying
users and usage patterns. For instance, 802.1x logs are related to network authentication, while commands or error timestamps
reveal activity details but not the overall access history.

Collecting and analyzing IDs and timestamps supports compliance with regulatory frameworks like ISO

27001 and SOC 2, which require clear audit trails. It also provides accountability and supports investigations in case of unauthorized
access or misuse. By including these elements, the analyst ensures the report meets internal and external requirements for system
monitoring,

NEW QUESTION # 37
An organization is considering a cloud provider that has multivendor pathway connectivity. What does this feature provide?

A. Connections to several electric providers that are not on the same grid

B. Contracts with heating, ventilation, and air conditioning (HVAC) providers
C. Connections to several internet service providers

D. Contracts with fuel providers

Answer: C

Explanation:

Multivendor pathway connectivityrefers to a cloud provider's ability to maintain connections with multiple internet service providers
(ISPs). This ensures redundancy and reduces the risk of outages due to a single ISP failure.

Electric providers, fuel vendors, and HVAC contracts support facility resilience, but they are not directly tied to connectivity. The
purpose of multivendor pathways is specifically to guarantee uninterrupted network access and resilience for customer workloads.
By maintaining ISP redundancy, cloud providers improve availability and meet SLA commitments. This capability is especially
critical for enterprises requiring high uptime or operating in regions where connectivity disruptions are common. It also provides
flexibility in bandwidth management and routing optimization.

NEW QUESTION # 38
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