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Microsoft MD-102 Exam Syllabus Topics:

Topic Details

¢ Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various

Topic 1 . > - .
opre devices. It also covers methods to ensure that they meet organizational policies and security standards.

e Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
Topic 2 security and management of device updates by using Intune.
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¢ Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
Topic 3 devices to Microsoft Intune.

¢ Manage applications: This section covers skills to manage application implementation, manage updates,
Topic 4 and manage performance to support the performance of users to meet the needs of business organizations.

>>New MD-102 Exam Review <<

New MD-102 Exam Review Pass Certify| Efficient MD-102 Formal Test:
Endpoint Administrator

‘When preparing for the MD-102 exam, a good source of information is what candidates need most, and the price of the materials is
one of the important factors to be considered when a candidate choosing. In contrast to most exam preparation materials available
online, our MD-102 exam materials of VCEPrep can be obtained at a reasonable price so that each candidate who prepares to take
the MD-102 exam can afford it. It will not let any one of the candidates be worried about the price issue, and its quality and
advantages exceed all our competitors' similar products. We will never reduce the quality of our MD-102 Exam Questions because
the price is easy to bear by candidates and the quality of our exam questions will not let you down. They will prove the best choice
for your time and money.

Microsoft Endpoint Administrator Sample Questions (Q247-Q252):

NEW QUESTION # 247

You implement the planned changes for Connection] and Connection2

How many VPN connections will there be for User] when the user signs into Device 1 and Devke2? To answer select the
appropriate options in the answer area.

NOTE; Each correct selection is worth one point.
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Explanation

Graphical user interface, table Description automatically generated


https://www.vceprep.com/MD-102-latest-vce-prep.html
https://www.passtestking.com/exam/MD-102

Topic 1, Case Study Contoso, Ltd.Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York.

Contoso has a Microsoft 365 E5 subscription.

Network Environment

The network contains an on-premises Active domain named Contoso.com The domain contains the servers shown in the following
table.

Name Operating system Role
DC1 Windows Server 2019 | Doman controller
Server1 Windows Sérver 2016 | Member server
Server2 Windows mw—mmr

Contoso has a hybrid Azure Active Directory (Azure AD) tenant named Contoso.com
Contoso has a Microsoft Store for Business instance.

Users and Groups

The Contoso.com tenant contains the users shown in the following table.

Name Azure AD role wm()ftmm

Jusiness role
User1 | Cloud device administrator Basic Purchaser GroupA
User2 | Azure AD joined device local Device Guard signer | Group
administrator
Userd | Global reader Purchaser GroupA, GroupB
Userd | Global adminsstrator None Group1

All users are assigned a Microsoft Office 365 license and an Enterprise Mobility + Security E3 license.
Enterprise State Roaming is enabled for Group1 and GroupA.
Group and Group have a Membership type of Assign

Devices
Contoso has the Windows 10 devices shown in the following table.
Hame Type Member of
Devicel | Corporate-owned | Group! Detsult
Device2 | Corporate-owned | Groupl, Group2 | Tag2
Deviced | Personally-owned | Group1 Tagl
Deviced | Personally-owrsd )| Gr | Tag2
DeviceS | Corporate onned Gr%% Viicrd _‘i;al‘j"ﬁ

The Windows 10 devices are joined to Azure AD and enrolled in Microsoft intune.
The Windows 10 devices are configured as shown in the following table.



Name BitLocker Drive Encryption | Secure Boot | VPN connection
(BitLocker)
Devicel  IYes =~~~ .« ND,% JVPNT
Device2 Yes Yes VPN, VPN3
Device3 No | No VPN3
Deviced No I, 4 LYes None
DeviceS | Yes L s e LG None

All the Azure AD jomed devices have an executable file named C:\AppA.exe and a folder named D:\Folder 1.
Microsoft Endpoint Manager Configuration

Microsoft Endpoint Manager has the compliance policies shown in the following table.

The Conpliance policy settings are shown in the following exhibit.

5 Device Comphance Po which 15 reflected m dewce

C ompliant

The Autormatic Enrolment settings have the following configurations:

* MDM user scope GroupA

* MAM user scope: GroupB

You have an Endpoint protection configuration profile that has the following Controlled folder access settings:
* Name: Protectionl

* Folder protection: Enable

* List of apps that have access to protected folders: CV\AppA.exe

* List of additional folders that need to be protected: D:\Folderil

* Assignments

Windows Autopilot Configuration



Create protile

' Ba v t-of-box expenence BE v/ Assignment o Review + create

Wmmary

Ba:

Out-of-box experience (OOBE)

Currently, there are no devices deployed by using Window Autopilot

The Intune connector tor Active Directory is installed on Server 1.

Planned Changes

Contoso plans to implement the following changes:

* Purchase a new Windows 10 device named Device6 and enroll the device in Intune.

* New computers will be deployed by using Windows Autopilot and will be hybrid Azure AO joined.
* Deploy a network boundary configuration profile that will have the following settings:

* Name Boundary 1

* Network boundary 192.168.1.0/24

* Scope tags: Tag 1

* Assigniments;

* included groups: Group 1. Group2

* Deploy two VPN configuration profiles named Connection! and Connection that will have the following settings:
* Name: Connection 1

* Connection name: VPNI

* Connection type: L2TP

* Assignments:

* Included groups: Group1. Group2, GroupA

* Excluded groups: -

* Name: Connection

* Connection name: VPN2

* Connection type: IKEv2 1 Assignments:

* included groups: GroupA

* Excluded groups: GroupB

* Purchase an app named App! that is available in Microsoft Store for Business and to assign the app to all the users.
Technical Requirements

Contoso must meet the following technical requirements:



* Users in GroupA must be able to deploy new conputers.
* Admmistrative effort must be minimized.

NEW QUESTION # 248

You have a Microsoft 365 ES subscription.

You use Microsoft Intune to manage Windows 365 Cloud PC devices.

You need to deploy a Windows 365 Security Baseline to the Cloud PC devices. The solution must meet the following requirements:
* Block data execution prevention.

* Enable virtualization-based security (V8S) and Secure Boot.

‘What should you configure for the Windows 365 Security Baseline profile? To answer, select the appropriate options in the answer
area.

Answer Area

To block data execution ptmnﬂoﬂ: Microsoft Defender Fll
File Explorer

Microsoft

Microsoft Edge

To enable VBS: Device Guard
Device Guard
Microsoft Defender
System

To block data execution prevention: Microsoft Defender *
File Explorer

Microsoft Defender
Microsoft tdge

To enable VBS: _Desars Gliard -
Dewvice Guard
Microsoft Defender

Mittosoft

NEW QUESTION # 249

You have a Microsoft 365 E5 subscription that contains a group named Group1.

You create a Conditional Access policy named CAPolicyl and assign CAPolicyl to Groupl.

Youneed to configure CAPolicyl to require the members of Group1 to reauthenticate every eight hours when they connect to
Microsoft Exchange Online.

‘What should you configure?

A. an assignment that uses a User risk condition
B. Session access controls

C. Grant access controls

D. an assignment that uses a Sign-in risk condition

Answer: B

Explanation:

User sign-in frequency

Sign-in frequency defines the time period before a user is asked to sign in again when attempting to access a resource.
The Azure Active Directory (Azure AD) default configuration for user sign-in frequency is a rolling window of 90 days.
Sign-in frequency control

Sign in to the Azure portal as a global administrator, security administrator, or Conditional Access administrator.



Browse to Azure Active Directory > Security > Conditional Access.

Select New policy.

Give your policy a name. We recommend that organizations create a meaningful standard for the names of their policies.
Choose all required conditions for customer's environment, including the target cloud apps.

Under Access controls > Session.

Select Sign-in frequency.

Choose Periodic reauthentication and enter a value of hours or days or select Every time.

Save your policy.

NEW QUESTION # 250
You have an Azure AD tenant named contoso.com. You have the devices shown in the following table.

Platform
Windews'1 1
[ Wiridows 10
i05
Ubuntu Linux

Which devices can be Azure AD joined, and which devices can be registered in contoso.com? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Azure ADijpined: | Devicel and Device2 only '\,'ﬂ
Devicel only

Devicel and Device2 only

Devicel and Device3 only
Device1, Device2, and Device3 only
Device1, Device2, Device3, and Device4

Registered in contoso.com: | Devicel and Device2 on A
Device1 and Device2 only

Device2 and Device3 only
Device3 and Deviced only

- ® Device2, Device3, a viced only
M | CEORGEE et

Answer:

Explanation:

MIBYEl MUTa

Azure AD joinéd: | Device1 and Device2 only U

Devicel only
Device1 and Device2 only

Device1, Device2, and Device3 only
Device1, Device2, Device3, and Deviced

Registered in contoso.com: | Devicel and Device2 on ¥ |
Device1 and Device2 only

(S e — ey

Device2 and Device3 only

. » Device3 and Deviced only
m Microsottoe.

Explanation:
Answer Area . Ngm N
E bmi\ Joined: | Dewvicel and Device2 only hed
ap‘egistefed in contoso.com:  Devicel and Device2 only v
p ad




NEW QUESTION # 251
You have a Microsoft 36S subscription, use Microsoft Intune. and have the users shown in the following table.

Name | Member of
User1 | Group:_‘l .

[ User2> | Norié
User3 | Neae. . ..,

You create a policy set named Set1 as shown in the exhibit. (Click the Exhibit tab.)

Dence configuration profiles (1)

Mame Platform Profile Type

ConbguatienPrefile] Wnsiows 10 and laber Dz restmcicns

e complance pobcees (1

Hame Platform Policy Type

ComphandsPolicy Wndowd. 10 80d liter Windows I snd Liter o

Device enroliment L4

Wi SUBEEE Al Digihlell

No result =I:| MiCI’DSOf

Envcliment tiatus pages

Mob refts

Operating system | User
Windows 10 Giv User?
Window ¥ User2
Andy@é__ User3
= IVITCTOS0TT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth on* point.

ruBWEr Fawe

Statements Yes No

If User1 signs in to Devicel, Devicel will have both EobfigurationProfile1 and @]
CompliancePolicy1 assigned.

If User2 signs in to Device2nDevice2will have both ConligurationProfile! and )
CompliancePolicy liassigned.

If User3 signs.in to Déviced! Deviced will have both Con|i=|ionPrM w ro S Oft 0 0

ComplianeePolicy1 assianed.

Answer:
Explanation:
_ m Microsoft

If User1 signs in to Device1, Device? will have both ConfigurationProfile1 and
CompliancePolicy1 assigned.

If User2 signs in 10 Deyide2) Device2Zudll have both ConligurationProfile1 and
CompliancePolicy1 assigned,

If Userd signs in to Device3, Device will have both ConfigurationProfile and
CompliancePolicy1 assigned.

Explanation:



Answer Area
T
VG

If User1 signs in to Device1, Device1 will hawe both ConfigtrationProfile1 and

Statements

CompliancePolicy1 assigned.

If User2 signs in 1o.Detice 2, Device2udll have both ConfigurationProfile1 and

CompliangePol ity 1,885 gned.

if User3 s gns in 10 Device, Device3 will have both ConfigurationProfile1 and
ComphiancePolicy1 assigned.

NEW QUESTION # 252
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free if you choose to use the PDF version.
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