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CompTIA Network+ Certification Exam Sample Questions (Q81-Q86):

NEW QUESTION # 81
An organization has a security requirement that all network connections can be traced back to a user. A network administrator
needs to identify a solution to implement on the wireless network. Which of the following is the best solution?

e A. Configuring acaptive portal for users
¢ B. Implementingenterprise authentication
e (. Requiring theuse of PSKs
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¢ D. Enforcing wired equivalent protection
Answer: B

Explanation:

Enterprise authentication (such as WPA2-Enterprise) utilizes unique credentials for each user, typically integrating with an
authentication server like RADIUS. This allows for tracking and logging user activity, ensuring that all connections can be traced
back to individual users. PSKs (Pre-Shared Keys) are shared among users and do not provide individual accountability. Captive
portals can identify users but are less secure than enterprise authentication, and Wired Equivalent Privacy (WEP) is outdated and not
recommended for security purposes.

Reference:

CompTIA Network-+ materials highlight enterprise authentication methods as the preferred solution for secure and accountable
wireless network access.

NEW QUESTION # 82

An organizatin is struggling to get effective coverage using the wireless network. The organization wants to implement a solution that
will allow for continous connectivity anywhere in the facility.

Which of the following should the network administ rator suggest to ensure the best coverage?

A. nl Changing the current frequency of the WI-FI

B. Deploying a mesh network in the building

C. Inplementing additional ad hoc access points

D. Providing more Ethernet drops for user connections

Answer: B

NEW QUESTION # 83
What type of attack allows an attacker to send traffic nto another VLAN without authorization?

A. VLAN hopping
B. DNS poisoning
C. MAC flooding
D. ARP spoofing

Answer: A

Explanation:

VLAN hopping allows an attacker to send traffic into another VLAN without authorization, often by impersonating a switch and
negotiating a trunk link. This lets the attacker traverse into normally inaccessible VLANSs.

* A. MAC flooding disrupts switch operations but does not cross VLANS.

* B. DNS poisoning corrupts name resolution.

* D. ARP spoofing reroutes local traffic but doesn't grant VLLAN traversal.

References (CompTIA Network+ N10-009):

* Domain: Network Security - VLAN attacks, unauthorized lateral movement.

NEW QUESTION # 84

A network engineer is troubleshooting connectivity for a newly installed server on an existing VLAN. The engineer reviews the
following output:

C:> ipconfig

IP Address: 192.168.100.225

Mask: 255.255.255.224

Gateway: 192.168.100.254

Router# show ip route

C 192.168.100.0/24 is directly connected, GigabitEthernet0/0

Which of'the following describes the issue?

e A. The DHCP address pool is exhausted
e B. The router is missing a default route



e C. There is a duplicate IP address on the network
o D. The server has an incorrect subnet mask

Answer: D

Explanation:

The server's subnet mask is 255.255.255.224 (/277), which covers IPs from 192.168.100.224 to

192.168.100.255. However, the router only recognizes 192.168.100.0/24, indicating a mismatch between the server's subnet and
the router's network.

Correct mask for the /24 network is 255.255.255.0, allowing 256 IPs from 192.168.100.0 to 192.168.100.255.

This mismatch would result in routing issues, especially with the gateway outside of the subnet range.

# Reference:

CompTIA Network+ N10-009 Official Objectives: 5.2 - Given a scenario, troubleshoot common wired connectivity issues.

NEW QUESTION # 85

A network administrator needs to assign IP addresses to a newly installed network. They choose

192.168.1.0/24 as their network address and need to create three subnets with 30 hosts on each subnet. Which of the following is a
valid subnet mask that will meet the requirements?

A. 255.255.255.128
B. 255.255.255.240
C.255.255.255.192
D. 255.255.255.224

Answer: C

Explanation:

To create three subnets with at least 30 hosts each:

Subnet Calculation: Each subnet must support 32 addresses (30 usable + 2 reserved for network and broadcast).
Bits for Subnets: Subnet mask 255.255.255.192 (/26) provides 64 addresses per subnet (4 subnets total).

Valid Subnets: Each subnet provides sufficient IPs to meet the requirement.

NEW QUESTION # 86
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