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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q110-Q115):
NEW QUESTION # 110 
Refer to the exhibit.
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An administrator is using DNAT to map two servers to a single public IP address. Traffic will be steered to the specific server based
on the application, where Host A (10.1.1.100) receives HTTP traffic and HOST B (10.1.1.101) receives SSH traffic.) Which two
security policy rules will accomplish this configuration? (Choose two.)

A. Untrust (Any) to Untrust (10.1.1.1), ssh -Allow
B. Untrust (Any) to DMZ (10.1.1.100.10.1.1.101), ssh, web-browsing -Allow
C. Untrust (Any) to DMZ (10.1.1.1), ssh -Allow
D. Untrust (Any) to DMZ (10.1.1.1), web-browsing -Allow
E. Untrust (Any) to Untrust (10.1.1.1), web-browsing -Allow

Answer: C,D

Explanation:
https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/networking/nat/nat-configuration-examples/destination-nat-
exampleone-to-many-mapping#

NEW QUESTION # 111 
What is considered the best practice with regards to zone protection?

A. If the levels of zone and DoS protection consume too many firewall resources, disable zone protection
B. Set the Alarm Rate threshold for event-log messages to high severity or critical severity
C. Use separate log-forwarding profiles to forward DoS and zone threshold event logs separately from other threat logs
D. Review DoS threat activity (ACC > Block Activity) and look for patterns of abuse

Answer: D

Explanation:
Explanation
The best practice with regards to zone protection is to review DoS threat activity (ACC > Block Activity) and look for patterns of
abuse. This way, you can identify the sources and types of DoS attacks that target your network zones and adjust your zone
protection profiles and policies accordingly1. You can also use the DoS Protection dashboard widget to monitor the number of
sessions that match DoS protection policies2. You do not need to use separate log-forwarding profiles to forward DoS and zone
threshold event logs separately from other threat logs, as you can use a single log-forwarding profile to forward different types of
logs to different destinations3. You should not disable zone protection if the levels of zone and DoS protection consume too many
firewall resources, as this would expose your network zones to potential DoS attacks. Instead, you should optimize your zone
protection profiles and policies to reduce the resource consumption4. You should not set the Alarm Rate threshold for event-log
messages to high severity or critical severity, as this would limit the visibility into DoS attacks that have lower severity levels. Instead,
you should set the Alarm Rate threshold to a value that is appropriate for your network environment and traffic patterns. References:
1:
https://docs.paloaltonetworks.com/best-practices/dos-and-zone-protection-best-practices/dos-and-zone-protection
2:
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/monitoring/use-the-acc-to-monitor-network-activit
3:



https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/monitoring/configure-log-forwarding/log-forwardi
4:
https://docs.paloaltonetworks.com/best-practices/dos-and-zone-protection-best-practices/dos-and-zone-protection
:
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/networking/network-profiles/zone-protection-profi

NEW QUESTION # 112 
What is the name of the debug save file for IPSec VPN tunnels?

A. request vpn IPsec-sa test
B. Ikemgr.pcap
C. test vpn ike-sa
D. set vpn all up

Answer: B

NEW QUESTION # 113 
How does Panorama prompt VMWare NSX to quarantine an infected VM?

A. Syslog Server Profile
B. Email Server Profile
C. HTTP Server Profile
D. SNMP Server Profile

Answer: C

Explanation:
Panorama includes predefined payload formats for threat and traffic logs in the HTTP Server Profile. These payload formats
correspond to predefined security tags in NSX-V. When a guest VM is found in the threat or traffic logs, Panorama makes an API
call to NSX-V Manager telling NSX-V Manager to tag the guest VM with the tag specified in the HTTP Server Profile. When the
guest VM becomes tagged, NSX-V Manager dynamically moves the tagged guest VM into the quarantine security group, which
places the guest VM into the quarantine dynamic address group.
https://docs.paloaltonetworks.com/vm-series/10-0/vm-series-deployment/set-up-the-vm-series- firewall-on-nsx/set-up-the-vm-
series-firewall-on-vmware-nsx/dynamically-quarantine-infected- guests

NEW QUESTION # 114 
If a URL is in multiple custom URL categories with different actions, which action will take priority?

A. Allow
B. Block
C. Override
D. Alert

Answer: B

Explanation:
When a URL matches multiple categories, the category chosen is the one that has the most severe action defined below (block being
most severe and allow least severe).
1 block
2 override
3 continue
4 alert
5 allow
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClsmCAC

NEW QUESTION # 115
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