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Microsoft Cybersecurity Architect Sample Questions (Q204-Q209):

NEW QUESTION # 204

Youneed to recommend an identity security solution for the Azure AD tenant of Litware. The solution must meet the identity
requirements and the regulatory compliance requirements.

What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arca

For the delegated management of users and
groups, use: |AD DS orgafZaticnal units
Azure AD administrative units
Custom Azure AD roles

To ensure that you can perform leaked
credential detection: |Enable password hash synchronization in the Azure AD Connect deployment

Enable Security defaults in the Azure AD tenant of Litware ;
Replace pass-through authentication with Active Directory Federation Services
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Answer:

Explanation:
Answer Area

For the delegated management of users and

groups, use: JAD DS organizational units

|[Azure AD administrative uni

To ensure that you can perform Ieaked
credentral det

“ ble Security defaults in the Azure AD tenant 0 3
Replace pass-through authentication with Active Directory Federation Senvices
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NEW QUESTION # 205

You have a hybrid Azzre AD tenant that has pass-through authentication enabled.

You are designing an identity security strategy.

You need to minimize the impact of brute force password attacks and leaked credentials of hybrid identities.

What should you include in the design? To answer, drag the appropriate features to the correct requirements. Each feature may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Features Answer Area

Azure AD Password Protection For bruteforce password attacks:

Extranet Smart Lockout (ESL) Eor Tealind] cradintiid
or leaked credentials:

Password hash synchronization ‘ ‘ 1¢

Answer:

Explanation:

Features Answer Area

| Azure AD Password Protection ‘ For brute force password attacks: lAzure AD Password Protection I

lExtranet Smart Lockout (ESL) ‘

For leaked credentials: lEmanet Smart Lockout (ESL) |

l Password hash synchronization ‘ [;2 N [ T

NEW QUESTION # 206

Your company has devices that run either Windows 10, Windows 11, or Windows Server.

You are in the process of improving the security posture of the devices.

You plan to use security baselines from the Microsoft Security Compliance Toolkit.

‘What should you recommend using to compare the baselines to the current device configurations?

A. Microsoft Intune

B. Policy Analyzer

C. Local Group Policy Object (LGPO)
D. Windows Autopilot

Answer: B

Explanation:
https:/docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-configuration- framework

NEW QUESTION # 207

You are designing the security standards for containerized applications onboarded to Azure. You are evaluating the use of Microsoft
Defender for Containers.

In which two environments can you use Defender for Containers to scan for known vulnerabilities? Each correct answer presents a
complete solution. NOTE: Each correct selection is worth one point.



A. Linux containers deployed to Azure Container Instances

B. Linux containers deployed to Azure Kubernetes Service (AKS)

C. Windows containers deployed to Azure Kubernetes Service (AKS)
D. Windows containers deployed to Azure Container Registry

E. Linux containers deployed to Azure Container Registry

Answer: B.E

Explanation:

Explanation

httpsz/docs.microsoft.conven-us/learn/modules/design-strategy- for-secure-paas-iaas-saas-services/9-specify-secu
httpsz/docs.microsoft.com/en-us/azure/defender- for-cloud/defender- for-containers-introductior#view-vulnerabil

NEW QUESTION # 208
You receive a security alert in Microsoft Defender for Cloud as shown in the exhibit. (Click the Exhibit tab.)

After remediating the threat wh10h policy definition should you assign to prevent the threat from reoccurring?

A. Storage account public access should be disallowed

B. Azwre Key Vault Managed HSM should have purge protection enabled
C. Storage accounts should prevent shared key access

D. Storage account keys should not be expired

Answer: A

NEW QUESTION # 209
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