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Micro Certified Professional for Deep Security certification is intended for professionals who work with Trend Micro Deep Security
on a regular basis, including security administrators, network engineers, and system administrators. By earning this certification,
professionals can demonstrate their expertise in securing virtual and cloud-based environments and enhance their career prospects in
the field of cybersecurity.

To prepare for the Trend Micro Certified Professional for Deep Security exam, candidates should have a solid understanding of
cybersecurity fundamentals, as well as experience working with Deep Security. Trend Micro offers training courses and resources to
help candidates prepare for the exam, including instructor-led courses, self-paced online courses, and exam preparation guides.
Additionally, there are many third-party resources available, such as study guides and practice exams.

Trend Micro Certified Professional for Deep Security Sample Questions
(Q23-Q28):
NEW QUESTION # 23 
What is the purpose of the Deep Security Notifier?

A. The Deep Security Notifier is a application in the Windows System Tray that com-municates the state of Deep Security
Agents and Relays to endpoint computers.
B. The Deep Security Notifier is a server component used in agentless configurations to allow Deep Security Manager to
notify managed computers of pending updates.
C. The Deep Security Notifier is a application in the Windows System Tray that displays the Status of Deep Security
Manager during policy and software updates.
D. The Deep Security Notifier is a server components that collects log entries from man-aged computers for delivery to a
configured SIEM device.

Answer: A

Explanation:
The Deep Security Notifier is a Windows System Tray application which provides local notification when malware is detected or
malicious URLs are blocked.
It may be installed separately on protected virtual machines, however the Anti-Malware Protection Module must be licensed and
enabled on the virtual machine for the Deep Security Notifier to display information.
The Notifier displays pop-up user notifications when the Anti-Malware module begins a scan, or blocks malware or access to
malicious web pages. The Notifier also provides a console utility that allows the user to view events.
Explication: Study Guide - page (442)

NEW QUESTION # 24 
Which of following statements best describes Machine Learning in Deep Security?

A. Machine Learning is a malware detection technique in which files are scanned based on the true file type as determined by
the file content, not the extension.
B. Machine Learning is a malware detection technique in which the Deep Security Agent monitors process memory in real
time and once a process is deemed to be suspicious, Deep Security will perform additional checks with the Smart Protection
Network to determine if this is a known good process.
C. Machine Learning is malware detection technique in which features of an executable file are compared against a cloud-
based learning model to determine the probability of the file being malware.
D. Machine Learning is malware detection technique in which processes on the protected computer are monitored for actions
that are not typically performed by a given process.

Answer: C

Explanation:
Machine Learning in Trend Micro Deep Security analyzes files by extracting a set of features from an executable file and comparing
those features against a cloud-based machine learning model. This allows the system to determine the probability that the file is
malware before it is allowed to execute, providing advanced protection even for previously unknown threats. This process is distinct
from scanning based on file type, behavioral monitoring, or process monitoring.
Reference:
Trend Micro Deep Security Administrator's Guide, Anti-Malware Module Section



NEW QUESTION # 25 
The Intrusion Prevention Protection Module is enabled, its Behavior is set to Prevent and rules are assigned.
When viewing the events, you notice that one of Intrusion Prevention rules is being triggered and an event is being logged but the
traffic is not being blocked. What is a possible reason for this?

A. The default Prevention Behavior in this particular rule may be set to Detect. This logs the triggering of the rule, but does not
actually enforce the block.
B. The Deep Security Agent is experiencing a system problem and is not processing packets since the
"Network Engine System Failure" mode is set to "Fail Open".
C. The network engine is running in Inline mode. In Inline mode, Deep Security provides no protection beyond a record of
events.
D. The Intrusion Prevention rule is being triggered as a result of the packet sanity check failing and the packet is being allowed
to pass.

Answer: A

Explanation:
If the Intrusion Prevention rule's behavior is set to Detect rather than Prevent, it will log events when the rule is triggered but will not
block the associated traffic. This can happen even if the module's overall setting is Prevent, because individual rules can have their
own behavior configuration.
Reference:
Trend Micro Deep Security Administrator's Guide, Intrusion Prevention Rule Actions Section

NEW QUESTION # 26 
Your VMware environment is configured without using NSX. How can Deep Security provide protection to the virtual images
hosted on your ESXi servers?

A. Without NSX, you will be unable to use Deep Security to protect your virtual machines.
B. Without NSX, you can only enable Anti-Malware and Integrity Monitoring protection on the virtual machines. NSX is
required to support Intrusion Prevention, Firewall and Web Reputation
C. You can install a Deep Security Virtual Appliance on the ESXi server. This will provide agentless support for Anti-
Malware, Intrusion Prevention, Integrity Monitoring, Firewall and Web Reputation.
D. Without NSX, a Deep Security Agent must be installed on each virtual machine hosted on the ESXi server.

Answer: D

Explanation:
In a VMware environment without NSX, agent-based protection is required. This means that the Deep Security Agent must be
installed individually on each VM to provide protection. Agentless protection via the Virtual Appliance is only available in
environments integrated with NSX.
Reference:
Trend Micro Deep Security Administrator's Guide, VMware Integration and Agent Deployment Section

NEW QUESTION # 27 
Which of the following is not an operation that is performed when network traffic is intercepted by the network driver on the Deep
Security Agent?

A. Verify the integrity of the packet to insure the packet is suitable for analysis.
B. Analyze the packet within the context of traffic history and connection state.
C. Verify the packet is not part of a reconnaissance scan used to discover weaknesses on the Deep Security Agent host
computer.
D. Compare the data in the packet against the Anti-Malware Scan Configuration to verify whether any of the data related to
files and folders on the Exclusion list.

Answer: D

NEW QUESTION # 28
......
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