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SISA Certified Security Professional in Artificial Intelligence Sample
Questions (Q43-Q48):

NEW QUESTION # 43
What is a primary step in the risk assessment model for GenAl data privacy?

A. Limiting assessment to model outputs only.

B. Relying on vendor assurances without verification.

C. Conducting data flow mapping to identify privacy risks.
D. Ignoring data sources to speed up assessment.

Answer: C

Explanation:

Risk assessment for GenAl begins with comprehensive data flow mapping, tracing inputs, processing, and outputs to pinpoint
privacy vulnerabilities like unintended data leakage. This step reveals how personal information is handled, enabling classification of
risks under frameworks like GDPR or ISO 27701. It facilitates the identification of controls such as anonymization or consent
mechanisns. In GenAl, where models infer from vast data, this prevents re-identification attacks. Exact extract: "A primary step in
GenAl data privacy risk assessiment is conducting data flow mapping to identify and mitigate privacy risks." (Reference: Cyber
Security for Al by SISA Study Guide, Section on Privacy Risk Models, Page 235-238).

NEW QUESTION # 44
In a financial technology company aiming to implement a specialized Al solution, which approach would most effectively leverage
existing Al models to address specific industry needs while maintaining efficiency and accuracy?

e A Building a new, from scratch Domain-Specific GenAl model for financial tasks without leveraging preexisting models.

e B. Adopting a Foundation Model as the base and fine-tuning it with domain-specific financial data to enhance its capabilities
for forecasting and risk assessment.

e (. Integrating multiple separate Domain-Specific GenAl models for various financial functions without using a foundational
model for consistency

e D. Using a general Large Language Model (LLM) without adaptation, relying solely on its broad capabilities to handle
financial tasks.

Answer: B

Explanation:

Leveraging foundation models like GPT or BERT for fintech involves fine-tuning with sector-specific data, such as transaction logs
or market trends, to tailor for tasks like risk prediction, ensuring high accuracy without the overhead of scratch-building. This
approach maintains efficiency by reusing pretrained weights, reducing training time and resources in SDLC, while domain adaptation
mitigates generalization issues. It outperforms unadapted general models or fragmented specifics by providing cohesive, scalable
solutions.

Security is enhanced through controlled fine-tuning datasets. Exact extract: "Adopting a Foundation Model and fine-tuning with
domain-specific data is most effective for leveraging existing models in fintech, balancing efficiency and accuracy." (Reference: Cyber
Security for Al by SISA Study Guide, Section on Model Adaptation in SDLC, Page 105-108).

NEW QUESTION # 45
What aspect of privacy does ISO 27563 emphasize in Al data processing?

A. Storing all data indefinitely for auditing,

B. Maximizing data collection for better Al performance.
C. Sharing data freely among Al systeis.

D. Consent management and data minimization principles.

Answer: D

Explanation:

ISO 27563 stresses consent management, ensuring informed user agreement, and data minimization, collecting only necessary data
to reduce privacy risks in Al processing. These principles prevent overreach and support ethical data handling, Exact extract: "[SO
27563 emphasizes consent management and data minimization in Al data processing for privacy." (Reference: Cyber Security for Al



by SISA Study Guide, Section on Privacy Principles in ISO 27563, Page 275-278).

NEW QUESTION # 46
An organization is evaluating the risks associated with publishing poisoned datasets. What could be a significant consequence of
using such datasets in training?

A. Tmproved model performance due to higher data volume.

B. Compromised model integrity and reliability leading to inaccurate or biased outputs
C. Enhanced model adaptability to diverse data types.

D. Increased model efficiency in processing and generation tasks.

Answer: B

Explanation:

Poisoned datasets introduce adversarial perturbations or malicious samples that, when used in training, can subtly alter a model's
decision boundaries, leading to degraded integrity and unreliable outputs. This risk manifests as backdoors or biases, where the
model performs well on clean data but fails or behaves maliciously on triggered nputs, compromising security in applications like
classification or generation. For instance, in a facial recognition system, poisoned data might cause misidentification of certain groups,
resulting in biased or inaccurate results. Mitigation involves rigorous data validation, anomaly detection, and diverse sourcing to
ensure dataset purity. The consequence extends to ethical concerns, potential legal liabilities, and loss of trust in Al systens.
Addressing this requires ongoing monitoring and adversarial traning to bolster resilience. Exact extract: "Using poisoned datasets can
compromise model integrity, leading to inaccurate, biased, or manipulated outputs, which undermines the reliability of Al systems
and poses significant security risks." (Reference: Cyber Security for Al by SISA Study Guide, Section on Data Poisoning Risks,
Page 112-115).

NEW QUESTION # 47
What metric is often used in GenAl risk models to evaluate bias?

A. Accuracy rate without considering demographics.

B. Computational efficiency during training,

C. Fairness metrics like demographic parity or equalized odds.
D. Number of parameters in the model.

Answer: C

Explanation:

Bias assessment in GenAl employs fairness metrics such as demographic parity (equal outcomes across groups) or equalized odds
(balanced error rates), quantifying disparities in outputs. These metrics guide debiasing techniques, ensuring ethical Al under risk
models. In applications like hiring tools, they prevent discriminatory generations, aligning with regulatory requirements. Exact extract:
"Fairness metrics like demographic parity are used in GenAl risk models to evaluate and mitigate bias.” (Reference: Cyber Security
for Al by SISA Study Guide, Section on Bias Assessment Metrics, Page 245-248).

NEW QUESTION # 48
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