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GIAC Certified Incident Handler Sample Questions (Q25-Q30):
NEW QUESTION # 25 
Which of the following netcat parameters makes netcat a listener that automatically restarts itself when a connection is dropped?

A. -l
B. -u
C. -L
D. -p

Answer: C

Explanation:
Topic 3, Volume C

NEW QUESTION # 26 
Which of the following penetration testing phases involves reconnaissance or data gathering?

A. Out-attack phase
B. Pre-attack phase
C. Attack phase
D. Post-attack phase

Answer: B

NEW QUESTION # 27 
Which of the following systems is used in the United States to coordinate emergency preparedness and incident management among
various federal, state, and local agencies?

A. US Incident Management System (USIMS)
B. National Emergency Management System (NEMS)
C. National Incident Management System (NIMS)
D. National Disaster Management System (NDMS)

Answer: C

NEW QUESTION # 28 
Which of the following steps of incident response is steady in nature?

A. Containment
B. Eradication
C. Preparation
D. Recovery

Answer: C

NEW QUESTION # 29 
Which of the following types of attacks is often performed by looking surreptitiously at the keyboard or monitor of an employee's
computer?

A. Shoulder surfing attack
B. Buffer-overflow attack
C. Denial-of-Service (DoS) attack
D. Man-in-the-middle attack



Answer: A

NEW QUESTION # 30
......
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