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Microsoft GitHub Advanced Security Sample Questions (Q70-Q75):
NEW QUESTION # 70 
Assuming that notification and alert recipients are not customized, what does GitHub do when it identifies a vulnerable dependency in
a repository where Dependabot alerts are enabled? (Each answer presents part of the solution. Choose two.)

A. It generates a Dependabot alert and displays it on the Security tab for the repository.
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B. It generates Dependabot alerts by default for all private repositories.
C. It consults with a security service and conducts a thorough vulnerability review.
D. It notifies the repository administrators about the new alert.

Answer: A,D

Explanation:
Comprehensive and Detailed Explanation:
When GitHub identifies a vulnerable dependency in a repository with Dependabot alerts enabled, it performs the following actions:
Generates a Dependabot alert: The alert is displayed on the repository's Security tab, providing details about the vulnerability and
affected dependency.
Notifies repository maintainers: By default, GitHub notifies users with write, maintain, or admin permissions about new Dependabot
alerts.
GitHub Docs
These actions ensure that responsible parties are informed promptly to address the vulnerability.

NEW QUESTION # 71 
How do I configure a webhook to monitor key scan alert events? What are the steps of this operation?

A. Configure a webhook to monitor for secret scanning alert events.
B. Enable system for cross-domain identity management (SCIM) provisioning for the enterprise.
C. Document alternatives to storing secrets in the source code.
D. Dismiss alerts that are older than 90 days.

Answer: A,C

Explanation:
To proactively address secret scanning:
Webhooks can be configured to listen for secret scanning events. This allows automation, logging, or alerting in real-time when
secrets are detected.
Documenting secure development practices (like using environment variables or secret managers) helps reduce the likelihood of
developers committing secrets in the first place.
Dismissal based on age is not a best practice without triage. SCIM deals with user provisioning, not scanning alerts.

NEW QUESTION # 72 
Which of the following secret scanning features can verify whether a secret is still active?

A. Branch protection
B. Push protection
C. Validity checks
D. Custom patterns

Answer: C

Explanation:
Validity checks, also called secret validation, allow GitHub to check if a detected secret is still active. If verified as live, the alert is
marked as "valid", allowing security teams to prioritize the most critical leaks.
Push protection blocks secrets but does not check their validity. Custom patterns are user-defined and do not include live checks.

NEW QUESTION # 73 
If notification and alert recipients are not customized, which users receive notifications about new Dependabot alerts in an affected
repository?

A. Users with Write permissions to the repository
B. Users with Admin privileges to the repository
C. Users with Maintain privileges to the repository
D. Users with Read permissions to the repository



Answer: A

Explanation:
By default, users with Write, Maintain, or Admin permissions will receive notifications for new Dependabot alerts. However, Write
permission is the minimum level needed to be automatically notified. Users with only Read access do not receive alerts unless added
explicitly.

NEW QUESTION # 74 
Which of the following features helps to prioritize secret scanning alerts that present an immediate risk?

A. Push protection
B. Custom pattern dry runs
C. Secret validation
D. Non-provider patterns

Answer: C

Explanation:
Secret validation checks whether a secret found in your repository is still valid and active with the issuing provider (e.g., AWS,
GitHub, Stripe). If a secret is confirmed to be active, the alert is marked as verified, which means it's considered a high-priority issue
because it presents an immediate security risk.
This helps teams respond faster to valid, exploitable secrets rather than wasting time on expired or fake tokens.
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