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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q35-Q40):
NEW QUESTION # 35 
What command can be run to show which SGM is selected to receive traffic?

A. dxl calc
B. asg calc
C. g_tcpdump
D. asg monitor

Answer: B

Explanation:
Explanation
The asg calc command is a tool to show which SGM is selected to receive traffic based on the distribution mode and the packet
parameters. It takes the port number, the source IP, the destination IP, and optionally the source port and the destination port as
arguments and returns the SGM ID and the hash value. For example, asg calc 1 10.0.0.1 20.0.0.2 1234 80 will show which SGM
will receive the traffic from 10.0.0.1:1234 to
20.0.0.2:80 on port 1.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using theCommand Line Interface and WebUI,
Lesson 4.1: asg calc, page 4-5
*Check Point R81 Maestro Administration Guide, Chapter 4: Using the Command Line Interface and WebUI, Section: asg calc,
page 4-5
*asg calc - Check Point Software

NEW QUESTION # 36 
In a Maestro Dual Site environment, what is the definition of the term Standby Site?

A. There is no such thing as an active site. In a Dual Site environment, traffic is load balanced.
B. The Standby Site is the site currently handling the enforcement on traffic passing for a specific SG.Connections are synced
within the SGMs in the Active Site.
C. The Standby Site is the second site to have been defined in the process of configuring the Dual Site environment.
D. The Standby Site is the site that is not handling any traffic for the specific SG, but its connections are synced to its SGMs
from the MHOs to be ready in the event of a failover.

Answer: D

Explanation:
In a Maestro Dual Site environment, the Standby Site is defined as the site that is not currently handling traffic for a specific Security
Group (SG). Instead, it maintains synchronized connections with its Security Group Members (SGMs) via the Maestro Hyperscale
Orchestrators (MHOs), ensuring it is ready to take over in the event of a failover. This setup enhances high availability and disaster
recovery.
Exact Extract:
"In a Maestro Dual Site environment, the Standby Site is the site that is not handling any traffic for the specific Security Group, but its
connections are synced to its Security Group Members (SGMs) from the Maestro Hyperscale Orchestrators (MHOs) to be ready
in the event of a failover. This ensures high availability and seamless failover capabilities."
-Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 3: Dual Orchestrator Environment, Lesson 3.1:
Introduction to Dual Orchestrator Environment, page 3-7
-Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security Group Modules, Section: Dual Site
Configuration, page 3-9 Explanation of Options:
* A. The Standby Site is the site that is not handling any traffic...: Correct, as this accurately describes the role of the Standby Site in
a Dual Site environment, per the documentation.
* B. There is no such thing as an active site...: Incorrect, as Maestro Dual Site environments explicitly define Active and Standby
Sites, not load-balanced traffic across both sites.
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* C. The Standby Site is the second site to have been defined...: Incorrect, as the Standby Site is defined by its role (not handling
traffic), not the order of configuration.
* D. The Standby Site is the site currently handling the enforcement...: Incorrect, as this describes the Active Site, not the Standby
Site.
References:
Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 3: Dual Orchestrator Environment, Lesson 3.1:
Introduction to Dual Orchestrator Environment, page 3-7 Check Point R81 Maestro Administration Guide, Chapter 3: Working
with Security Group Modules, Section:
Dual Site Configuration, page 3-9

NEW QUESTION # 37 
How many orchestrators may Dual-Site include?

A. 0
B. 1
C. Only 4
D. 2 or 4

Answer: D

Explanation:
A Dual Site environment can include either two or four orchestrators, depending on the scenario. There are three primary scenarios
for Dual Site configuration:
*Direct connectivity between remote site orchestrators: This scenario requires two orchestrators, one for each site, and a direct
connection between them using the site-sync port.
*Two orchestrators on the same site are connected to the remote site orchestrators through two different switches: This scenario
requires four orchestrators, two for each site, and a connection between them using the site-sync port and two external switches that
support QinQ and MTU increment.
*Two orchestrators on the same site are connected to the remote site orchestrators through one switch: This scenario also requires
four orchestrators, two for each site, and a connection between them using the site-sync port and one external switch that supports
QinQ and MTU increment.
References =
*Maestro Dual Site configuration with a direct connection through L2 switches
*Dual Site Single Maestro Hyperscale Orchestrator Cluster (Dual Site Single MHO Redundancy)
*Maestro Frequently Asked Questions (FAQ)

NEW QUESTION # 38 
Which is a key driver for Scalable Platform?

A. Cloud-level security by maximizing capabilities of existing hardware.
B. On-demand flexibility in reconfiguration.
C. Resiliency is achieved through the use of redundant hardware.
D. HyperSync provides scalability by reducing overhead.

Answer: B

Explanation:
The Scalable Platform software allows you to easily add or remove security gateways from a security group without affecting the
existing configuration. You can also use the command line interface or the web UI to reconfigure the security group on demand.
References = Check Point R81.10 for Scalable Platforms - Check Point Software, Scalable Platforms (Maestro and Chassis)
comparison between versions - Check Point Software, [Check Point R81.10 AI & ML Driven Threat Prevention and Security
Management - Check Point Blog]

NEW QUESTION # 39 
What cannot be a reason for "Failed to get remote orchestrator interfaces" error message, when clicking on
"Orchestrator" in WebUI



A. No Sync between orchestrators
B. One orchestrator only, but Orchestrator amount is 2 or no Sync in between orchestrators
C. Remote orchestrator has no empty interfaces
D. Single orchestrator environment, but configured Orchestrator amount is 2

Answer: C

Explanation:
One of the possible reasons for the "Failed to get remote orchestrator interfaces" error message, when clicking on "Orchestrator" in
WebUI, is that the remote orchestrator has no empty interfaces that can be assigned to a security group. This can happen if all the
interfaces on the remote orchestrator are already part of configured security groups, or if the remote orchestrator has no physical
interfaces at all. In this case, the WebUI cannot display the unassigned interfaces of the remote orchestrator, and shows the error
message.
References
*Not able to see unassigned interfaces on checkpoint Orchestrator
*Maestro 140 not detecting Interfaces
*Maestro Expert (CCME) Course - Check Point Software, page

NEW QUESTION # 40
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