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Infrastructure 2025 Security Professional (1z0-1104-25) exam practice. This format is supported by Windows computers and
laptops. You can easily install this software in your system to use it anytime to prepare for the examination.

Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

Topic 1

Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
compartments, as well as the use of IAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.

Topic 2

Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCI. It tests knowledge of using the Key Management Service for encryption
keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

Topic 3

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q31-Q36):
NEW QUESTION # 31 
A company has deployed OCI Zero Trust Packet Routing (ZPR) to secure its network. They have two compute instances, VM1-
01 and VM-02, in a public subnet. VM-01 is tagged with the security attribute app:
vm01, and VM-02 is tagged with app:vm02. The VCN is labeled with network:vcn01, The ZPR policy states:

"What is the expected outcome of this policy?

A. Both VM-01 and VM-02 can SSH into each other.
B. VM-02 can SSH into VM-01, but VM-01 cannot SSH into VM-02.
C. Neither VM-01 nor VM-02 can SSH into each other."
D. VM-01 can SSH into VM-02, but VM-02 cannot SSH into VM-01.
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Answer: D

NEW QUESTION # 32 
When trying to encrypt plaintext using Command Line Interface (CLI), the developer gets a Service Error.
This is the command the developer tried to run:

What is the reason for this error?

A. The user should pass the key version OCID instead of the key OCID.
B. The developer has the wrong endpoint.
C. The developer forgot to specify the region.
D. The plaintext needs to be in JSON form.

Answer: A

NEW QUESTION # 33 
"A business has a hybrid cloud infrastructure with Oracle Linux instances running in OCI and on-premises.
They want to reduce the amount of bandwidth used when patching systems.
Which component of OS Management Hub can help to reduce the bandwidth usage for patching?

A. Dynamic groups
B. Management stations
C. Profiles"
D. Management agents

Answer: C

NEW QUESTION # 34 
A company is securing its compute instances (VMs and Bare Metal Machines) in Oracle Cloud infrastructure (OCI) using a network
firewall. As shown in the diagram, traffic flows from the internet Gateway (IGW) to the firewall in the Public DMZ Subnet, and then
to the compute instances in the Public Subnet.

When configuring security lists and network security groups (NSGs) in this setup, what should they consider?

A. Add stateful rules to the security list attached to the firewall subnet or include the firewall in an NSG containing stateful
rules for better performance.
B. Ensure that any security list or NSG rules allow the traffic to enter the firewall for appropriate evaluation.
C. Security list and NSG rules associated with the firewall subnet and VNICs are evaluated after the firewall.
D. If the policy used with the firewall has no rules specified, the firewall allows all traffic.

Answer: B

NEW QUESTION # 35 
"Your company is in the process of migrating its sensitive data to Oracle Cloud Infrastructure (OCI) and is prioritizing the strongest
possible security measures. Encryption is a key part of this strategy, but you are particularly concerned about the physical security of



the hardware where your encryption keys will be stored.
Which characteristic of OCI Key Management Service (KMS) helps ensure the physical security of your encryption keys?

A. Seamless integration with other OCI services for streamlined workflows
B. Granular customer control over key access permissions
C. Centralized key management for simplified administration
D. Utilization of FIPS 140-2 validated Hardware Security Modules (HSMs)"

Answer: D

NEW QUESTION # 36
......
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