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Microsoft Azure Fundamentals Sample Questions (Q81-Q86):

NEW QUESTION # 81

This question requires that you evaluate the underlined text to determine if it is correct.

You have an Azure virtual network named VNET] in a resource group named RGI.

You assign an Azure policy specifying that virtual networks are not an allowed resource type in RG1. VNET! is deleted
automatically.

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed". If the statement is incorrect,
select the answer choice that makes the statement correct.

A. is now a read-only object

B. No change is needed.

C. continues to function normally

D. is moved automatically to another resource group

Answer: C

Explanation:

Explanation

The VNet will be marked as "Non-compliant' when the policy is assigned. However, it will not be deleted and will continue to
function normally.

Aazure Policy is a service in Azure that you use to create, assign, and manage policies. These policies enforce different rules and
effects over your resources, so those resources stay compliant with your corporate standards and service level agreements.
Ifthere are any existing resources that aren't compliant with a new policy assignment, they appear under Non-conpliant resources.
References:

https:/docs.microsoft.com/en-us/azure/governance/policy/overview
httpsz/docs.microsoft.conven-us/azure/governance/policy/assign-policy-portal

NEW QUESTION # 82

You plan to implement several security services for an Azure environment. You need to identify which Azure services nust be used
to meet the following security requirements:

* Monitor threats by using sensors

* Enforce azure Multi-Factor Authentication (MFA) based on a condition

Which Azure service should you identify for each requirement? To answer, select the appropriate option in the answer area.
NOTE: Each correct selection is worth one point.

Monitor threats by°using.sensars; il
Azuke Monitor

Azure Security Center

Azure Active Directory (Azure"AD) Identity Protection
Azure Advanced Threat Protection (ATP)

Enforce Azure MFA based on a condition; =

Azure Monitor

Azure Security Center

Azure Active Directory (Azure AD) Identity Protection
Azure Advanced Threat Protection (ATP)

Answer:

Explanation:



Monitor threats by using sensors:

Azure Monitor

Enforce Azure MFA based on a condition: N\

AZUre Monitor

Explanation

Monitor threats by using sensors: SN rrocontt -
Azure Monitor 3 e——
Azure Security Center

Azure Active DirectonsfAzure AD) Identity Protection

Azure Advanced Threat Protection (ATP)

Enforce Azure MFA based on a condition: : pe=

Azure Monitor

Azure Security Center

Azure Active Directory (Azure AD) Identity Protection
Azure Advanced Threat Protection (ATP)

Box 1:

To monitor threats by using sensors, you would use Azure Advanced Threat Protection (ATP).

Azure Advanced Threat Protection (ATP) is a cloud-based security solution that leverages your on-premises Active Directory
signals to identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at your
organization.

Sensors are software packages you install on your servers to upload information to Azure ATP.

Box 2:

To enforce MFA based on a condition, you would use Azure Active Directory Identity Protection.

Azure AD Identity Protection helps you manage the roll-out of Azure Multi-Factor Authentication (MF A) registration by configuring
a Conditional Access policy to require MFA registration no matter what modern authentication app you are signing in to.
References:

httpsz/docs.microsoft.com/en-us/azure-advanced- threat-protection/what-is-atp
https://docs.microsoft.comven-us/azure/active-directory/identity-protection/howto-identity- protection-configure-m

NEW QUESTION # 83

Select the answer that correctly completes the sentence.

Answer Area
Azure status * provides a health overview of Azure services and regions.
Azure Moniter

) Azure Resource Health
r\fl ICrOSQO {i: Bzurd Service Health

Azure status

Answer:

Explanation:



Answer Area

_Azure status e ) provides a health overview of Azure services and regions.
| Azure Monitor |

Azure Regource Health
Azure Service Health

_______ M Microsoft

Explanation:

=  provides a health overview of Azure services and regions.

NEW QUESTION # 84
For each of'the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is

worth one point.

Answer Area

Statements Yes No

Azure Advisor provides recommendations on

how to improve the security of an Azusé Active
Directory (Azure AD) environment, I WC r(@ft

Azure Advisor provides recommendations on
how to reduce the cost of running Azure virtual ) ()
machines.

Azure Advisor praovides recommendations on
how to configure the network settings on Azure O £
virtual machines.

Answer:

Explanation:



Answer Area

Statements Yes No

Azure Advisor provides recommendations on
how to improve the security of an Azure Active o, O
Directory (Azure AD) environment.

Azure Advisor providesfecommendations on
how to reduce the cost of running Azure virtual O @)
machines.

Azure Advisor provides recommendations on

how to configure the network settings op Azure ? O
virtual machines. n Ml crosof

NEW QUESTION # 85
Match the termto the appropriate description.

To answer, drag the appropriate term from the column on the left to its description on the right. Each term may be used once, more
than once, or not at all.

NOTE: Each correct match is worth one point.

Terms Answer Area
’ authorization Term ' The abilityte,Usethesame credentials to access multiple resources and applications from different
’ multi-factor authentication (MFA) W\ R
Term The process of identifying the access level of a user or service.
single sign-on (SSO) ! .
’ ¢ ‘[erm— - | QequiMmrll QSQsﬁIidemify a user or a service.
Answer:
Explanation:
Terms Answer Area
,lauthorization | |' single sign-on (SSO) : The ability t0 use the same credentials to access multiple resources and applications from different

1| multi-factor authentication (MFA) | i — . . )
[ ) :[ authorization } The'process of identifying the access level of a user or service.
Ir[single sign-on (SSO) !

N ;
R T [ multi-factor authentication (MFA) Fi RMQ&QSQ#‘; to identify a user or a service.

Explanation

wover s BB\ i crosoft

'm-dﬁﬁ N | The ability to use the same credentials'to access multiple resources and applications from different
authorization | The process of identifying.the access level of a user or service.

multi-factor ahentication (MFA) l Requires seyeral élements to identify a user or a service.

NEW QUESTION # 86
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