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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q85-Q90):

NEW QUESTION # 85
What can be learned from the output of sx_api_ports_dunp.py command?

A. Information about downlink ports only
B. Orchestrator port status

C. Information about Security Groups

D. Information about backplane bonds

Answer: D

Explanation:

Explanation

References
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*Maestro Expert (CCME) Course - Check Point Software], page 31

*[Check Pomnt Certified Maestro Expert (CCME) R81.X - Global Knowledge], page 3

NEW QUESTION # 86
‘Which command is used to set the number of sites in a Maestro environment?

A. set maestro configuration orchestrator-site-number
B. set maestro configuration orchestrator-site-id

C. set maestro configuration orchestrator-site-amount
D. set maestro orchestrator-site-amount

Answer: C

Explanation:

Explanation

This command is used to set the number of sites in a Maestro environment, which can be either one or two.

The number of sites determines the site-sync configuration and the failover policies for the Security Groups and the Security Group
Members. The default value is one, and it can be changed only before the first Security Group is created.

References =

*Maestro basic setup documentation - Page 2 - Check Point CheckMates

*Check Point R81.10 for Scalable Platforns - Check Point Software

*CHECK POINT MAESTRO EXPERT

NEW QUESTION # 87
When a VPN tunnel is formed with a Maestro SGM,

e A. SGM 1 analyzes the policy and topology. If encryption is required, it calculates the tunnel owner's IP address. SGM 1
sends a clear packet to the tunnel owner. SGM 2 is now the connectionand tunnel owner.

¢ B. The MHO distributes copies of the packets to two different SGMs because SGM 1 will handle the clear traffic IKE
exchange packets, while SGM2 handles encrypted packets.

e C. The receiving SGM makes an encryption decision. The SGM then syncs the traffic to two backup SGMs: one for clear
traffic and one for encrypted traffic.

¢ D. The MHO handles the IKE before distributing the traffic to a SGM to handle all encrypted traffic. This helps to prevent
any issues with the correction layer.
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Answer: D

Explanation:

Explanation

In scalable security environments, nitial IKE (Internet Key Exchange) handling by a central orchestrator before distributing traffic for
encryption is a common approach to maintain efficiency and security.

NEW QUESTION # 88
For the MHO-175, which ports are Management ports?

e A Ports 49 - 55 are Management ports.
e B. Ports 5 - 26 are Management ports.
e C. Ports 27 - 47 are Management ports.
e D. Ports | - 4 are Management ports.

Answer: D

Explanation:

Explanation

According to the Port Mapping for the Check Point Maestro HyperScale Orchestrator MHO-175 documentl, ports 1 - 4 are
Management ports that are used to connect the MHO to the customer's management infrastructure, such as SmartConsole or
SmartDomain Manager. Ports 5 - 26 are Uplink ports that are used to connect the MHO to the customer's network infrastructure,
such as switches, routers, or firewalls. Ports 27 -

47 are Downlink ports that are used to connect the MHO to the Security Group Modules (SGMs) in the Security Group. Ports 49 -
55 are Backplane ports that are used to connect the MHO to another MHO in a Dual Orchestrator environment.

References:

*Maestro Expert (CCME) Course - Check Point Software, page 42

*Check Poimt Certified Maestro Expert (CCME) R81.X - Global Knowledge, course outline3

*Port Mapping for the Check Point Maestro HyperScale Orchestrator MHO-1751

NEW QUESTION # 89
What does the lidpctl command do?

A. Show all devices discovered by LLDP protocol on downlink ports
B. Show all devices discovered by LLDP protocol on all ports

C. Discover orchestrators

D. Show all devices discovered by LLDP protocol on uplink ports

Answer: B

Explanation:

The lidpctl command is a tool to display information about the devices discovered by the Link Layer Discovery Protocol (LLDP) on
all ports of the Maestro Orchestrator and the Security Group Members. LLDP is a protocol that enables devices to exchange
nformation about their identity, capabilities, and configuration.

LLDP can help to discover the topology and connectivity of the Maestro environment.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson4.2: LLDP, page 4-9

*Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security Group Modules, Section:

LLDP, page 3-9
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