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NEW QUESTION # 178
A cloud hosting provider is concerned about the potential risks associated with attacks that target the confidentiality and integrity of
sensitive data stored on its servers' volatile memory. The provider has decided to implement hardening techniques and endpoint
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security controls to mitigate the risk.
‘Which hardening technique will meet the needs of this provider?

A. Tmplementing a next-generation antivirus system to detect and prevent malware attacks
B. Implementing secure encrypted enclaves and AMD Secure Memory Encryption

C. Enforcing a strong password complexity policy for all user accounts

D. Conducting regular security awareness training for all employees

Answer: B

Explanation:

To protect datain use(within memory), the provider must implementhardware-level memory encryptionandtrusted execution
environments(secure enclaves), which protect against cold boot attacks, memory scraping, and unauthorized access.

NIST SP 800-207A (Hardware-Enabled Security: Enclaves):

"Trusted execution environments and memory encryption mechanisirs help ensure that data remains protected even when systens
are compromised at lower levels." This is amodern cloud security best practiceespecially useful forconfidential
computingenvironments.

#WGU Course Alignment:

Domain:System Security Engineering / Cryptography

Topic:Protect data in use with hardware-based encryption and enclaves

NEW QUESTION # 179

A large technology conmpany has discovered a known vulnerability in its network infrastructure. The infrastructure contains a number
of retired assets that are no longer receiving security updates, which can potentially be exploited by attackers to compromise the
network. The company has decided to implement hardening techniques and endpoint security controls to mitigate the risk.

‘Which hardening technique will meet the needs of this company?

A. Inplementing intrusion detection and prevention systems (IDPS)

B. Removing all end-of-life devices from the network

C. Conducting regular vulnerability scans to identify potential weaknesses
D. Enforcing strict access control policies for all network devices

Answer: B

Explanation:

The correct answer is D - Removing all end-of-life devices from the network.

According to WGU Cybersecurity Architecture and Engneering (KFO1 / D488), end-of-life systens pose significant risks because
they no longer receive patches or updates. The besthardening technique in this situation is to decommission and remove these
devices, eliminating their vulnerabilities altogether.

Access control (A), vulnerability scanning (B), and IDPS (C) are helpful practices but do not eliminate vulnerabilities of unsupported
devices.

Reference Extract from Study Guide:

"Removing end-of-life or unsupported assets is essential for maintaining a secure infrastructure, as these devices are highly vulnerable
to exploitation."”

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), System and Device Hardening

NEW QUESTION # 180
A retail company has recently implemented a new point of sale (POS) system that is critical to its business.
Which security control is essential for protecting the availability of the POS system?

A. Backing up the data stored in the POS system and having a disaster recovery plan
B. Regularly updating the POS system with the latest security patches

C. Enforcing strict access controls on the POS system

D. Implementing intrusion detection and prevention systems

Answer: B

Explanation:
Theavailabilityof the POS system depends on itsresilience against known vulnerabilities. Applyingregular security patchesensures that



attackers cannot exploit outdated components, which could crash or disrupt the POS system.

NIST SP 800-40 Rev. 3 (Guide to Enterprise Patch Management):

"Prompt application of security patches mitigates vulnerabilities that can be exploited to disrupt system availability or compromise
data." Backups protect from data loss, butpatching is proactive protectionfor uptime and availability.

#WGU Course Alignment:

Domain:Security Operations and Monitoring

Topic:Maintain system availability through proactive patch management

NEW QUESTION # 181

A company wants to ensure that the integrity of its systens is maintained during the startup process.

Which security technology can ensure the integrity of the system during startup by verifying that the system has not been
compromised?

A. Intrusion detection system (IDS)
B. Hardware security module (HSM)
C. Measured boot

D. Two-factor authentication

Answer: C

Explanation:

The correct answer is D - Measured boot.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that Measured Boot, often implemented with Trusted
Platform Modules (TPMs), ensures that each component of theboot process is verified for integrity. It provides cryptographic
evidence that the system's startup sequence has not been tampered with.

Two-factor authentication (A) secures user logins but does not verify boot integrity. IDS (B) monitors network or host behavior but
does not protect the boot process. HSM (C) secures cryptographic operations, not the system boot.

Reference Extract from Study Guide:

"Measured Boot verifies the integrity of the boot process, providing assurance that the system has not been compromised during
startup."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), System Hardening and Trusted Computing

NEW QUESTION # 182
In which type of network topology are the networked devices connected to a central device like a hub or switch?

A. Star
B. Ring
C. Mesh
D. Bus

Answer: A

Explanation:

* In a star network topology, each network device is connected to a central device like a hub or a switch.

* This central device acts as a repeater for data flow.

* The other options:

* Bus topology uses a single central cable.

* Mesh topology involves each device being connected to every other device.

* Ring topology connects devices in a circular fashion.

* Therefore, the star topology correctly describes a network where devices connect to a central hub or switch.
References:

* "Data and Computer Communications” by William Stallings, which explains different network topologies.

* "Network+ Guide to Networks" by Jill West, Tamara Dean, and Jean Andrews, which covers network configurations.

NEW QUESTION # 183
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