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Fortinet FCP_FGT_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Content Inspection: This section covers how to inspect encrypted traffic, configure inspection modes, apply
web filtering, manage applications, set antivirus modes, and implement IPS for security.

Topic 2
Firewall Policies and Authentication: This topic covers how to set firewall policies, configure SNAT
DNAT, implement authentication methods, and deploy FSSO.

Topic 3
Deployment and System Configuration: This section covers how to set up initial configurations, implement
Fortinet Security Fabric, and configure an FGCP HA cluster; diagnose resources and connectivity.

Topic 4
VPN: In this section, the focus is on how to configure SSL VPNs for secure network access and
implement meshed or redundant IPsec VPNs.

Topic 5
Routing: This section covers how to set up packet routing with static routes and configure SD-WAN for
efficient traffic load balancing.
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Refer to the exhibit.

An administrator is running a sniffer command as shown in the exhibit.
Which three pieces of information are included in the sniffer output? (Choose three.)

A. Application header
B. Ethernet header
C. Interface name
D. Packet payload
E. IP header

Answer: C,D,E

Explanation:
Packet Capture Verbosity Level which is set to 5 in the exhibit, if it was level 6 it should also include ethernet headers. Application
headers are never included.
This is Correct:
Packet payload
IP header
Interface name
Sniffer with verbose 5: IP header, IP payload, Port name.

NEW QUESTION # 21 
Refer to the exhibits.





The exhibits show a diagram of a FortiGate device connected to the network, as well as the firewall policy and IP pool configuration
on the FortiGate device.
Two PCs, PC1 and PC2, are connected behind FortiGate and can access the internet successfully. However, when the
administrator adds a third PC to the network (PC3), the PC cannot connect to the internet.
Based on the information shown in the exhibit, which two configuration options can the administrator use to fix the connectivity issue
for PC3? (Choose two.)

A. In the firewall policy configuration, add 10. o. l. 3 as an address object in the source field.
B. Configure another firewall policy that matches only the address of PC3 as source, and then place the policy on top of the
list.
C. In the IP pool configuration, set cype to overload.
D. In the IP pool configuration, set endig to 192.2.0.12.

Answer: C,D

Explanation:
To resolve the issue of PC3 not being able to access the internet, the administrator needs to adjust the IP pool configuration or the
firewall policy. The following two options will fix the connectivity issue:
B . In the IP pool configuration, set the ending IP to 192.2.0.12: The current IP pool range is 192.2.0.10-192.2.0.11, which only
provides two IP addresses for network address translation (NAT). To allow PC3 to access the internet, the IP pool should be
expanded to include an additional IP address by changing the end of the range to 192.2.0.12.
D . In the IP pool configuration, set type to overload: Instead of using a one-to-one NAT, changing the type to overload will allow



multiple internal addresses (such as PC1, PC2, and PC3) to share a single external IP address. This will solve the issue without
needing additional public IP addresses.
The other options are not suitable:
A . In the firewall policy configuration, add 10.0.1.3 as an address object in the source field: This option is unnecessary since the
firewall policy already allows all addresses from the source (LAN port3).
C . Configure another firewall policy that matches only the address of PC3 as the source, and then place the policy on top of the list:
This option is redundant and would not resolve the underlying issue with the IP pool configuration.
Reference
FortiOS 7.4.1 Administration Guide - Configuring Firewall Policies, page 512.
FortiOS 7.4.1 Administration Guide - Configuring NAT with IP Pools, page 518.

NEW QUESTION # 22 
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.

Based on the exhibit, which statement is true?

A. The d-wan zone contains no member.
B. The underlay zone contains port1and
C. The d-wan zone cannot be deleted.
D. The virtual-wan-link zone contains no member.

Answer: A

NEW QUESTION # 23 
An administrator must enable a DHCP server on one of the directly connected networks on FortiGate.
However, the administrator is unable to complete the process on the GUI to enable the service on the interface.



In this scenario, what prevents the administrator from enabling DHCP service?

A. The DHCP server setting is available only on the CLI.
B. Another interface is configured as the only DHCP server on FortiGate.
C. The FortiGate model does not support the DHCP server.
D. The role of the interface prevents setting a DHCP server.

Answer: D

Explanation:
FortiGate interfaces can be configured in different roles, such as WAN or LAN. If an interface is set as a
"WAN" role, you cannot configure it to act as a DHCP server through the GUI. The interface role must be set to "LAN" or
"Undefined" to allow DHCP server configuration.
References:
* FortiOS 7.4.1 Administration Guide: DHCP Server Configuration

NEW QUESTION # 24 
Which two types of traffic are managed only by the management VDOM? (Choose two.)

A. PKI
B. FortiGuard web filter queries
C. DNS
D. Traffic shaping

Answer: B,C

Explanation:
"NTP, FortiGuard updated/queries, SNMP, DNS Filtering, Log settings and other mgmt related services".
B is wrong because PKI stands for Public Key Infrastructure and is associated with VPNS C is wrong because traffic shaping is
configured on a 'Traffic Shaping Policy' A is correct because Fortigate will use Fortiguard for these queries D is correct as the
management VDOM (very similar to Palo Alto) can use DNS for DNS queries The FortiGate uses DNS, FortiGuard and other
servers through the management VDOM Regardless of of question:
Global settings for vdom's are:
Hostname.
HA Settings.
Fortiguard Settings.
System time.
Administrative Accounts.
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