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In order to make your exam easier for every candidate, our FCP_FML AD-7.4 exam prep is capable of making you test history
and review performance, and then you can find your obstacles and overcome them In addition, once you have used this type of
FCP_FML _AD-7.4 exam question online for one time, next time you can practice in an offline environment. The FCP_FML_AD-
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Fortinet FCP_FML_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security

Administrator and explains how to deploy and manage FortiMail in different operation modes. It includes
Topic 1 configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.
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Topic 2

Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the
implementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-
based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

Topic 3

Email Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer
and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.

Topic 4

Email Security: This section of the exam measures skills of a Network Security Administrator and deals
with implementing security controls to filter and manage email threats. Candidates must configure session-
based filtering, spam detection methods, malware protection, APT mitigation, and content filtering, The
section also includes email archiving configurations for compliance and storage.

Topic 5

Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Admmistrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing initial configurations such as selecting operation mode, system settings, and defining
protected domains. It also mvolves deploying FortiMail in high-availability clusters to ensure service
continuity.
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The best way for candidates to know our Fortinet FCP_FML_AD-7.4 training dumps is downloading our free demo. We provide
free PDF demo for each exam. This free demo is a small part of the official complete FCP - FortiMail 7.4 Administrator
FCP_FML _AD-7.4 training dumps. The free demo can show you the quality of our exam materials. You can download any time

before purchasing.

Fortinet FCP - FortiMail 7.4 Administrator Sample Questions (Q22-Q27):

NEW QUESTION # 22
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Refer to the exhibit, which shows an antivirus action profile.
What are two expected outcomes if FortiMail applies this antivirus action profile to an email? (Choose two.)

A. Virus content will be removed from the email.

B. A replacement message will be added to the email.

C. The original email will be sent to the system quarantine.

D. The sanitized email will be sent to the recipient's personal quarantine.

Answer: A,B

NEW QUESTION # 23
Refer to the exhibits showing SMTP limits (Session Profile - SMTP Limits), and domain settings (Domain Settings, andDomain
Settings - Other) of a FortiMail device.



Session Profile—SMTP Limits

Session Profile

Profile name ____Ex_a_r_:]ple__f_.gssip_rj._
Comment [ k . ke

B SMTP Limits

Restrict number of EHLO/HELDs per session to
Restrict number of emall per session to
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Cap messasesiz;'{KBJ at
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Domain Settings =17l

FortiMail
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D Use SMTPS

(3 Relay Authentication
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Other
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Webmail language --Default-+ '?1_; . v |

¥ -
- = -

Maximum message size (KB) 204800)

ey A I
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Which message size limit in KB will the FortiMail apply to outbound email?

A0
B. 1
C.2
D. There is no message size limit for outbound email from a protected domain.

Answer: A

NEW QUESTION # 24
Refer to the exhibit which shows a detailed history log view.

Log Details: 0200002400

Column Content

2 1

Date 2021-06-24

Time 13:29.02.021
Classifier Virus Signature
Disposition Modify Subject;Replace
From extuser@externallab

Header From extuser@external lab




To user1@internallab

Subject Registration information enclosed

Message-1D 20210624:32901.150(:111-«0 ernatiab
Length 936 o

Session 1D 1somasxw26&-(’1cmozs99

Client IP 100464

Location

‘e {Reserved)
Oirection 0\’ in =-=RATINET

Policy | O:1:Linternallab
Domain internallab
Destination 1P 100.1.11

Source External

Mailer mta

Virus EICAR _TEST FILE
Resolved FORGED
Transtfer Time 0051818

Scan Time 0017337

Level information
LoglID 0200002400
Type statistiks

Which two actions did FortiMail take on this email message? (Choose two.)

A. FortiMail modified the subject of the email message.

B. FortJMail replaced the virus content with a message

C. FortiMail sent the email message to User 1's personal quarantine.
D. FortiMail forwarded the email to User 1 without scanning,

Answer: A,.B

NEW QUESTION # 25
Refer to the exhibit.
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Region Global (& $
TestC@m
(=N

MNotification email
Statistics interval
Scan timeout

Scan result expires in (minutes)

What does the Scan timeout value configure?

A. How long FortiMail will waitfor a scan result from FortiSandbox
B. How often the local scan results cache will expire on FortiMail

C. How often FortiMail will query FortiSandbox for a scan result

D. How long FortiMail will wait to send a file or URI to FortiSandbox

Answer: A

NEW QUESTION # 26
Exhibit.

L T
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F:RTIEE ...
Refer to the exhibits, which show an email archiving configuration (Email Archiving 1 and Email Archiving

2) froma FortiMail device.
What two archiving actions will FortiMail take when email messages match these archive policies? (Choose two.)

A. FortiMail will archive email sent from marketingexample. com

B. FortiMail will exempt spam email from archiving,

C. FortiMail will save archived email in the journal account.

D. FortiMail will allow only the marketingeexample.com account to access the archived email.

Answer: B,C

NEW QUESTION # 27
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