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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q12-Q17):

NEW QUESTION # 12

Your organization has deployed an active-active high-availability (HA) FortiGate cluster in Google Cloud.
You have noticed a significant increase in asymmetrical traffic flow.

‘Which two actions can you take to mitigate the issue? (Choose two.)

A. Enable the layer 3 unified threat management (UTM) scanning feature if the FortiGate devices are on ForiOS 6.4 or later.
B. Enable symmetric hashing on the external load balancer.

C. Enable destination NAT for ingress traffic.

D. Enable source NAT for ingress traffic.

Answer: B,D

Explanation:
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Enabling source NAT ensures consistent source IPs, promoting symmetric traffic flow.
Symmetric hashing on the load balancer helps distribute traffic flows evenly and consistently across cluster members, reducing
asymetric routing,

NEW QUESTION # 13
Refer to the exhibit.

Google Cloud Fabric Connector Fm

FortiGate-VM64-GCP # gcp: add GCP Lab

gcpd sdn connector GCP Lab prepare to update

gcpd get token

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/instance/service-accounts/default/token
gcpd metadata result:200

Token expires in: 3599 seconds

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/proféct/projec t=id

gcpd metadata result:200

gcpd got project id from metadata: fcp-fcssgcoursesdevelopment

gcpd sdn connector GCP Lab start updating

gepd sdn connector GCP Lab got Bmptyiproject list, trying sdn update from metadata project: fcp-fcss-course-development
gcpd sdn connector GCP Lab get inst@ncedldst successfully

gcpd didn't find any GKE cluster for project fcp-fcss-course-development

gcpd sdn connector GCP Lab list GKE cluster failed

GCP Lab got 3 addresses

gcpd sdn connector GCP Lab start updating IP addresses

gcpd sdn connector GCP Lab finish updating IP addresses

An administrator configured GoogleCloud as an external fabric connector on FortiGate.
Which conclusion can you draw fiom the output?

e A The external fabric connector found multiple IP addresses assigned to Google Cloud instances.

e B. The external fabric connector is unable to find a valid Google Cloud project.

e C. The external fabric connector is misconfigured.

e D. The external fabric connector shows that an administrator created three dynamic firewall addresses.

Answer: A
Explanation:

The output shows the connector successfully retrieved project information and instance IP addresses (GCP Lab got 3 addresses),
indicating it found multiple IPs assigned to Google Cloud instances.

NEW QUESTION # 14
Refer to the exhibit.
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‘Which two types of traffic flow must the FortiGate cluster inspect, if the client at 198.51.100.10 sends traffic to the Workload A
instance? (Choose two.)

A. East-bound

B. West-bound
C. North-bound
D. South-bound

Answer: A,D

Explanation:

South-bound traffic refers to traffic coming from outside the network (the client 198.51.100.10) into the internal environment.
East-bound traffic refers to traffic moving laterally within the internal network, such as between VPCs or workloads, which the
FortiGate cluster can inspect for internal threats.

NEW QUESTION # 15
Which architecture inspection type in Google Cloud is most closely associated with Google Cloud Interconnect?

A. Inbound north-south traffic inspection
B. Hybrid cloud inspection

C. East-west traffic inspection

D. Outbound north-south traffic mspection

Answer: B
Explanation:

Google Cloud Interconnect connects on-premises networks with Google Cloud, enabling hybrid cloud environments. Inspection
related to this connectivity focuses on hybrid cloud traffic flows.

NEW QUESTION # 16



Refer to the exhibit.
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‘Which action must the admimistrator take to route traffic from VPC B to VPC A?

A. The administrator must configure a custom route in VPC B and point the gateway to the VPC peering service.
B. The administrator must deploy a FortiGate VM with at least three network interfaces.

C. The admnistrative must configure a customroute in VPC B and point the gateway to VPC A.

D. The administrator must create a new VPC peering connection between VPC A and VPC B.

Answer: B

Explanation:

Because VPC peering is non-transitive, traffic cannot route from VPC B to VPC A via VPC C. To enable routing between VPC A
and VPC B through VPC C, a FortiGate VM with multiple network interfaces can act as a firewallrouter to manage traffic between
the three VPCs.

NEW QUESTION # 17
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