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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q34-Q39):

NEW QUESTION # 34
What is a key advantage of the branch-to-hub to hub-to-branch topology in an Azure virtual WAN?

A. Enhanced scalability enables communication between branch offices

B. Increased security through isolated connections between branches and hubs

C. Improved branch-to-branch communication for faster data transfer

D. Load balancing enabled by the simultaneous connection of each branch to multiple hubs

Answer: C

Explanation:

Thebranch-to-hub to hub-to-branchtopology in Azure Virtual WAN enablesefficient branch-to-branch commumicationby routing
traffic through connected hubs. This improvesdata transfer speed and reliability between branches without needing direct connections
between all sites, simplifying management while maintaining performance.

NEW QUESTION # 35
Refer to the exhibit.
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Your company runs front-end web servers in Azure. You need to deploy a Linux VM to be used as a web server.

To protect your web servers with a web application firewall (WAF), you deploy FortiWeb to secure applications from web-based
attacks.

Which FortiWeb operation mode can you implement for this scenario?

A. Transparent inspection
B. Reverse proxy

C. Passive monitoring

D. True transparent proxy

Answer: B

Explanation:

TheReverse Proxymode is the most appropriate FortiWeb operation mode for this scenario. In this mode, FortiWeb sits between
mternet users and the Linux web servers, terminating client connections and then forwarding requests to the backend servers. This
enablesdeep inspection, protection from web attacks (like SQL mjection and XSS), andfull WAF finctionality, making it ideal for
securing front-end web servers exposed to the internet.

NEW QUESTION # 36
‘Which output was taken on a VM running in Azure?
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C:\Users\aZadminsarp Jal =1

Interface: 192.168.8.5 --- 8x2
Internet Address Physical Address Type

192.168.0.1 12-34-56-78-9A-BC  dynamic
192.168.8.255 ff-ff-ff-fF-FF-ff static
224.8.08.2 01-00-05-00-80-02 static

C:\Users\azadmin>arp -a

Interface: 190.9.1.5 --- Bx2
Internet Address Physical Adfress HTHiPdE

16.9.1.1 d8-34-99-¢5-8A-BC  dynamic
18.8.1.255 ff-ff-ff-ff-ff-ff static
B 224.0.0.2 21-00-85-90-80-82  static
° .
e C

C:\Users\azadmin>arp -a

Interface: 172.16.0.5 --- @x2
Internet Address Physical Address Type
172.16.0.1 AB-C9-12-34-56-78 dynamic

172.16.0.255 ff-ff-ff-ff-ff-ff static

224.0.0.2 e#@ﬂ*ﬁ'ﬁgi— static

C:\Users\azadmin>arp -a

Interface: 10.9.1.5 --- @x2
Internet Address Physical Address Type

18.0.1.1 £1-23-45-67-89-AB  dynamic

10.9.1.255 ff-ff-ff-ff-ff-ff static

e D 224.0.0.3=:":F3TI[P8=90-05-00-00-02 static
Answer: B
Explanation:

Azire assigns MAC addresses in a specific Organizationally Unique Identifier (OUI) range. The MAC addressd8-34-99-c5-0A-
BCbegins withd8-34-99, which is a Microsoft-assigned OUI used in Azure virtual networks. This strongly indicates the output was
taken froma VM running in Azure.

NEW QUESTION # 37
You deployed a FortiGate active-active with ELB/ILB solution using the template fiom Azure Marketplace.
What is the purpose of the inbound NAT rules configured in the external load balancer in this deployment?

A. To forward the health probes to both FortiGate VMs

B. To filter mbound traffic before it reaches the FortiGate instances
C. To load balance the incoming traffic between both FortiGate VMs
D. To allow administrative access to the FortiGate VMs

Answer: D

Explanation:
In anactive-active FortiGate ELB/ILB deployment, theinbound NAT rulesconfigured on theexternal load balancerare used toallow
administrative access (e.g., HTTPS, SSH)to the individual FortiGate VM. Since the public IP is associated with the load balancer,



NAT rules are required tomap specific ports to backend FortiGate instancesfor management access.

NEW QUESTION # 38
Refer to the exhibits.

SDN debug output

azr: sdn connector settings LABSDN updated
azr: update sdn connector LABSDN status to enabled
azr: sdn connector settings LABSDN updated
azd sdn connector LABSDN prepare to update
azd sdn connector LABSDN getting token {:}

token size: 1386 <

token expire in: 3688 seconds i

azd sdn connector LABSDN start ing

azd sdn connector LABSDN star ater process 2832

azd sdn connector LABSDN f 3 NICs from Azure

azd sdn connector LABSDN page 1 of vm list

azd vm list page size:(2

azd sdn connector found 2 VMs from Azure

azd sdn connuctoa' start updating IP addresses

azd checking Lq"e 11 address object UbuntuServer, vd 8
address UbuntuServer num change 8/1, new ip list:
172.16.2.4

azd checking firewall address object webServer, vd 8

azd sdn connector LABSDN finish updating IP addresses

azd reap child-pid:. 28320y e pom =

Dynamic firewall address status

Address e webServer

Type Dynamic

Sub Type Fabric Connector Address
SON Connector A KABSDN

Filter tategory=wind

z===ATINE’
Interface 0 any

References 0

= View Matched Addresses
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Two new dynamic firewall addresses have been configured on the FortiGate VM using the external connector to Integrate within the

same Azure environment.

The debug output shows that one IP address can be resolved successfully, but the second is empty.

Which steps could you perform to correct the misconfiguration? (Choose all that apply.)

A. Check for a mistyped Microsof Entra ID subscription

B. Verify the tags on the target VM

C. Verify the filter used for the dynamic firewall address

D. Verify the Microsoft Entra ID role assignment access rights
E. Verify the NSG for the target VM

Answer: B,C

Explanation:

The debug output shows that the UbuntuServer address object successfully resolved an IP, while the webServer did not. The most
likely cause is a mismatch in the dynamic address filter or missing tags on the target VM.

Verify the filter used for the dynamic firewall address - The filter category=windows may not match any VM metadata, resulting in
no matched addresses.

Verify the tags on the target VM - Ensure that the VM has the correct tags (e.g., category=windows) that match the dynamic
address filter to enable resolution.

NEW QUESTION # 39
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