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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q47-Q52):

NEW QUESTION # 47
Which of'the following is a primary characteristic of public cloud computing?
Response:

A. Dedicated hardware

B. Resource pooling

C. Capital expense nvestments
D. Limited scalability

Answer: B
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NEW QUESTION # 48
What is a key advantage of the branch-to-hub to hub-to-branch topology in an Azure virtual WAN?

e A Improved branch-to-branch communication for faster data transfer

¢ B. Enhanced scalability enables communication between branch offices

¢ C. Increased security through isolated connections between branches and hubs

¢ D. Load balancing enabled by the simultaneous connection of each branch to muiltiple hubs

Answer: A

Explanation:

The branch-to-hub to hub-to-branch topology in Azure Virtual WAN enables efficient branch-to-branch communication by routing
traffic through connected hubs. This improves data transfer speed and reliability between branches without needing direct
connections between all sites, simplifying management while maintaining performance.

NEW QUESTION # 49
‘Which operational capability does FortiWeb provide when deployed in an Azure cloud environment?
Response:

A. VPN connectivity enhancement

B. Wireless access management

C. Physical network monitoring

D. Distributed Denial of Service (DDoS) mitigation

Answer: D

NEW QUESTION # 50

azr: sdn connector settings LABSDN updated

azr: update sdn connector LABSDM status to enabled

azr: sdn connector settings LABSDN updated

azd sdn connector LABSDN prepare to update

azd sdn connector LABSDN getting token

token size: 1386

token expire in: 36808 seconds

azd sdn connector LABSDN start updating

azd sdn connector LABSDN start updater process 2832

azd sdn connector LABSDN found 3 NICs from Azure

azd sdn connector LABSDN get page 1 of wvm list

azd vm list page size: 2

azd sdn connector LABSDN found 2 VMs from Azure

azd sdn connector LABSDN start updating IP addresses

azd checking firewall address object UbuntuServer, wd 8

address UbuntuServer num change 8/1, new ip list:
172.16.2.4

azd checking firewall address object webServer, vd @

azd sdn connector LABSDN finish updating IP addresses

azd reap child pid: 2832




Dynamic firewall address status

Address ok webServer

Type Dynamic O‘Q

Sub Type Fabric @nnector Address
SDN Connector AﬁSDN

Filter \éategory =windows
|r1terfac94 0 any

References 0

Type Dynamic

Sub Type Fabric ConnectorAddress
SON Connector. A AABSON

Filtes Tag category=server
Interface O any

References 0

= View Matched Addresses @)

Two new dynamic firewall addresses have been configured on the FortiGate VM using the external connector to Integrate within the
same Azure environment.

The debug output shows that one IP address can be resolved successfully, but the second is empty.

Which steps could you perform to correct the misconfiguration? (Choose all that apply.)



A. Verify the Microsoft Entra ID role assignment access rights
B. Check for a mistyped Microsof Entra ID subscription

C. Verify the tags on the target VM

D. Verify the NSG for the target VM

E. Verify the filter used for the dynamic firewall address

Answer: C,E

Explanation:

The debug output shows that the UbuntuServer address object successfully resolved an IP, while the webServer did not. The most
likely cause is a mismatch in the dynamic address filter or missing tags on the target VM.

Verify the filter used for the dynamic firewall address - The filter category=windows may not match any VM metadata, resulting in
no matched addresses.

Verify the tags on the target VM - Ensure that the VM has the correct tags (e.g., category=windows) that match the dynamic
address filter to enable resolution.

NEW QUESTION # 51
What Fortinet solution can be utilized in Azure to secure web applications?
Response:

A. FortiWeb

B. FortiAnalyzer
C. FortiSandbox
D. FortiManager

Answer: A

NEW QUESTION # 52
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