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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q56-Q61):
NEW QUESTION # 56 
Refer to the exhibit, which shows an SSL certification inspection configuration.
SSL certification inspection configuration

While testing, the administrator updated the ssl-ssh-profile configuration with the command set sni-server-cert-check strict.
The administrator found that the server name indication (SNI) does not match either the common name (CN) or any of the subject
alternative names (SAN) in the server certificate.
With respect to the set sni-server-cert-check strict command, which action does FortiGate take?

A. FortiGate uses the first entry listed in the SAN field in the server certificate.
B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate closes the connection because this represents an invalid SSL/TLS header.
D. FortiGate uses the SNI from the user's web browser.

Answer: C

NEW QUESTION # 57 
When does a RADIUS server send an Access-Challenge packet?

A. The user account is not found in the server.
B. The user credentials are wrong.
C. The server requires more information from the user, such as the token code for two-factor authentication.
D. The server does not have the user credentials yet.

Answer: C

NEW QUESTION # 58 
A company that acquired multiple branches across different countries needs to install new FortiGate devices on each of those
branches. However, the IT staff lacks sufficient knowledge to implement the initial configuration on the FortiGate devices.
Which three approaches can the company take to successfully deploy advanced initial configurations on remote branches? (Choose
three.)

A. Use metadata variables to dynamically assign values according to each FortiGate device.
B. Use provisioning templates and install configuration settings at the device layer.
C. Add FortiGate devices on FortiManager as model devices, and use ZTP or LTP to connect to FortiGate devices.
D. Use the Global ADOM to deploy global object configurations to each FortiGate device.
E. Apply Jinja in the FortiManager scripts for large-scale and advanced deployments.

Answer: A,B,C

Explanation:
Use metadata variables to dynamically assign values according to each FortiGate device:Metadata variables in FortiManager allow
device-specific configurations to be dynamically assigned without manually configuring each FortiGate. This is especially useful when
deploying multiple devices with similar base configurations.
Use provisioning templates and install configuration settings at the device layer:Provisioning templates in FortiManager provide a



structured way to configure FortiGate devices. These templates can define interfaces, policies, and settings, ensuring that each device
is correctly configured upon deployment.
Add FortiGate devices on FortiManager as model devices, and use ZTP or LTP to connect to FortiGate devices:Zero-Touch
Provisioning (ZTP) and Local Touch Provisioning (LTP) help automate the deployment of FortiGate devices. By adding devices as
model devices in FortiManager, configurations can be pushed automatically when devices connect for the first time, reducing manual
effort.

NEW QUESTION # 59 
Refer to the exhibit.

An administrator wants to expand the network by adding two additional FortiGate devices into AS
6500.
Which configuration is the most effective way to improve BGP convergence in this scenario?

A. Route reflector
B. BFD
C. Prefix list
D. Neighbor group

Answer: A

NEW QUESTION # 60 
An administrator has configured a FortiGate device with two VDOMs: root and internal.
The administrator has also created and inter-VDOM link that connects both VDOMs. The objective is to have each VDOM
advertise some routes to the other VDOM via OSPF through the inter-VDOM link.
What OSPF configuration settings must match in both VDOMs to have the OSPF adjacency successfully forming? (Choose three.)

A. OSPF interface cost.
B. OSPF interface MTU.
C. Interface subnet mask.
D. Router ID.
E. OSPF interface area.

Answer: B,C,E

NEW QUESTION # 61
......
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