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Fortinet FCSS_EFW_AD-7.4 Exam Syllabus Topics:

Topic Details

o Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systens (IPS) to monitor and
mitigate threats within enterprise networks.

Topic 1
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¢ VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.

Topic 2

¢ Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

Topic 3

¢ Routing; This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate commumnication between different networks, ensuring efficient traffic flow
across enterprise environments.

Topic 4

¢ System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Topic 5 Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.
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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q49-Q54):

NEW QUESTION # 49
What is the diagnose test application ipsmonitor 99 command used for?

A. To restart all IPS engnes and monitors

B. To provide information regarding IPS sessions
C. To enable IPS bypass mode

D. To disable the IPS engine

Answer: A

NEW QUESTION # 50
‘Which two configurations are mandatory for an auto-discovery VPN (ADVPN) implementation on a hub? (Choose two.)

e A The remote-ip must be on a different [P address from the overlay subnet.
e B. set net-device nust be disabled to avoid dynamic interface creation.
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¢ C. Anoverlay IP address with a mask of /32 must be assigned to the [Psec virtual interface.
¢ D. set add-route must be enabled to add routes.

Answer: B,C

NEW QUESTION # 51

An administrator applied a block-all IPS profile for client and server targets to secure the server, but the database teamreported the
application stopped working immediately after.

How can an administrator apply IPS in a way that ensures it does not disrupt existing applications in the network?

A. Select flow mode in the IPS profile to accurately analyze application patterns.

B. Set the IPS profile signature action to default to discard all possible false positives.

C. Use an IPS profile with all signatures in monitor mode and verify patterns before blocking.

D. Limit the IPS profile to server targets only to avoid blocking connections from the server to clients.

Answer: C

Explanation:

Applying anaggressive IPS profilewithout prior testing candisrupt legitimate applicationsby incorrectly identifying normal traffic as
malicious. To prevent disruptions while still monitoring for threats:

#Enable IPS in "Monitor Mode" first:

# This allows FortiGate tolog and analyzepotential threatswithout actively blockingtraffic.

# Administrators can review logs and fine-tune IPS signatures to minimize false positives before switching to blocking mode.
#Verify and adjust signature patterns:

# Some signatures might trigger unnecessary blocks for legitimate application traffic.

# By analyzing logs, administrators candisable or modifyspecific rules causing false positives.

NEW QUESTION # 52
Refer to the exhibit, which shows partial outputs from two routing debug commands.
FortiGate jet router inft kernel

.....

irec te

> 100.64.2.0/24 i ectly i, port?
‘Which change must an administrator make on FortiGate to route web traffic from internal users to the internet, using ECMP?

A. Set preserve-session-route to enable.

B. Set the priority of the static default route using portl to 10.
C. Set the priority of the static default route using port2 to 1.
D. Set snat-route-change to enable.

Answer: B

NEW QUESTION # 53
Refer to the exhibits.
Network topology
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Output from the command config system ha

FortiGate_A # config system ha
FortiGate_A # show
config system ha

set group-name “Fortinet*

set mode a-p

set password ENC It/cXx5WiX6

set hbdev "port3”" 0

set session-pickup enable

set overrde disable

setpriority 200

set pingserver-monitor-interface "port4"

A network diagram and the output from the command config system ha are shown.
The administrator has configured the cluster with the commands shown in the exhibit.
Why is the HA cluster not forming?

A. The administrator must reconfigure the cluster in FGSP mode.

B. The administrator must reconfigure the heartbeat interface.

C. The admnistrator must reconfigure the monitor interface.

D. The administrator must reconfigure the cluster in active-active mode.

Answer: B

NEW QUESTION # 54
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